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Abstract

In an era where data ethics drive market trust, IoT devices must balance regulatory
compliance and commercial interests. This guideline explores how Milesight ensures privacy
RALTCPTil Lie L AR 2iACS (L sACRTGeLzipsisIL ETGCIR< - °sp CiTIFCAP LFCRAL AT TIETGS
Milesight People Sensing sensor seriesOthe VS125 Al Stereo Vision People Counter. It
examines how this device achieves multi-dimensional people sensing and accurate people
counting, leveraging trusted loT technology to unlock business value, enhance performance,
and ensure privacy protection.
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loT Industry Insights:
The Privacy Economy

In the rapidly advancing digital economy, data security and privacy protection have
become global focal points. Countries around the world have introduced stringent
privacy regulations, with the European Union leading the way. Since the implementation
of the General Data Protection Regulation (GDPR) in 2018, the EU has set a global
benchmark for privacy protection. The GDPR mandates that businesses must implement
rigorous technical and managerial measures to ensure that data is processed securely,
iCewjibtieL AL K RiELTiBNQajitFCTLIpL < RBpeLFCSUTLIFLCSILETRTLIY ~ 1 Fel L)

revenue.!

ILizesytRLELEICZaSIFLCA _deikijiil- Ly biQrel pCiEL FEagiil &L ieACRUETCipMLEL Fic/
users of its data collection policies.

ILzezeinClaiZesFLCA sl ijiil-Ly BTCCIHsG<ala-FLTChTiL L6 L kiSSil LELFi
ZilieTiL&R<-tiSRCpiFpaiibEL FEajiil & T CLSTFCTACRACRIRTORALTCPTL LI E@AY
(8CF8 RCTSL LajiArTailiTS@ANAL VART TFel SECHRF2pTihCSizi@QepCy L L 112

! European Data Protection Board
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As privacy concerns continue to escalate, privacy-enhancing technologies has
emerged and become increasingly important. Businesses must not only employ
technical measures to enhance data protection but also navigate increasingly
bLKRICEPL kRiELpCTCRIFCKCLTEN Al Riil &L FORLpTizCleRRY L epGTLIRFzapb!
management has become crucial for addressing the privacy challenges of the digital
age.

KPMGis survey report3(LAjpeTC8TGeTigy ~ ILEFCSRLLACLT81@FCipL LpCrLCARY L GTITGC!
security of Internet of Things (IoT) technologies, particularly regarding privacy. This
directly impacts consumer trust in businesses. However, the IoT market is growing at
el @sTLLISGLeFeTChZiTATA @)Ly ajiaer 1 CTCERCPTCATLIFCapG_gtegalayyiiil Ly b
seaatel ATAC@UFL RCeLikar 1 CT8pL kKRLILARLLiz)jer ZTGieTCd6 R°1eRRLapGLE!
33~ Asthe market expands, privacy protection issues become increasingly
prominent, and companies must prioritize addressing them.

Notably, according to Article 25 of the General Data Protection Regulation (GDPR) on
"privacy by design," companies should incorporate privacy protection from the early
stages of product development. This principle is driving the 10T market from passive
compliance to proactive value propositions.

However, research by the Information Systems Audit and Control Association (Isaca)
8- Z8TGeNLLijpiay ~ -B@0FL RCaLIL FézlidzTil L 8eACCTCTLIRzepbly BIACSIBLY
principles.® This implies that many organizations may be violating the GDPR and other
new EU frameworks and regulations.

IoT companies are facing dual challenges in
product development and data security.

3 Consumer Loss Barometer - KPMG
4 Fortune Business Insights
5 ISACA
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Privacy Challenges for
People Counter

In the IoT industry chain, hardware devices, particularly sensors, play a crucial role in
data collection. The environmental data gathered by these sensors is used for
downstream analysis and service enhancement. However, there is a risk of privacy
yiCepLeTELae A aMTAICLTFCIARTa f 1L ZIRFLpCS51S L TACIGSCI S CLSL i8Sl
(iRSTiCaK5Tee CTCRUFCS CETTapat Tl L)

Among these sensors, people counters face more severe privacy protection and data

security challenges because the data they collect directly involves personal
information.

Milesight
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Additionally, the application of loT technology in various downstream industries also
faces privacy protection challenges:

Building Management:

|oT sensors are used to monitor personnel
movement and safety, but collecting location and
activity data from employees and visitors can lead
to privacy issues, especially without explicit
consent.

Retail Industry:
°CTajiCraitsCil»ACZpCaTL ik - LiTLFEL L TiFzoipiel A
analyze customer behavior to optimize store
layouts and inventory management. However,
customer facial data may touch on privacy
boundaries. Retailers need to balance precise
market analysis with customer privacy protection.

Public Utilities:

In banks, museums, and other public places, I0oT
sensors are used for counting people and analyzing
EL- L TFzoipl» G81AETe/ LIRS Rijk(dCrieb L G T8l Al
IR zCi8Crzip CIRGiiTHy GTiZ GCLIRCTSL LajiACLTiTBY
is involved, ensuring personalized services without

infringing on customers' privacy rights, especially
ZiTA:aTstaipiCLTasCrplLSCLTHiswe Chiissuc)

1080k kibpL k ReLICSILCCATL AL RNCaCTizCTCh A ibaiel A kel eé Crigjiik CastrCaimLy
ensure that the entire process of developing and using people counters safeguards
user data security and compliance. This is essential to earn market trust.
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Privacy Protection
Mechanisms in VS125

njiCsieGlil-»8R<-°spCriiFCAVS125 Al Stereo Vision People Counter is perfect for
RrizapbiiL pisCACLzifL Lk CLTSNNL 8 CFSRICPISORCLRICPL UL TIL Sl Apalipl2Chizral:
areas like buildings and shopping malls. Flexible installation and device-stitching
SURRLITICLSTTCZiACsTRL &L & TredippeRITFC Z GiCika|LTejLiLenr¥ly ~ epplfeTCiAzTal
pLiiCpTil: LpCLGrLpjLenl: RCFzTiL&ICapiCLPB!

Miesignt

_

* Mighty Bi-Directional & Regional People Counting

o ILAGSTIBSI CeALE! pplfepbLETRTLIv¥lY ~

* Advanced Binocular Technology and Deep Learning Al
« WMEBTCLACA GriytTjlLeCplaLjTiLL

e OLux Ultra Low Light Performance

* Compliant with GDPR

16 Devices Stitching for Wide Coverage

» Extendable Performance with Rich Interfaces
 User-Friendly Remote Management

Al-Extended Attribution Recognition

For proper functior ure that the follow nly enabled at installation heights of 4 meters

[

I’y
A Staff Detection
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Si@R<-°spCFIFCA IyiLLplierRCLRICPLGLTILESCLELHTACIO sadECaTurCaSTRLECLTY
personal data protection measures and compliance-oriented design.

6LLFelrzyiCdzeeCi-fCziLZ

The VS125 uses binocular vision imaging technology to generate depth maps and
integrates RGB images to detect human contours and achieve target detection. Users
paelLiplLFetrCTCikeeCIRFCZCZ15CGILESTLIkeb)KidCIRzepBiRFL TChTiL: Ly

Depth Video Stream Mode

Avoids privacy issues while still providing a
dynamic view of the scene and people.

Black-and-White Single Frame Image

No real-time video, only displays the scene
image when no one is present.

No Image

Completely eliminates any imaging,
allowing users to draw detection lines and
areas based on historical and real-time
trajectories.Data Security Management

08
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Data Security Management

Access Control

The VS125 allows access to the device management page via HTTPS, combined with
digest authentication mechanisms, ensuring that only authenticated users can access
the device and its data, preventing unauthorized access and data breaches.

Data Encryption

OCLMTeLskiGILeeL ASTLIL & GSCTHReSS Z L FASIRL AL TACHRCTSL LajgLEL FrceeTol LT G

07 33dICRiLBSSTiL LECLPIORIL Lizie L fiT G SiostipGas™ W 3dgel ASCpaic

Trel sKis8iL LIRFLTLpL 80t Gasi» i ~ tWx»»- " 2TLICLSTFCIARTRIpL LFACL TiiiTBizl Al
integrity. Through these rigorous personal data protection measures, the VS125
CLsCs0sCrRzaepbial ApL kRiELpCHikCCTIL&R<- > FCRIFCKCLTSRL ArpGCZIL&R<-°Y
bCrTiFpeTiLL)

g
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GDPR Compliance Mapping

Article 5 Principles Relating to Processing of Personal Data

VS125 only collects personal information necessary for core functions, such as body
contours and movement trajectories, ensuring data minimization. Data is used solely for
purposes clearly communicated to users, ensuring transparency and lawfulness. Data
storage and processing are completed on the device, and users can manually delete
data to maintain full control. The device does not share data with third parties unless
08CHpLLSCLTiSI-y Toil CAL FFCRIFCAY bijeZ)

Article 6 Lawfulness of Processing

VS125 adheres to the principles of lawfulness, fairness, and transparency in data
processing, clearly informing users about data collection methods and purposes, and
providing an easy mechanism to withdraw consent, ensuring compliance with GDPR
FCRTFCKELTS!

Article 25 Data Protection by Design and by Default

VS125 incorporates data protection principles in the design phase, ensuring that the
ACZzipC8iel ASCFzipCSIpL KRIDIZiTGARTRIRFL TChTiL LFCRUFC k CLTS BIACERTITI<ILI<idil &
the processing of personal data.

Article 32 Security of Processing

VS125 adopts industry-standard security measures, including personal data encryption,
access control, and regular security audits, ensuring the security of data processing.

07 sadipLLATpTSTCETIRNSChlFThialATS2SSCSSILerl ATCZICZILeTAICaChTizCLESSILE
security measures to ensure an appropriate level of security.

Through these rigorous personal data protection measures, the VS125 ensures user
Rijzepbial AplkRieLpCikCCTIL&R<-FCRUFCKCLTS L ArpGCziL&R<-/pCiTiFpeTil- L1
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VS125is Value in
Diverse Applications

Building Management

In smart buildings, especially in workplaces, the VS125 Al Stereo Vision People Counter
helps optimize space utilization and avoid unnecessary energy waste by monitoring
TACIACLS|THILBRCLRICHLTERpaiizFCasistipGasik CCTIL &L Lk Spl-OipCatil- 0 L& Catial A
workstations in real time.
MCLs0FC8GeGhapplifalTCRCLRICPLALTILEZ{TGelizpplifapbLBIRTL¥ly ~ ' ZGjiCr
absolutely protecting privacy. It can further regulate the heating, ventilation, and air
pLLATILLIL&qWO 628b8TCiIZACLTACRCLRICIf L ZibGeLeCs)

Additionally, the VS125 supports up to 16 devices stitching to extend the coverage area
FLATGCIAL LFZabSiLip Lk Cipiaeiny GiiAL &8 TLi&CTCaisTik Cral AGSTL fipaj RCLRICIf L ZY
statistics.
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Retail Optimization

In the retail industry, such as chain stores, supermarkets, and shopping centers, the
07 33di 1~ TCFCLIOBIL Li-CLRIC6 LG LTCHLSCFSIRFCPiSCEL L TiTeaip el =ibsisy

The device adheres to principles of legality, fairness, and transparency, clearly
informing users about the purposes of data collection. It only collects personal
information necessary to achieve its core functions, such as body outlines and
movement trajectories, ensuring absolute privacy protection.

Its advanced detecting performance includes dwell time, heat maps, and group
counting to gain deeper insights into customers' behaviors, shopping preferences, and
jLfGCL i ABLaeipSY AATTIL LaiibpiTpelepGCzCiipGrGriy GTCTCpLeLiTil LyjLpiaAjLer
8CLACHPGIAFCLpeLAsTeotELFILSTLFCpL L2Cr8il LieTCrelaipsis Ty CGCHULACHSTal Al
ysiLCss8CacCpTizCLLE8Y

These insights help optimize store layouts and
CLGeLpCiL-zCraijiplk k CpieiCaipiCLpH

g
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Case Study:
Foibodjoh!Sfubjifr£djfodz!boe!Dvtupnfsiotjhiut!
with VS125

Client:
Alarge retail chain

Challenge:
»LiereCrCTajjib Gril EepCAPGriiCLECSILIL RijidiL &8TLFCimbL i TisTed il paTil LielA
marketing strategies due to a lack of accurate customer behavior data.

Solution:
The chain implemented the VS125 Al stereo vision people counter in its 300 stores. The
VS125 provides:
* QLLTinFeojbr Laibsisu

Accurately counts the number of customers entering and leaving the store.
+ <ZCijimiCriNL LiTL R &g

NCasirCsT ik CipiisTL kCraisRELAILIABCICL TiaFCasil-ETACISTLFC)
* WCeTinzRsu!
* RFLORG6LGLTIL &y

IACLTIFCSeTL i RSeLATECFY CGrzil- FIReGCTLS)

Gty GTCreCpl-e LiTjl Law
<CTCpTaeCLACHPGIAFCL1el ACKR|LBCCSTLFCFLCPSTL kCRrECeCLTxTil[)

Results:
* uRCFeT)l: Leii@2ipiCLpbyn
IKRY:2CAY Bi36 ~ TALT8GL RijidCAS Teovijl peTil Ly esCAL LiCaisTik CEL L TiTeaibiAzTz)
 “TLFCi @bl OTuRT kTl Lyn
OLGeLpCAYBIACLTIERIL &'GeGsTraaipiarCasie ArAiSTILERILAlpTIREpCCLTS=PPLFALEID)
« nef1CTiLer TreTCe(Cau
NLiCTareCTCATEL0eGULACTSTeL AL &1pisTL KCHAC K- 8FRGP 8L AY CGezil- FIReGCFLS)
* —Tjzaepbiel A~ CharThu
Ensured through advanced data encryption technology and compliance with GDPR
regulations.

After adopting the VS125 sensors, the overall business performance of the chain
S8 LiFpeLTipik R zC AR ZiAIL &abTil LayiCil 518G GeliaFL 28y CGCHACHISIL Lk 1L &)
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Public Facility Security

In public spaces such as banks, museums, and churches, the VS125 Al Stereo Vision
_CLRIG6LALTEHCaCHTzCiP kel 2aCSRELRIC fL 2L CeL pil &setCThel ASC2ipCRTITHY
The sensor utilizes encryption, access control, and regular security audits to ensure
data security during transmission and storage, as well as to guarantee visitor privacy.
OffGiTsieAzelpCA 1ECeTaFCSITACI0” sadiLLTILLibiRiLzC818CizibCICaIPICLpDYY G TiiSLy
optimizes the allocation of human resources and enhances visitor experience.
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Why Milesight
Stands Out

The core of People Sensing lies in a steadfast commitment to accuracy and security.
OfTGhCarsi-EICERCFTISCHLITACIL»FCiANNGICSIEGGrdly Cpl k CiaiCaACHZ{TGiTSICETCLS 1z Y
product line and multi-dimensional industry solutions.

Milesight People Sensing SeriesiCRTLk(dCs' sAfizCLizieL TGSt OCHL&mTrLeCiLE
RALATpTSTGeTTjiidCTCh ALl &iC818TipGasy il L plierziSil: LiTi Crl-Es f 1€ Gliox L QepieAzTy
thermopile, infrared sensing, and Al. Whether in varied lighting conditions, complex
ieBL 0T8Il FGECsTreaipdL LCSNGCsieGHeTChA Ll ebiACiizCis18CaiCSSIRCIEL FicalpCl

Our devices integrate smoothly with other systems, providing businesses with
scalable, future-ready solutions for intelligent decision-making and resource
allocation.

PEOPLE SENSING
»RILupptReLpbi -CLRIC/6LTLTiL&t
LA 1CaATCCI-CLRIC CLSILe
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OLHAZAC RRifpeTd:-L

Employed Sensors

2 5 y O O O + Help all walks of life to improve management and bring

yCLCFT8)

Retail Stores

1 y 5 O O + Help retailers to increase their sales revenue by more

TGelLisg~1

Buildings

3 O O + Help to optimize management, resource allocation, and
fCAIpCipL8Tybay ~1

olikCrL-0i8/8tippCsstiipasCaZ L iAZiACRGCETTL T Cijey jiTBiel ACBPCiCLPCILE
nijiCsieG-CLRIC CLSIL& CRCSIQFL kipLFRL:FaTCil-OipC8iel ARTYiibEapiiTiCaTLy
healthcare and retail spaces, over 25,000 sensors help industries improve

kel 28CCLTRLAYHLEYCLCFTauL2CiiatdeeSCLSLFSICLIRICTa)iCISILprCasCisaiCs!
fCzCLOCY B LFCTGeLI3g ~ vl Al 2CieeeiSCLSLFSICCIRIL RijkidCikel @& C CLTY

FCSL- T CragijLpaeTil: L L ASiE LiFpae TipFCAGPCIL RCTaT(L: Lajip L 8T8y biay ~ 1

With a strong commitment to privacy protection, the Milesight People Sensing Series
helps businesses capture high-precision occupancy and human behavior data,

enabling organizations of all sizes to optimize space, enhance security, and improve
L RCFTiL- Laj)CoipiCLpbY

OCtinz1Cr” CL8J &iNaGCh
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