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Chapter 1. Introduction

1.1 Copyright Statement

This manual may not be reproduced in any form or by any means to create any derivative
such as translation, transformation, or adaptation without the prior written permission of
Milesight IoT Co., Ltd (Hereinafter referred to as Milesight).

Milesight yeserves the right to change this manual and the specifications without prior
notice. The latest specifications and user documentation for all Milesight products are
available on our official website https://www.milesight.com/security/.

1.2 Safety Instruction

These instructions are intended to ensure that user can use the product correctly to
avoid danger or property loss. The precaution measures are divided into “Warnings” and
“Cautions”

Warnings: Serious injury or death may be caused if any of these warnings is neglected.

* This installation must be conducted by a qualified service person and should strictly
comply with the electrical safety regulations of the local region.

* To avoid risk of fire and electric shock, do keep the product away from rain and
moisture before installed.

» Do not touch components such as heat sinks, power regulators, and processors, which
may be hot.

» Use a correct power supply of DC/AC 12V or PoE.

 Please make sure the plug is firmly inserted into the power socket.

» When the product is installed on a wall or ceiling, the device should be firmly fixed.

« If the product does not work properly, please contact your dealer. Never attempt to
disassemble the camera by yourself.

Cautions: Injury or equipment damage may be caused if any of these cautions are
neglected.

« Do not store or install the device in extremely hot or cold temperatures, dusty or damp
locations, and do not expose it to high electromagnetic radiation.

» Only use components and parts recommended by manufacturer.

» Do not drop the camera or subject it to physical shock.

» To prevent heat accumulation, do not block air circulation around the camera.


https://www.milesight.com/security/
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 Laser beams may damage image sensors. The surface of image sensors should not be
exposed to where a laser beam equipment is used.

» Use a blower to remove dust from the lens cover.

 Use a soft, dry cloth to clean the surface of the camera. Stubborn stains can be
removed using a soft cloth dampened with a small quantity of detergent solution, then
wipe dry.

* Do not use volatile solvents such as alcohol, benzene or thinners as they may damage

the surface finishes.
» Save the package to ensure availability of shipping containers for future transportation.

1.3 EU Conformity Statement
2012/19/EU (WEEE directive): Products marked with this symbol cannot be disposed of as
unsorted municipal waste in the European Union. For proper recycling, return this product

to your local supplier upon the purchase of equivalent new equipment, or dispose of it at
designated collection points. For more information see:www.recyclethis.info.

1.4 Revision History

Table 1.

Version Revision Content Release Date

V1.0 First release April 2026




Chapter 2. Product Description

2.1 Product Overview

Milesight provides a consistent range of cost-effective and reliable network cameras to fully
meet your requirements. Based on embedded Linux operating system, Milesight network
cameras could be easily accessed and managed either locally or remotely with great
reliability. They support state-of-the-art H.265/ H.264/ MJPEG video compression algorithm
and industry-leading HD dual-stream technology to achieve the highest level of video image
quality under the limited network resources. It is fully functional, supporting for flexible and
comprehensive alarm linkage mechanism, day and night auto switch and privacy masking,
etc.

In practical applications, Milesight network cameras could either work independently in the
LAN, or be networked to form a powerful safety monitoring system. It is widely used in fields
such as finance, education, industrial production, civil defense, health care for security’s
sake.

2.2 System Requirements

Ensure that your computer meets the system requirements to access and operate the
product properly.

Operating System: Windows XP/Windows 7/8/10/11/Server 2000/Windows Server 2008
CPU: 1.66GHz or higher

RAM: 1G or higher

Graphic memory: 128MB or more

Internet protocol: TCP/IP (IPv4/IPv6)

Web Browsers: Support Micro Edge/ Google Chrome/ Safari/ Mozilla Firefox Browser



Chapter 3. Configuration Flow

The configuration flow of cameras is shown in the following figure.

|=) Note:

A login password must be set to activate the device on first use. For details, see 4.1 Setting
a Camera over the LAN (page 9) and 4.2 Dynamic IP Connection (page 10).

The configuration must be based on the actual situation of different models.

Metwork
Connection

- E Configure !
E_L..nn_gl_ne En:q-_sll_ N Video/Image/Audio Configure Network
Parameters Paramaters Parameters
Configure ,_ﬂ‘\dvanced — Configure
Functions Events
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More configuration details are shown in the following table.

Table 2. Description of flow

Configuration Description

Reference

Connect the network camera. You
Network Connection can set the camera over the LAN or
dynamic IP connection.

4.1 Setting a Camera over the LAN
(page 9)

Accessing from IP address, web
Accessing the Network Camera browser and Milesight back-end
software are available.

5.1 Assigning an IP Address (page
)

After logging in to the web page of
the camera, you can adjust the video/
image/audio/network parameters as
needed.

Configure Basic Parameters

8.1 Media (page 33)

8.2 Network (page 56)

Configure the advanced functions,

Configure Advanced Functions such as VCA and people counting.

8.4 Event (page 88)



unique_10
unique_10
unique_10

Chapter 4. Network Connection

4.1 Setting a Camera over the LAN

This section describes how to set your camera over the LAN. The camera must be assigned
an IP address that is compatible with its LAN.

4.1.1 Connecting a Camera to the PC Directly

In this method, you can view the web page of the camera only through the computer
connected to your cameras. The camera must be assigned a compatible IP address to the
computer. Details are shown as the following figure.

IP Camera Computer

4.1.2 Connecting via Switch or a Router

See the following figure to check how to set network camera over the LAN via the switch or
router.

------------------------- Network cable St ey Network cable i
Tt ‘-
Switch Router Computer

IP Camera
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4.2 Dynamic IP Connection

Stepl: Connect the network camera to a router.
Step2: On the camera, assign a LAN IP address, the Subnet mask and the Gateway.

Step3: On the router, set port forwarding. E.g. 80, 8000 and 554 ports. The steps for port
forwarding vary depending on different routers. Please look up the router's user manual for
assistance with port forwarding.

Step4: Apply a domain name from a domain name provider.
Step5: Configure the DDNS settings in the setting interface of the router.
Step6: Visit the camera via the domain name.

- Domain Name

Port Map Resolution Server

’ /e
fffff e - G - D - (inere).— CumED -

Router with
Dynamic IP

Computer

IP Camera



Chapter 5. Accessing the Network Camera

5.1 Assigning an IP Address

The network camera must be assigned an IP address to be accessible on the network.
By default, the camera has DHCP enabled and will attempt to obtain an IP address
automatically.

If DHCP communication fails within 30 seconds, the camera will fall back to its default static
IP address: 192.168.5.190.

You can change the camera's IP address using Milesight Smart Tools or directly via a
web browser.

Note: Please ensure the camera is connected to the same LAN as your computer.

=l

5.1.1 Assigning an IP Address via Smart Tools

Smart Tools is a software tool which can automatically detect multiple online Milesight
network cameras in the LAN, set IP addresses, and manage firmware upgrades. It's
recommended to use when assigning IP addresses for multiple cameras.

You can refer to the following steps to assign an IP address via Smart Tools

Stepl: Install Smart Tools from the official website.

Step2: Start Smart Tools, choose the IPC Tools page, and enter the device information,
such as IP address, MAC address, Status, Port number, Netmask, and Gateway. All related
Milesight network cameras in the same network will be displayed. Details are shown as the
figure below.


https://www.milesight.com/security/product/smart-tools
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IPC Tools

evice Name

Run-up Time

& — 0o x

W Cadmin
8 IS »
Q RIS O

Network Camera
Network Camera
Network Camera
Network Camera
Network Camera
Network Camera
Network Camera
Network Camera

Network Camera

a
-
-
-
-
-
r
r
r
r
r

Network Camera

ing Infarmation

1C:C3:16:27:68:94

1C:C3:16:2A:07:33

1C:C3:16:20:10:43

1C:C3:16:2A:98:26

1C:C3:16:24:09:02

1CC3:16:24:60:AA

1C:C3:16:2A:06:91

1C:C3:16:2A:06:69

1C:C2:16:24:60:F7

1C:C3:16:28:5RD2

192.168.20.199

192.168.69.60

192.168.69.61

192.168.69.67

192.168.69.96

192.168.69.97

192,168.69.9

255.255.255.0

255.255.255.0

255.255.240.0

255.255.255.0

255.255.240.0

255.255.235.0

255.255.255.0

192.168.20.1

192.168.69.1

192.168.69.1

192.168.69.1

192.168.69.1

192.168.69.1

192.168.69.1

192.168.69.116

102.168.69.12

255.255.235.0

255.255.255.0

MS-C5373-PB

MS-C2967-X23R...

MS-C2963-LPB

MS-C8266-X4G...

MS-C2964-FPB

MS-C5375-EPB

MS-C5367-X23PC

192.168.69.1 VMI-ZMPX23IR-...

102.168.60.1

192.168.69.128

\4(192.168.69 .204 port: (END

255.255.255.0

Netrn,

192.168.69.1

255.255.255.0

MES-C2975-PB

MS-C8166-FILPC

2022-03-11 20:...

2022-03-15 14:...

2022-03-03 13:...

2022-03-15 11:...

2022-01-08 17:...

2022-03-14 1

2022-03-15 09....

2022-03-11 21....

2022-03-10 20....

2022-03-11 1

el Tl 192.168.69 .1

&) Actv=te

417079

45.7.0.80-LP...

437.079-LP...

45.8.0.1-Alo...

40.7.0.79-r7

417.0.76-r3

43.7.0.79-r30

457179

40.7.0.79-r7

Q00000 OOOY

45.7.0.79-LP...

Step3: Select one or more cameras according to the MAC addresses.

Select a single camera:

IPC Tools

Network Camera
Network Camera
Network Camera
Network Camera
Network Camera

Network Camera

1C:C3:16:28:5FD2

1C:C3:16:28:C4:C9

1C:C3:16:22:08:53

1C:C3:16:27:60:43

1C:C3:16:24:F0:3C

1C:C3:16:90:81:5E

Network Camera

1C:C3:16:2B:51:CC

Preview:

192.168.69.128

192.168.69.134

192.168.69.135

192.168.69.137

192.168.69.139

192.168.59.203

192.168.69.204

255.255.255.0

255.255.255.0

255.255.255.0

255.255.240.0

255.255.255.0

255.255.255.0

255.255.255.0

192.168.69.1

192.168.69.1

192.168.69.1

192.168.69.1

192.168.69.1

192.168.69.1

192.168.69.1

MS-C8166-FILPC
MS-C2967-X23R...
MS-C2961-QELPE
L52914-7YNX36
MS-C5351-HEPB
MS-C9674-PB

MS-C2866-X4RPC

Run-up Time

2022-03-11 10:...

2022-03-14 14:...

2022-03-11 19....

2022-02-11 09:...

2022-02-22 09....

2022-02-24 13:...

2022-03-15 10:...

& — 0O x

Cadmn
5 TS -
Q CEITTTE O

45.7.0.79-LP...

45.8.0.1-a2

43.7.079-LP...

417.4478-a..

437.079-r3-12

437.079-r12

45.80.1-a2

Network Camera

Network Camera

e B ] N BN i B e B B B |

Network Camera

:

Select multiple cameras:

1C:C3:16:29:F5:8D

1C:C3:16:29:B6:51

1CC3:16:11:58:AD

192.168.69.205

192.168.69.208

192.168.69.211

2 192.168.69 .204 ror: EHD

255.255.255.0

255.255.255.0

255.255.255.0

Netmask:

192.168.69.1
192.168.69.1

192.168.69.1

255.255.255.0

MS-C5365-PB

MS-C5361-HEPB

NCI674-PA

2022-03-07 14:...

2022-03-06 10:.

2022-03-15 14...

leel Tzl 192.168.69 .1

@) Actvate

437.0.80-b
43.7.079-r12

328.11-a2

000@POOODOO

ons: CIEEEE

L. ExportDevice List 3 Modify
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¥ — 0o x

; : W Cadmin
Network Setting eview! 0 R -
qQ o

MAC |
Network Camera 1C:C3:16:21:01:C4  192.168.5.191 255.255.255.0 19216851 MS-C2962-... 2022-02-08 15:... 40.7.0.79-r7
Network Camera i 1C:C3:16:27:68:94  192.168.20.199 255.255.255.0  192.168.20.1 MS-C5373-.. 2022-03-1120...  417.079
Network Camera 1C:C3:16:24:07:33  192.168.69.60 255.255.255.0  192.168.69.1 MS-C2967-... 2022-03-15 14r... 45.7.0.80-LP...
Network Camera i 1C:C3:16:20:10:43  192.168.69.61 255.255.240.0  192.168.69.1 MS-C2963-.. 2022-03-03 13:.. 437.0.79-LP...

Network Camera 1C:C3:16:2A.98:26  192.168.69.67 255.255.255.0  192.168.69.1 MS-CB266-... 2022-03-15 11:... 45.8.0.1-Alo...

o

Network Camera g 1C:C3:16:24:09:.02 192.168.69.96 255.255.240.0  192.168.69.1 MS-C2964-.. 2022-01-09 17... 40.7.0.79-r7

Network Camera 1CC3:16:24:60:AA 192.168.69.97 255.255.255.0  192.168.69.1 MS-C5375-... 2022-03-14 1&.. 417.0.76-r3

Network Camera 1C:C3:16:2A:06:91 192.168.69.98 255.255.255.0 192.168.69.1 MS-C5367-.. 2022-03-15 0%... 45.7.0.79-r30
Network Camera 1C:C2:16:2A:06:60  192.168.69.116 255.255.255.0  192.168.69.1 VMI-2MPX... 2022-03-11 21.... 457179

Network Camera 1C:C3:16:24:60:F7 192.168.69.125 255.255.255.0  192.168.69.1 MS-C2975-.. 2022-03-10 20:... 40.7.0.79-r7

Q000000000

Same 1P 5=, 192 168.60 .96 port: (ECIID (EEEa255.255.240.0 el 192.168.69 1 wlfs 8 8 8

(®) Actv=t= X Export De ¥ Modify

Operating Infarmation

Step4: If the selected cameras show Inactive in the status bar, click Activate to set the
password when using them for the first time. You can also set the security questions when
activating the camera in case that you forget the password (You can reset the password by
answering three security questions correctly). Click Save and it will show that the activation
was successful.

|=) Note:

* The length of password must be 8 to 32 characters, including at least one number and
one letter.

» Upgrade the Smart Tools version to V2.4.0.1 or above to activate the camera.
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- T — 0o x
3 (admin ]
OPC Tools . & GEXEEED »

Setting Upgrade
. q )

e ame A P A Port Nef Model Run-up Time
2018-12-19
S-C2984-FPB Trman

2018-12-21  41.7.0.65-pwd-
MS-C3762-FIPB 17:4315 a6

2018-12-24
IPC Taols MS-C4472-FIPB 150081 41.7.0.68-a6

2018-12-24
MS-C2975-PB 17:02:43 40.7.0.68

20181218 41.7.0.65-pwd-
16:10:37 a6
2018-12-21

16:44:30
User Name: 1S-C2963-PB 23;53;23;5 407067121
Password: G 2018-12-20

. MS-C2972-FPB 132714

1S-C5362-EPB

MS-C2862-FPB 41.7.0.68-36

40.7.067-r10

— f
— Confirm: { 20181218 4170679

MS-C5372-FIPB
@ Set the Security Question 221858 dome-ab

2018-06-15
MS-C3772-FIPB 17:10:58 41.7.0.65-14

20181220 41.7.0.65-pwd-
16:15:03 af

Security Question 1: | What's your father's name?

MS-C4482-PB

NVR Tools Security Answer 1 [

Security Question 2: | What's your father's name?
Security Answer 2 | p e 192.1685 .1 DS

Security Question 3 \Wl-al’syourhlher's name? (#) Activate X ExporiDeviceList & Modify
b5

Security Answer 3

Calculators

Stepb5: After activation, you can change the IP address or other network values, and then
click Modify button.

H — o x

7 7 - .

IPC Tools B 8 3
etwork Setting = z

Q (5}

Model Run-up Time ‘ n
2019-08-24
17:36:18
2019-09-22
Network Camera 1C:C3:18:20:00:EF 192168.7.100 2552552400 19216871 MS-C2862-FPB 140652 417.072-35
2019-08-02
032214
" 18- 2019-08-30
Network Camera 1C.C3:16:24:09. . 1921687114 2552552400 19216871 MS-C2964-FPB 08:565:39 407072
2019-09-26
082826
2019-08-27

IPCAM 1C:C31621FAGT 1921687132 2552552550 19216851 WMS-C3772-FIPB 41-26:49 41707115
Network Camera  Active 1C.C3:16:24:66:A1 192.168.7.161 255.255.240.0 19216851 MS-C2962-FPB 2?];9:;%‘?6 407.071-r8
2019-08-17 437.072-fsh-
1120143 autotrack-a2
1522 2019-07-31
Network Camera  Active 1C:G3:16:22:01:0B 192.168.7.202 2552552400 19216872 MS-CO674-PB 235333 42706711
2019-08-25
1419:04
2019-09-26

Network Camera 1C.C3:16:90:81:.5E  192.168.7.92 255.255.240.0 192.168.7.1 NCI674-FB 437172

Network Camera 1C:C3:16:21:00:22  192.168.7.104 255.255.240.0 192.168.7.1 MS-C2962-FIPB

40.7.0.69-r11

Network Camera 1C:C3:16:23:01:39  192.168.7.124 255.255.240.0 192.168.9.2 MS-C2952-FPB 417.071-135

Network Camera  Active 1C:C3:16:22:19:6F 192 168.7.201 2552552400 19216871 MS-CO674-PB

200 9 0 9 afe 0 0 0 L

202FEWE Active  1C:C3:16:21:01:10  192.168.7.212 255.256.240.0 192.168.7.1 MS-C2972-FPB 40.7.071-r15

izl etwork Camera =l 192.168.7 114 Nl 80 Vel 255 255 240.0
@) Jactivate X Brport ¥ Wodify

Operating Information

2019-09-3009:10:53 [1C:C3:16:24:09:02] Modify 1P:192.168.7.113->192.168.7.114 successfully.

V2.4.0.1r16

Step6: Double click the selected camera or click the browser button in the column of
Webpage of the interested camera to access the camera via web browser directly. The
Internet Explorer window will be displayed as shown in the following figure.
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Language| English

Milesight

— Network Camera —

For more usage details about Smart Tools, refer to the Smart Tools User Manual.

5.1.2 Assign an IP Address via Browser

If the network segment of the computer and that of the camera are different, follow the steps
to change the IP address:

Stepl: Change the IP address of computer to 192.168.5.0 segment, there are two ways as
below:

a. Choose Start > Control Panel > Network and Internet Connection > Network
Connection > Local Area Connection, and double click it.
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Internet Protacol Version 4 (TCP/IPv4) Properties D i
e

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(") Obtain an IP address automatically
i@ Use the following IF address:

P address: 192 168 . 1 . 10
rubnet mask: 255 ,255 255 . 0
Default gateway: 192 .18 . 1 . 1

CObtain DMS server address automatically

(@) Use the following DNS server addresses:

Preferred DMS server: 192 168 . 1 . 1

Alternate DNS server;

[ validate settings upon exit

[ Ok, ][ Cancel ]

b. Click Advanced and choose IP settings > IP address > Add. In the pop-up window,
enter an IP address that in the same segment with Milesight network camera ( e.g.

192.168.5.61, but please note that this IP address shall not conflict with the IP address on
the existing network).
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IP Settings |DNS | WINS
IP addresses
IF address Subnet mask
192.163.1.10 255.255.255.0
Add... Edit... ] [ Remaove
Default gateways:
Gateway Metric
192.168.1.1 Automatic
Add... ] [ Edit. .. ] [ Remaove
Automatic metric
Inkerface metric;

ok || concel |

Tcpﬂpnddmss- P [l
IP address: 192 .168 . 5 .61
Subnet mask: 255 .,255 ,255 ., 0

[_add || cancel

Step2: Open the browser. In the address bar, enter the default IP address of the camera:
http://192.168.5.190.

Step3: Set the password first when using it for the first time. You can also set three security
guestions for your device after activation. Then you can log in to the camera with the user-
name (admin) and a custom password.

|5/ Note:


http://192.168.5.190/
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* The length of password must be 8 to 32 characters, including at least one number and
one letter.

* You can click the Forget Password in login page to reset the password by answering
three security questions set before when you forget the password.

Step4: After login, choose Settings > Network > Basic > TCP/IP. The Network Settings
page appears (shown as below figure).

Milesight -Network Camera @ Engish~ & admin ~

& Media > TCPAP HTTP RTSP UPnP DDNS Email FTP

@ Network ~

Advanced

| 1Pva

Type 0 Sstatic DHCP
IP Address 192 168 . 69 . 66 est
8 Storage B T‘

Event N IPv4 Subnet Mask 255 .255 .25 . 0
ven

_ IPv4 Default Gateway 192 . 168 . 69 . 1
& System >

Preferred DNS Server 8 8 .8 .8
| 1pve

1Pv6 Mode Manual

1Pv6 Address.

1Pv6 Prefix

I1Pv6 Default Gateway

| mTU

MTU 1500 1200-1500 Bytes

Step5: Change the IP address or other network values. Click Save to save the
configurations.

Step6: The change of default IP address is completed.



Network Camera User Manual | 5 - Accessing the Network Camera | 19

5.2 Accessing from the Web Browser

The camera can be used with the most standard operating systems and browsers. The
camera is upgraded to support Plugin-Free Mode. In Plugin-Free Mode, you can preview
the video on the browser without a plugin. Currently Plugin-Free Mode is supported in
Firefox & Google Chrome & Safari & Edge browser for Windows system, MAC system, iOS
system, and Android system. Both H.265&H.264 video codec are supported in Plugin-Free
Mode for camera, and it will play the secondary stream by default.

|5/ Note:

» For more details about setting plugin-free mode of Milesight camera, see https://
milesight.freshdesk.com/a/solutions/articles/69000643388.

5.3 Access from Milesight Device Portal

Milesight Device Portal is a centralized platform that allows operations and maintenance
teams to easily connect, manage, and operate large numbers of devices. It supports remote
operation over the internet, empowering users to efficiently manage the entire device
lifecycle.

To begin, please log in to Milesight Device Portal and add your camera via the Device
module.

For detailed instructions, refer to the Milesight Device Portal User Manual.

Add Device

* SN/DevEUI

405602426F202908 o

Product

Al TrueColor Dome Network Camera M

* Name Description

MS-CQ8272-HPG1 [}

@ Inactive devices: Set an admin usemame and password for device activation
and platform connection authentication.
Activated devices: device credentials tc platform
access

* Admin Account

admin

Project

Enable the RPS after Added. ©



https://milesight.freshdesk.com/a/solutions/articles/69000643388
https://milesight.freshdesk.com/a/solutions/articles/69000643388
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5.4 Accessing from Milesight Back-End Software

5.4.1 Accessing from Milesight NVR (Network Video Recorder)

Milesight NVR Series can work with Milesight network cameras. Based on embedded Linux
operation system, Milesight NVR Series manages and stores HD video data. It owns multi-
disk management systems, front end HD device management system, HD video analysis
system and high-capacity system for video. Also, it adopts the technology of high flow
capacity data network transmitting&transmission, with multi-channel video decoding, to
achieve functions like intelligent management, safe storage, HD decoding, etc.

For detailed information about how to use the Milesight NVR Series, refer to Milesight
NVR User Manual.

Milesight

5.4.2 Accessing from Milesight CMS (Center Management
System)

Milesight Central Management System (CMS) is a central management system for Milesight
network cameras and Milesight NVR. It is an intelligent surveillance solution for users

to control up to 256 devices, to remote preview and playback more conveniently. With
high-efficient management performance, Milesight CMS software offers you a superior
administration experience in such centralized system. Featured with friendly Ul design, the
intelligent video management system CMS allows users of all levels to setup and deploy
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solutions as easy as ABC. Moreover, E-map function provides users a smarter way to show
the devices spatial distribution. The software could be downloaded from the official website.

Please install Milesight CMS; then launch the program to add the camera to the channel
list. For detailed information about how to use the software, refer to Milesight CMS User
Manual.

@ e view [

admin & ER% Esx ¥ _ 00X
P X PR K K2 K P [ =] E - -] e e

3
T Camera192.168.69.67

Camera192.162.69.60

5.4.3 Accessing from Milesight VMS Enterprise (Video
Management System)

Milesight VMS Enterprise is a professional and intelligent video management software

for businesses. Together with our cameras, it can simplify and freshen up your video
surveillance. With advanced C/S architecture, it fulfills your demands and expectations, with
rich core functions including live view, record, E-Map, event alarm and smart analysis etc.
The software could be downloaded from the official website.

Install Milesight VMS Enterprise; then launch the program to add the camera to the channel
list. For detailed information about how to use the software, refer to Milesight VMS
Enterprise User Manual.


https://www.milesight.com/security/
https://www.milesight.com/security/
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Milesight Live view




Chapter 6. Live View

6.1 Live Video

After logging in the network camera web GUI successfully, you can view live video as
follows.

Milesight -Network Camera £ Download Plugin @ Englishv & admin v

Al

)

Primary Stream ~ ~  Hide Detection Region v HTTP v  LeastDelay ~

Current Scene: General
» ———o
© —o
O —o
® —o

B A K@ a0 @ B

Table 3. Description of the buttons

No. Parameter Description
1 E Click to access the live view page.
Live Video
2 @ Click to access the playback page.
Playback
3 @3 Click to access the configuration page.
Settings
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No. Parameter Description
4 @ English Click to select system language.
5 Display the username and click to logout.
6 Primary Stream - Choose t'he stre_am (Primary/Secondary/Tertiary) to show on the
current video window.
Choose the options (Hide Detection Region/Intrusion Detection/
Region Entrance/Region Exiting/Advanced Motion/Line
Crossing/Loitering/Object Left/Object Removed//Object
Counting/Regional People Counting/Motion Detection) to hide/
display detection region on the current video window.
7 Hide Detection Region
10 @ When recording, the icon appears.
Recording
L)
11 Click to disable/enable the audio.
Mute
i
12 When an alarm of object counting is triggered, the icon appears.
Object Counting Alarm
£
13 When an alarm of Motion Detection is triggered, the icon appears.
Motion Detection Alarm
14 Except for the kinds of alarms above, when other alarms are
Al triggered, the icon appears.
arm
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No. Parameter Description
15 Stop/Play live view.
Stop/Play
o] . . )
16 Click to capture the current image and save to the configured path.
The default path is: C:VMS\+-1\ IMAGE-MANUAL.
Snapshot
] / L Click to start recording a video and save to the configured path. The
17 default path is C:VMS\+-1\MS_Record. Click again to stop recording
Start/Stop Recording the video.
@ : " . .
18 When enabled, you can zoom in a specific area of video image with
o your mouse wheel.
Digital Zoom
;'
19 Manually trigger Camera Alarm Output.
Manual Output
11 AuTtO
20 Click to display images at a window size.
Window Size
£
21 Click to display images at full-screen.
Full Screen
L™y
22 Click to enable the Face Capture Mode.
Face Capture
W
If the camera supports audio in function, you can enable the Start
23 : .
Talking function here.
Start Talking
-ﬁ
24 Click to enable the red and blue flashing light, which serves as a

Warning Light

visual deterrent to intruders in the detection area.
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No. Parameter Description
By clicking = to enable the Pixel Counter function, you can either
input the pixel value or draw on the live view to measure the object's
size.
25 W 0 H 0 | —
—
q - _ . . . _
26 Click to access installation. And the Al algorithm will change
according to the installation (Wall algorithm/Ceiling algorithm).
Wall/Ceiling
27 2?33 ‘fv}‘ Zoom: Click -/+ to zoom in and zoom out.
Focus-/Focus+: Adjust focus of the lens.
28 D—I [:I_] Note: Only work when your camera is equipped with motorized
or auto focal motorized lens.
Lens Initialization, Auxiliary Focus, Auto Iris, and PTZ Lock/Unlock.
|/ Note:
29 G O @ & * The Auto Iris support turn on/off when your camera is equipped
with P-Iris.
» PTZ Lock is used to prevent unintended zoom or focus changes
by locking the camera's zoom and focus.
Brightness: Adjust the Brightness of the scene.
IS SEe 2= Contrast: Adjust the color and light contrast.
¥ ————
© Saturation: Adjust the Saturation of the image. Higher Saturation
30 - makes colors appear more "pure” while lower one appears more
Qo —o “wash-out”.
@ —o Sharpness: Adjust the Sharpness of image. Higher Sharpness
m sharps the pixel boundary and makes the image looks “more clear”.
For more parameters, see Table 3 in 8.1.2.1 General (page 36).
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6.2 Face Capture Mode

Milesight face capture function captures the snapshots of human faces in the monitoring
scene, which greatly enhances the monitoring efficiency and benefits the large population
related industries such as public security, access control and business management.

Milesight -Network Camera £ Download Plugin @ Engiish ~ & admin ~

« HTTPw  LeastDelayy

195835

O ato & @

Stepl: Click * to enable the Face Capture Mode, and the camera will capture faces in

live view according to the region and conditions you set.

|=) Note: Before enabling the face capture mode, ensure that the face capture function has
been enabled and configured. For more details about how to configure the face detection,
please refer to 8.4.5 Face Capture (page 149).

Step2: When a face is captured, it will be displayed on the left side of the Live View
interface.
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Milesight -Network Camera

2
Prmary Stream  «  Face Capture

£ Download Plugin @ English v & admin ~

« HTTP~  LeastDelay

A} =

Current Scene: General

0 amo o @



Chapter 7. Playback

Click E to enter playback interface. In this part, you can search and playback the
recorded video files stored in SD cards or NAS. The Playback interface is as below:

Milesight -Network Camera £ Download Plugin @ Englishv & admin v

3]

« > B » 1X ¢ A K Q@ 8

Qsearch M General M Basic Event MIVCAEvent M Object Counting M Face Capture 00:00:00 - + [=

=

Stepl: Click the Search button, choose the data and record type when the window pops
up.

|5) Note: A red icon will appear under the corresponding date when there is a recording for
that day users can quickly identify which dates have recordings.



Network Camera User Manual | 7 - Playback | 30

Milesight -Network Camera £ Download Plugin @ English~ & admin »

o
Y,

G

=]

2025 April

Record Type

“« Il B » 1X “w B B Q O

0

Step2: The timeline displays the video files for the day and show different colors according
to selected record type. Drag the progress bar with the mouse to locate the exact playback
point as needed.

=/ Note: You can also input the time and click ** to locate the playback point in the

00:00:00 +

filed. You can also click

to zoom out/in the progress bar.

Milesight -Network Camera &> Download Plugin @) English v & admin v

v o Q@ O

-

Face Capture
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Step3: Click ™ to play the video files found on this date. The toolbar on the button of
playback interface can be used to control playing progress.

Milesight -Network Camera $> Download Plugin @ Engiish « & admin v

2025 April

.
; % ]
« 11l B » 1X A e @ B
M General M Basic Event M VGAEvent Face Capture 00:00.00 -, +
(1
Table 4. Description of the buttons
No. Parameter Description
I : Choose date to search recorded videos.
Search the recorded videos by record type ( All/General/
1 [:l o e b Basic Event/VCA Event/Object Counting/Face Capture).
The timeline will show different colors according to selected
Recerd Tyoe record type as below:
s
; o . Q Search General M Basic Event B VCA Event Object Counting Face Capture
=1 EE
Adjust the speed of video playback.
) « / »/ 1X Speed Down: Includes 0.5X and 0.25X for Play.
Speed Down/Speed Up/Speed Speed Up: Includes 2X and 4X for Play.
Speed: The default playback speed is 1X.
L
3 Play/Pause the video.
Play/Pause
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No. Parameter Description
|
4 Stop the video.
Stop
00:00:00
Select the time point that you want to locate.
Search Time
=
6 Click it to jump to the time point corresponding to the search
Jump
Table 5. Description of the buttons
No. Parameter Description
|
1 Click to disable/enable the audio.
Mute
o]
Click to take a snapshot.
Snapshot
N / 1
Click to start/stop recording.
Start/Stop recording
O]
Click to zoom on/off.
Digital Zoom
Full Screen.
Full Screen
+ -—
Time narrow/expand.

Time Expand/Narrow




Chapter 8. Settings

8.1 Media

8.1.1 Video

Stream parameters can be set in this module, adapting to different network environments

and demands.

Primary Stream Settings

Milesight -Network Camera

&, Media ~ Primary Stream
Image Record Stream Type
@ Audio
Enable
@ Network >
Video Code
C‘? S Storage
Frame Size
Event >
Maximum Frame Rate
@ System > Bit Rate
Smart Stream
Bit Rate Control
Profile
I-rame Interval

condary Stream Tertiary Stream

H.264

38402160

10240 10240 Kbps

40 frame (1-120)

5 Download Plug-in

@ Engiish v
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Secondary Stream Settings

Milesight -Network Camera £ Download Plugin @ English v admin v
&, Media ~ Primary Stream jary Stream Tertiary Stream
Image Enable
Audio
Video Codec H.264
@ Network >
Frame Size 6407480
8 Storage
Maximum Frame Rate 20 fos
Event >
Bit Rate 512 Kbps
>
8 System Smart Stream of
Bit Rate Control car
Profile Main
Irame Interval 40 frame (1-120)

1.129/#/settings/media/videolthird

Tertiary Stream Settings

Milesight -Network Camera £ Download Plugin @ English v admin v
&, Media ~ Primary Stream Secondary Stream Tert
Image Enable
Audio
® Video Codec
@ Network >
Frame Size
© S Storage
Maximum Frame Rate 1ps
Event >
Bit Rate Kbps
® System >

Smart Stream
Bit Rate Control
Profile

Iframe Interval frame (1-120)

Table 6. Description of the buttons
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Parameters

Function Introduction

Record Stream Type

General & Event are available only for Primary Stream. General refers to
continuous record video, while Event includes events that can trigger alarms, such
as Motion and Exception.

This item can separately set different bit rate and frame rate for different Recording
Stream Types. If you choose Event, video will be recorded according to the
configuration of video stream type when an event happens, thereby greatly reducing
the recording storage space.

Enable Event Stream

This item is optional only if you selected the Event.

Video Codec

Video Codec compresses and decompresses video, reducing file size and
bandwidth usage while maintaining image quality.

H.264, H.265, and MJPEG are available.
When H.264 is selected, the default value of Profile is High.

|5 Note: For more details about Milesight-H.264 VS H.265+, you can click the
link:

https://www.youtube.com/watch?v=Wkom8HQQ0jl

Frame Size

Primary Stream of Channel 1: Supports 8MP (3840x2160), 5SMP (2960x1664),
4MP (2688%1520), 3MP (2304%1296), 2MP (1920%1080), 1.3M (1280x%720).

Secondary Stream Supports 704x576, 640x480, 640x360.

Tertiary Stream of Channel 1: Supports 1920x1080, 1280x720, 704x576, 640x480,
640x360.

|5 Note: The options of Frame Size are variable according to the model.

Maximum Frame Rate

Maximum refresh frame rate of per second and it is variable according to the mode.

Bit Rate

Transmitting bits of data per second, this item is optional only if you select the H.265/
H.264

Set the bitrate to 16~16384 Kbps. The higher value corresponds to the higher video
quality, and the higher bandwidth is required as well.

Smart Stream

Optional to turn On/Off Smart Stream mode. Smart Stream mode remarkably
reduces the bandwidth and the data storage requirements for network cameras while
ensuring the high quality of images, and it is a 10-level adjustable codec.

If Smart Stream is enabled, Video Codec will also be enabled. The specific codec
used depends on the Video Codec selection.

Level: Level 1~10 are available as needed.



https://www.youtube.com/watch?v=Wkom8HQ00jI
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Parameters Function Introduction

Bit Rate Control CBR: Constant Bitrate. The rate of CBR output is constant.

Bit Rate Control VBR: Variable Bitrate. VBR files vary the amount of output data per time segment.

Image Quality Low/Medium/High are available, this item is optional only if you select VBR.
Profile The option is for H.264, Main/High/Base can be selected as needed. The default

value is High.

|-frame Interval Set the I-frame interval to 1~120, 50 for the default. This item is optional only if you
select the H.265/H.264. The number must be a multiple of the number of frames.

8.1.2 Image

General settings of image including the image adjustment, day/night setting and image
enhancement can be set in this module. OSD (On Screen Display) content, privacy mask,
ROI (Region of Interest), and video time can be displayed to enrich the image information.

8.1.2.1 General

General settings of image including the Image Adjustment, Day/Night Switch, Day/Night
Parameters, Exposure, Backlight, White Balance, Image Enhancement, and Display can be
set in this module.
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Milesight -Network Camera £ Download Plug @ English v admin v
& Media ~ General 0sD Privacy Mask ROI
Video
Scene Settings >
Audio
Day/Night Switch >
@ Network >
Display >
8 Storage
Event >
@ System >
i
Milesight -Network Camera £ Download Plug @ English v admin «

&, Media ~ General osD Privacy Mask ROI

Video

13

‘Scene Seftings

Audio
Scene Switching General
@ Network >
Scene Parameters General Reset
@
8 Storage
Image Adjustment >
Event D Day/Night Parameters >
@& System > Exposure >
Backiight >
White Balance >
Image Enhancement >
Day/Night Switch >
Display >

Table 7. Description of the buttons
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Parameters Function Introduction
Check the check-box to enable this function. It is used for improving
image quality and significantly reducing noise in low-light or nighttime
environments.
Enable Al ISP M G
Enable Al ISP

@ Note: In low-light or nighttime conditions, enabling Al ISP may reduce
frame rate. Shutter/Exposure will be switched to auto mode, and WDR/
HLC will be unavailable.

Al ISP OFF

|=) Note: Only for MS-CQ44xx-xxxPG1 and MS-CQB2xx-xxxPG1.
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Parameters

Function Introduction

Scene Switching

You can switch scenarios here. General, Front Light, Low Light, Back
Light, Customize 1, Customize 2, and Schedule are available.

You can set parameters for each scene displayed in the following figure:

General: Default scene mode optimized for typical surveillance
environments such as brightly daytime, providing balanced image quality
under normal lighting conditions.

Front Light: A mode designed to counteract strong light sources coming
from the front of the camera, preventing overexposure and ensuring clear
visibility of subjects facing the light.

Low Light: A mode designed to optimize image quality in nighttime or low-
light environments, improving brightness and noise control.

Back Light: A mode designed to address backlight environments to
prevent subjects from appearing dark and backgrounds from being
overexposed.

Customize 1/Customize 2: These two modes allow you to save your own
customized image settings for use in special scenarios.

Schedule: The Schedule mode allows you to set a time-based timetable
to automatically switch the camera's scene profiles.
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Parameters Function Introduction

Set the scene switching schedule after selecting "Schedule" in the Scene
Switching settings.

Edit " |
0 & s w1 nomm A
- o General
- __ Front Light
_ LowLight
N __ Back Light
. Customize 1
_ Customize 2
% May.
Jun
General
Jul
Aug General
soo [ o r—
Oct Low Light
Nov. Back Light
DEC Customize 1
Select Al ¢ Customize 2
Save Cancel

This function allows you to configure a customized set of parameters for
each specific scenario. When you select a scenario in Scene Switching,
the scenario will be displayed here.

Scene Switching Low Light

Scene Parameters| Reset
Scene Parameter Image Adjustment .
Brightness 0 —70
Contrast 40—
Saturation 50 —0
Sharpness 40 —_—)

Reset

You can reset the image parameter of the selected scene by clicking
"Reset".

Step 1: Select a scene and set parameters for the chosen scene: General, Front Light,
Low Light, Back Light, Customize 1, Customize 2, and Schedule are available.

Step 2: Adjust the detailed parameters using functions such as Image Adjustment, Day/
Night Parameter, Exposure, Backlight, White Balance, and Image Enhancement.

Step 3: Select Scene Switching to change to the corresponding scene, by selecting "Save"
to apply the adjustments to the current real-time stream.

Scene Settings --> Image Adjustment



Network Camera User Manual | 8 - Settings | 41

Scene Settings ~

Scene Switching Schedule

Scene Parameters

Image Adjustment
Brightness
Contrast

Saturation
Sharpness

Reset

Day/Night Parameters
Exposure

Backlight

White Balance

Image Enhancement

Day/Night Switch

Display

Table 8. Description of the buttons

50

50

50

50

&3

Reset

Parameters Function Introduction
Brightness Adjust the Brightness of the scene.
Contrast Adjust the color and light contrast.
. Adjust the Saturation of the image. Higher Saturation makes colors appear
Saturation " .o " "
more "pure" while lower one appears more “wash-out”.
Adjust the Sharpness of the image. Higher Sharpness sharpens the pixel
Sharpness . “ "
boundary and makes the image look “more clear”.
Reset Reset the image adjustment parameters to their default values.

Scene Settings--> Day/Night Parameters
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Scene Switching Schedule

Scene Parameters
Image Adjustment >
Day/Night Parameters ~

- Day & Night

Target Brightness
Minimum Shutter @ 1/30 1/30
Maximum Shutter 1/100000 1/100000
Limit Gain Level 100 100 (1-100)
Exposure >
Backlight >
White Balance >

Image Enhancement >

Table 9. Description of the buttons

Parameters

Function Introduction

Target Brightness

When the exposure is set to Auto mode, the image brightness will be adjusted to
the predefined value when exposure changes occur.

Minimum Shutter

Minimum Shutter is the same as Maximum Exposure Time. The default option is
1/30.

Maximum Shutter

Maximum Shutter is the same as Minimum Exposure Time. The default option is
1/100000.

Limit Gain Level

Set the maximum gain level to 1~100. The default value is 100.

1. Both Minimum Shutter and Maximum Shutter now support an Auto option. Enabling
Auto activates Frame Rate Reduction technology, which improves static image quality
in low-light environments by reducing the frame rate, extending the exposure time per
frame, increasing brightness, and minimizing noise.

2. When the Shutter is set to Auto, static images will appear brighter with reduced noise,
but moving objects may experience motion blur.

Scene Settings--> Exposure
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Scene Settings ~

Scene Switching Schedule
Scene Parameters Reset
Image Adjustment >
Day/Night Parameters >
Exposure ~
Mode O Auto Manual
Backlight >
White Balance >
Image Enhancement >
Day/Night Switch >
Display >

Table 10. Description of the buttons

Parameters Function Introduction

Auto Mode and Manual Mode are available.

Auto Mode: The camera will adjust the brightness according to the light
environment automatically.

Manual Mode: The camera will adjust the brightness according to the value
you set, you can configure the exposure time from 1~1/100000s and set Gain
Level from 1~100 (default value: 50), the higher the gain value is, the brighter
the image is. If Power Line Frequency is set as 50 Hz, 1, 1/5, 1/10, 1/25, 1/50,
1/100, 1/250, 1/500, 1/750, 1/1000, 1/2000, 1/4000, 1/10000, and 1/100000
are available. If Power Line Frequency is set as 60 Hz, 1, 1/5, 1/15, 1/30, 1/60,
1/120, 1/250, 1/500, 1/750, 1/1000, 1/2000, 1/4000, 1/10000, and 1/100000
are available.

Exposure Mode

Scene Settings--> Backlight

Scene Settings ~

Scene Switching Schedule
Scene Parameters Reset
Image Adjustment >
Day/Night Parameters >
Evpasur >
Backlight >
Backlight Setting off
White Balance off >
Image Enhancement BLC >
WDR
Day/Night Switch >
HLC
Display >

Table 11. Description of the buttons



Network Camera User Manual | 8 - Settings | 44

Parameters Function Introduction

Backlight Setting: Off, BLC, WDR, and HLC are available for detailed
configurations. The default setting is "Off".

Select BLC to customize its region or use the default center one; select WDR
to set its level to High, Low, or Auto; select HLC to adjust its level from O to

100.
| Note:
» To enable WDR, BLC, and HLC, you must set the exposure to Auto
mode.
Backlight Mode Tips %

BLC only takes effect in Auto Exposure Mode.

|=) Note:

 For more details about Milesight WDR on & off Video, you can click to the YouTube:

https://www.youtube.com/watch?v=McoOLOPykOw

« For more details about Milesight Ultra Low-light Video Demo - HLC, you can click to
the YouTube:

https://www.youtube.com/watch?v=ly8uKWhbii40

 For more details about Milesight Super WDR Pro, you can click to the YouTube:

https://www.youtube.com/watch?v=edsPZXBJRnlI

» For more details about Milesight Super WDR Performance, you can click to the
YouTube:

https://www.youtube.com/watch?v=BKEZ6BW-YZE

Scene Settings--> White Balance


https://www.youtube.com/watch?v=McoOL0Pyk0w
https://www.youtube.com/watch?v=ly8uKWbii40
https://www.youtube.com/watch?v=edsPZXBJRnI
https://www.youtube.com/watch?v=BKEZ6BW-YZE
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Scene Settings v

Scene Switching Schedule
Scene Parameters Reset
Image Adjustment >
Day/Night Parameters >
Exposure >
Backlight >
White Balance ~
Mode © General O Manual
White Balance Auto White Balance
Image Enhancement >
Day/Night Switch >
Display >

Table 12. Description of the buttons

Parameters Function Introduction

) To restore white objects, remove color distortion caused by the light of the
White Balance environment.

Mode: General and Manual are available.

Manual > Manual White Balance Settings: Set Red Gain Level and Blue Gain Level
manually.

General Mode: Select a white balance mode as required

« Auto White Balance:This option will automatically enable the White Balance

White Balance function.

 Incandescent Lamp: Select this option when light is similar with incandescent
lamp.

« Warm Light Lamp: Select this option when light is similar with warm light lamp.

» Natural Light: Select this option when there is no other light but natural light.

» Fluorescent Lamp: Select this option when light is similar with Fluorescent Lamp.

Scene Settings--> Image Enhancement
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Scene Settings ~

Scene Switching Schedule

Scene Parameters Customize 2 Reset

Image Adjustment »

Day/Night Parameters ]

Exposure

Backlight

White Balance >

Image Enhancement ~

DNR

Noise Reduction Intensity 50 ——%

IR Balance Mode off

Reduce Motion Blur () Off

Defog Mode Off

General

Day/Night Switch »

Display

Table 13. Description of the buttons

Parameters Function Introduction
Choose the DNR mode, General and Expert Mode are available.
General: Automatically adjust noise reduction using algorithms.
DNR

Expert Mode: You can manually adjust the 3D and 2D DNR settings to reduce
image noise.

Noise Reduction Intensity

Adjust the bar to set the DNR level, a higher level indicates stronger DNR
capabilities, the range of adjustment is from 0 -100, with a default value of 50.

IR Balance Mode

There is an option to avoid IR overexposure.

IR Balance Mode would avoid the problem of overexposure and darkness, and
the IR LED will change according to the actual illumination.

Reduce Motion Blur

Enable this function to reduce the motion blur of objects effectively.
You can adjust the deblur level from 1 to 100.

Note: When Reduce Motion Blur and Shutter Auto mode are enabled at
the same time, only Reduce Motion Blur will take effect.

Defog Mode

Better image effect in foggy weather. Anti-fog Intensity can be adjusted from 0
to 100, with a default value of 50.
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Day/Night Switch

Scene Settings »
| DayiNight Switch

Mode Night Day @ Auto Customize

Day to Night Sensitivity 5 —C) Reset

Night to Day Sensitivity 5 —_—0 Reset

Supplement Light Smart Switch

Max White Light Brightness 100 O| Reset

White Light Latency 60s
Display »

Save

Table 14. Description of the buttons

Parameters Function Introduction

Night: Shown in live view based on Night Mode settings.
Day: Shown in live view based on Day Mode settings.

Auto: Shown in live view based on environment, set the sensitivity for switching Day
Mode to Night Mode, or Night Mode to Day Mode.

Schedule: Shown in the live view based on your schedule. You can configure the

month, start time, and end time to perform day/night switch. Click to set the
month, start time, and end time. Once done, the camera will perform day/night switch
according to your configurations.

Mode
Month Jan S
Start Time of Night 18:00
End Time of Night 06:00

Month: Select a month for your schedule.
Start time of Night: Set the time for starting the Night mode.

End time of Night: Set the time for ending the Night mode.
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Parameters Function Introduction
Supplement Light: An auxiliary lighting system designed to solve the problems
of blurry images and lost details caused by insufficient light. Smart Switch, White
Light, IR Light, and OFF are available.
White Light: If enabled, full-color imaging is displayed to boost image brightness
and enhance detail presentation.
IR Light: If enabled, IR imaging is displayed.
Smart Switch: In this mode, the camera automatically switches to full-color lighting
upon detecting an event, revealing more details with vivid clarity. When no event is
detected, the IR lighting is provided.
) For more details about Smart Switch, refer to the following link: https://
Day/Night www.youtube.com/watch?v=LeYxvZVTODO.
OFF: Turn off all supplement lights.
Max Near White Light Brightness: Adjusts the maximum luminous intensity of the
white light for near-field illumination. The higher the value, the brighter the near-field
white light. The default value is 100.
Max Far White Light Brightness: Adjusts the maximum luminous intensity of the
white light for far-field illumination. The higher the value, the brighter the far-field
white light. The default value is 100.
White Light Latency: Sets how long the white light waits to turn on/off after being
triggered. 0s, 10s, 20s, 30s, 40s, 50s, and 60s are available.
Day to Night Sensitivity: Sensitivity for switching Day mode to Night mode. The
default value is 5.
Night to Day Sensitivity: Sensitivity for switching Night mode to Day mode. The
default value is 5.
Auto
@ Note: The two parameters are only for Auto mode.
Day/Night Switch Refocus: Automatically refocuses the lens when switching
between day and night modes, ensuring consistent sharpness for both color and
infrared imaging.
[Display]
Scene Settings >
Day/Night Switch >

Power Line Frequency 50Hz

Image Rotation Off

Lens Distortion Correction Off

Electronic Image Stabilization Off ®

Additional Zoom 1X



https://www.youtube.com/watch?v=LeYxvZVT0D0
https://www.youtube.com/watch?v=LeYxvZVT0D0
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Table 15. Description of the buttons

Parameters Function Introduction

60Hz and 50Hz are available to help prevent flickering and horizontal lines in

Power Line Frequency the image

You can select one from the following six options.
Off: Keep the image in normal direction.
Rotating 180°: Upside down the image.

Image Rotation Flip Horizontal: Flip the image horizontally.

Flip Vertical: Flip the image vertically.

Clockwise 90°: Rotate the image 90 degrees clockwise.

Anticlockwise 90°: Rotate the image 90 degrees anticlockwise.

This function helps the camera to reduce image distortion caused by wide-

) ) _ angle lenses. However, it will cause image cropping.
Lens Distortion Correction

=! Note: Do not support LDC while High Frame Rate or DIS is enabled.

=

This function helps the camera to reduce image shifts caused by camera

Digital Image Stabilization shaking or vibration. However, it will cause image cropping.

=/ Note: Do not support DIS while High Frame Rate or LDC is enabled.

=

Additional Zoom Select the additional zoom. 1X, 2X, 4X are available.
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8.1.2.2 OSD

Milesight -Network Camera & Download Plugin @ Englshv & admin v

&, Media ~ General 0sD Privacy Mask ROI
@ Video
mage Video Stream Primary Stream
® Audio
| Regular
@ Network >
Font Size Smallest
© 8 Storage
Font Color [
Event b
Background Color
& System >
I
| video Title
Show Video Title:
NDAA-ratio
Text Position Top-Left

| Timestamp

Show Timestamp

E
Table 16. Description of the buttons
Parameters Function Introduction

Enable to set OSD for the primary stream, secondary stream, tertiary stream, and

Video Stream
guaternary stream.

Font Size Smallest/Small/Medium/Large/Largest/Auto are available for title and date.

Font Color Enable to set different color for title and date.

Enable to set different colors for display information background on screen.

You can set different colors for font and background of image, then the image
OSD will show as below:

< 710707 /:21025/.03: 17: 47

Background Color




Network Camera User Manual | 8 - Settings | 51

Parameters Function Introduction
Show Video Title Check the check box to show video title.
Video Title Customize the OSD content to be displayed as the video title.

Text Position OSD display position on the image.

Show Timestamp Check the checkbox to display date on the image.
Date Position Date display position on the image.
Date Format The format of date.

Copy to Other Streams Copy the settings to other streams.

8.1.2.3 Privacy Mask

Privacy mask enables to cover certain areas on the live video to prevent certain spots in the
surveillance area from being viewed and recorded.

[Privacy Mask]

Milesight -Network Camera

> Download Plugin @ English v & admin v

&, Media ~ General osD Priva ask ROI
@ Video

Enable

[Cl © Network >

N
[m]

& Storage 1 Privacy Mask1 White

Event >

® System >

Type  © Mask Mosaic

Dej
Add Clear Zoom in and Drav m

You can select the color to use for the cover certain areas on the live video.

Table 17. Description of the buttons

Parameters Function Introduction

Enable Check the check box to enable the Privacy Mask function.
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Parameters Function Introduction

Select the type to use for the privacy areas, there are two types available: Mask and Mosaic.

Select the color to use for the privacy areas, there are eight colors available: White, Black, Blue,
Type Yellow, Green, Brown, Red and Purple.

When the privacy type is set to Mask, you can select a color for the privacy areas, eight colors
are available: White, Black, Blue, Yellow, Green, Brown, Red and Purple. The Mosaic type is also
available as an alternative privacy option.

Add Draw a privacy area on the live video as needed.

By clicking the 'Zoom in and Draw' button, you can activate a full-screen pop-up window to draw
more accurate detection areas.

Zoom in and Draw

Operation ] / Enable/disable the selected ROI areas.
2 Change the color of Mask area, there are eight colors available: White,
o Black, Blue, Yellow, Green, Brown, Red and Purple
Operation
] Delete the privacy mask area
Clear Clear the area you drew on the live video.
Delete A

Clear all areas you drew before.

You can select the color type and mosaic type to use for the cover certain areas on the live
video. The mosaic type can maintain the continuity of the picture and improve the visual
effect.

General 0sD Privacy Mask ROI

Enable

[m]

<]

1 Privacy Mask1 Mosaic

2 Privacy Mask2 Mosaic

<]
R N R
)}

) @

3 Privacy Mask3 White

<]

Delete Al

Type @ Mask Mosaic

Add Clear Zoom in and Draw
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8.1.2.4 ROI

Region of interest (ROI) is a selected subset of samples within a dataset identified for a
particular purpose. Users can select up to 8 key regions of a scene to transmit through
separate streams for targeted preview and recording.

By using Milesight ROI technology, more than 50% of bit rate can be saved and therefore
less bandwidth demanded and the storage usage reduced. So according to this, you can
set a small bit rate for high resolution.

Note: For more details about how to set ROI, please refer to https:/
milesight.freshdesk.com/a/solutions/articles/69000643441.

Milesight -Network Camera £ Download Plugin @ Engish~ & admin v

& Media ~ General 0sD Privacy Mask RO

L3

Video

@ Audio
@ Network >

8 Storage

]}

ROI

Event >

® System >

Add Clear Zoom in and Drav

Table 18. Description of the buttons

Parameters Function Introduction
Enable Check the checkbox to enable the ROI function.
Video Stream Choose the video stream. Primary Stream and Secondary Stream are supported.
] / Enable/disable the selected ROI areas.
ROI
| Delete the selected ROI areas.



https://milesight.freshdesk.com/a/solutions/articles/69000643441
https://milesight.freshdesk.com/a/solutions/articles/69000643441
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Parameters Function Introduction

Ada Drew a ROI area on the live video as needed.

Clear Clear the area you drew on the live video.

By clicking the 'Zoom in and Draw' button, you can activate a full-screen pop-up
window to draw more accurate detection areas.

ete A Clear all areas you drew before.

* You can set a low bit rate. For example, you can set a bit rate with 512Kbps and a
resolution with 1080P, then you can see the image quality of ROI is more clear and
fluent than the other region.

8.1.3 Audio

8.1.3.1 Audio

This audio function allows you to hear the sound from the camera or transmit your sound to
the camera side. A two-way communication is also possible to be achieved with this feature.
Alarm can be triggered when the audio input is above a certain alarm level you set, and
configured audio can be played when an alarm occurs.



Network Camera User Manual | 8 - Settings | 55

Milesight -Network Camera £ Download Plugin @ Englishv & admin v
& Media ~ | Audo  Audio File Management
@ Video
Image Enable
@ | Audio Mode Both Audio Input & Output
@ Network >
| Audio Input
8 Storage
Audio Input Type ~~ MIC
Event > Denoise
& Sys‘em X Encoding G.711-ULaw
Sample Rate 8KHz
Mic Volume 50 =—(
| Audio Output
‘Auto Gain Control
Speaker Volume 50 =0
Output Volume 50 ="
| Two-way Intercom
Speaker Volume 50 ———0O-
Output Volume 50 ="
[ s |
Table 19. Description of the buttons
Parameters Function Introduction
Enable Check on the checkbox to enable audio feature.
Audio Mode Audio Input/Audio Output/Both Audio Input & Output are optional.

Audio Input Type: Supports both Mic and Line In. Line In is available only for models
equipped with an audio input cable.

Denoise: Set it as On/Off. When you set the function on, the noise detected can be

filtered.
Audio Input Encoding: G.711-ULaw, G.711-ALaw, AAC LC, G.722 and G.726 are available.

Sample Rate: 8KHz, 16KHz, 32KHz, 44.1KHz, and 48KHz are available.
Audio Bit Rate: The function is available only for AAC LC, and supports up to 48kbps.
Input Volume: Input audio volume level, 0-100.
Mic Volume/Input Volume: Input audio volume level: 0-100.
Auto Gain Control: This function is only for H.265 series, improve the quality of audio.

Audio Output Speaker volume: Adjust the speaker volume when the alarm is triggered, 0-100.

Output Volume: Adjust the output volume when the alarm is triggered, 0-100.
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Parameters Function Introduction

Speaker Volume: Adjust the speaker volume when using two-way communication, 0-100.

To use the Two-way Intercom function, please ensure that 'Start Talking' is enabled and

Two-way Intercom the audio is not muted. For more detailed instructions, please refer to the Live View (page
23) section.

Output Volume: Adjust the output volume when using two-way communication, 0-100.

8.1.3.2 Auto File Management

You can upload up to 5 audio files manually to Flash or SD Card on the Audio web page
and you can also edit the audio file’s name when upload.

Milesight -Network Camera £ Download Plugin @ Engishv & admin v

& Media ~ | Auwdo  Audio File Managemen

@ Video

® |

@ Network b | Audio File ®
C‘? 8 Storage

Event >

Image Audio File Storage Type |~ Flash

& System >

|5/ Note:

 Only support ".wav' audio files with codec type PCM/PCMU/PCMA, 64kbps or 128kbps
bitrate and no more than 500k.

8.2 Network

8.2.1 Basic

8.2.1.1 TCP/IP
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Milesight -Network Camera £ Download Plugin @ Englishv & admin v
& Media > TCPIP HTTP RTSP UPnP DDNS P2P Email FTP
& @ Network ~
| 1Pva
I
C] Advanced Type O static DHCP
@5‘? 8 Storage 1P Address 192 . 168 . T4 . 437 Tes
Event > 1Pv4 Subnet Mask 255 . 255 . 255 . 0
@ System > IPv4 Default Gateway 192 . 168 . T1 1
Preferred DNS Server 8 8 . 8 8
| 1pve
1Pv6 Mode Manual
1PV6 Address
1PV6 Prefix 0 (0-128)
1PV6 Default Gateway
| mTU
MTU 1500 Bytes (1200~1500)
L

Table 20. Description of the buttons

Parameters Function Introduction

Type: You can choose between Static and DHCP types to obtain the IPv4 address.

+ DHCP: The camera automatically obtains an IP address from the DHCP server
(enabled by default).

« Static: Allows you to manually assign a fixed IP address to the camera.

IPv4 IPv4 Address: An address that used to identify a network camera on the network.
|5 Note: The Test button is used to test if the IP is conflicting.

IPv4 Subnet Mask: It is used to identify the subnet where the network camera is
located.

IPv4 Default Gateway: The default router address.

Preferred DNS Server: The DNS Server translates the domain name to IP address.

IPv6 Mode: Choose different modes for IPv6: Manual/Route Advertisement/
DHCPV6.

IPV6 IPv6 Address: IPv6 Address used to identify a network camera on the network.
IPv6 Prefix: Define the prefix length of IPv6 address: 0 to 128.

IPv6 Default Gateway: The default router IPv6 address.

Maximum Transmission Unit. Enter a value from 1200 to 1500 as needed. The

MTU default value is 1500.
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Parameters Function Introduction

m Save the configurations.

8.2.1.2 HTTP

Milesight -Network Camera £ Download Plugin @ Englishv & admin v
& Media > | TCPIP  HTTP  RTSP  UPWP  DDNS  P2P  Emal  FIP
@ @ Network
| | HTTP
® Advanced rave
é? 8 Storage Port 80 (1~65535)
Event
| HTTPS
® System >
= S5 Enable
Port 443 (1~65535)
Installed Certificate | C=US, HIP=IPC Rese!
Attributes Awarded to
C=US, HIP=IPC
Issuer
C=US, HIP=IPC
Period of Validity:
Aug 26 23:00:05 2024 GMT ~
May 22 23:00:05 2027 GMT
4
Installation Type Create a Private Certificate
Create

Table 21. Description of the buttons

Parameters Function Introduction

Enable: Start or stop using HTTP.

HTTP Port: Enter a Web GUI login port from 1 to 65535. The default is 80, same with
ONVIF port.

Enable: Start or stop using HTTPs.

Port: Enter a Web GUI login port via HTTPS from 1 to 65535. The default is 443.

HTTPs
=J) Note: For more details about how to enable HTTPS access, see https://

milesight.freshdesk.com/a/solutions/articles/69000797384.

Installed Certificate

Attributes Upload and set the SSL certificate.

Installation Type

m Save the configurations.



https://milesight.freshdesk.com/a/solutions/articles/69000797384
https://milesight.freshdesk.com/a/solutions/articles/69000797384
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Table 22. HTTP URL are as below:

Stream URL
Main Stream https://lusername:password@IP:port/ipcam/mjpeg.cgi
Secondary Stream https://username:password@IP:port/ipcam/mjpegcif.cgi
Tertiary Stream https://username:password@IP:port/ipcam/mjpegthird.cgi

8.2.1.3 RTSP

Milesight -Network Camera £ Download Plugin @ Englishv & admin v
&, Media > TCPIP HTTP RTSP UPNP DDNS P2P Email FTP
& @ Network ~
RTSP Port 554 (1~68535)©
|
® Advanced Playback Port 555 (0-65535) D
8 Storage RTP Packet Better Compatibility
&
Event > QoS DSCP(0-63) 0
& System > | Multicast Group
Video Stream Primary Stream
Enable
Multicast Group Address 239 . 6 . 6 3 (224.0.0.0~239.255.255.255)
Port 7034 (1~65535)
=]

Table 23. Description of the buttons

Parameters Function Introduction

RTSP Port The port of RTSP (1~65535), the default is 554.

Playback Port The port of playback (0~65535), the default is 555.
Playback Port
|5 Note: Port 0 means closing playback function.

RTP Packet There are Better Compatibility and Better Performance two options, if your camera’s image
mess up, please switch this option.
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Parameters Function Introduction
QoS DSCP The valid value range of the DSCP is 0-63.
Video Stream Primary Stream, Secondary Stream are optional.
Multicast Group
Enable Enable or disable the Multicast Group.
Multicast Group Multicast Group Address | Support multicast function.

The port of multicast group, the default is 7034. The valid value

Multicast Group Port range of the port is 1-65535.

m Save the configurations.

Table 24. RTSP URL are as below:

Stream URL
Primary Stream rtsp://IP:RTSP Port/main
Secondary Stream rtsp://IP:RTSP Port/sub
Tertiary Stream rtsp://IP:RTSP Port/third
|5/ Note:
* DSCP refers to the Differentiated Service Code Point; and the DSCP value is used in
the IP header to indicate the priority of the data.
» A reboot is required for the settings to take effect.
8.2.1.5 UPnP

Universal Plug and Play (UPnP) is a networking architecture that provides compatibility
among networking equipment, software and other hardware devices. The UPnP protocol
allows devices to connect seamlessly and to simplify the implementation of networks in the
home and corporate environments. With the function enabled, you don’t need to configure
the port mapping for each port, and the camera is connected to the Wide Area Network via
the router.
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Milesight -Network Camera £ Download Plugin @ Englishv & admin v
% Media > TCPIP HTTP RTSP UPNP DDNS P2P Email FTP
@ @ Network ~
| Enable O
cy ... ——
8 Storage
éa Enable Port Mapping
Event >
Name
& System T
HTTP 21202 80 Invalid
HTTPS 22202 443 Invalid
RTSP 23202 554 Invalid
Playback 25202 555 Invalid

Table 25. Description of the buttons

Parameters Function Introduction
Enable Check the checkbox to enable the UPnP function.
Enable Port Mapping Check the checkbox to enable the Port Mapping
Name The name of the device detected online, which can be edited.

Auto: Automatically obtain the corresponding HTTP and RTSP port, without any
settings

Type
Manual: Need to manually set the appropriate HTTP port and RTSP Port. When
choose Manual, you can customize the value of the port number by yourself

m Save the configurations.

8.2.1.6 DDNS

DDNS allows you to access the camera via domain names instead of IP address. It
manages to change IP address and update your domain information dynamically. You need
to register an account from a provider.

|5/ Note: For more details about how to set DDNS, please refer to https://
milesight.freshdesk.com/a/solutions/articles/69000643406.



https://milesight.freshdesk.com/a/solutions/articles/69000643406
https://milesight.freshdesk.com/a/solutions/articles/69000643406
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Milesight -Network Camera £ Download Plugin @ Englishv & admin v
& Media > TCPIP HTTP RTSP UPnP DDNS P2P Email FTP
[Pl o Netork ~
Enable ®
|
@ Advanced Provider ddns. milesight com
& 2 Storage External HTTP Port 80 (1-65535)
Event > External RTSP Port 554 (1~68535)
@ System > Exteral Playback Port | 555 (1~65535)
Status _—
DDNS URL http://ddns. milesight. com/1CC316527A57
=1

You can choose “ddns.milesight.com” as provider for DDNS. After enabling it, you can
access the device via the URL “http://ddns.milesight.com/MAC address”.

Table 26. Description of the buttons

Parameters Function Introduction

Check the checkbox to enable DDNS service.

Enable DDNS =] Note: Recommend to enable and configure UPnP ports which can be used
directly in DDNS.
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Parameters Function Introduction

Get support from DDNS provider: ddns.milesight.com, freedns.afraid.org,
dyndns.org, www.no-ip.com, www.zoneedit.com.

When ddns.milesight.com is selected here, enter the following information:

» External HTTP Port: Enter an external HTTP port from 1 to 65535.

» External RTSP Port: Enter an external RTSP port from 1 to 65535.

» External Playback Port: Enter an external playback port from 1 to 65535.
* DDNS URL: DDNS URL, which is automatically formed.

« Status: DDNS running status.

When freedns.afraid.org is selected here, enter the following information:

» Hash: A string used for verification.
» Host Name: Account name from the DDNS provider.
« Status: DDNS running status.

When dyndns.org is selected here, enter the following information:

» Host IP: Enter the host IP.

» User Name: Enter the user name.

» Password: Enter your password.

* Host Name: Account name from the DDNS provider.
« Status: DDNS running status.

Provider

When www.no-ip.com or www.zoneedit.com are selected here, enter the
following information:

» User Name: Enter the user name.

» Password: Enter your password.

» Host Name: Account name from the DDNS provider.
 Status: DDNS running status.

You can also customize the provider for DDNS and enter the following information:
* DDNS URL: Enter the DDNS URL manually.
» User Name: Enter the user name.

« Password: Enter your password.
« Status: DDNS running status.

m Save the configurations.

|5/ Note:

* Before using Milesight DDNS, forward HTTP Port and RTSP Port first.
» Make sure that the internal and the external port number of RTSP are the same.
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8.2.1.7 P2P

Peer-to-peer (P2P) protocols are network protocols that enable direct communication
between nodes (peers) in a network, without requiring a central server or intermediary.
These protocols are fundamental in various applications, including file sharing, distributed
computing, and decentralized networks. Milesight camera supports P2P protocol, you can
enable it within the Network interface.

You can enable P2P simply by ticking the checkbox.

|5/ Note: Before using P2P, please reach out to our support team to activate the P2P
feature on our cloud.

Milesight -Network Camera £ Download Plugin @ English v

& Media > | TcPP HTTP RTSP uPnP. DDNS P2P Email FTP

@ @ Network hd

® System >

8.2.1.8 Email

Alarm video files can be sent to specific mail account through SMTP server. You must
configure the emalil settings correctly before using it.
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Milesight -Network Camera £ Download Plugin @ Englishv & admin v
& Media > TCPIP HTTP RTSP UPnP DDNS P2P Email FTP
& @ Network ~
Enable
I
® Advanced User Name ndipnc
8 Storage Sender Email Address hdipnc@sina.com
&
Event > Password e
@ System > Email Server smip.sina.com
Email Port 25 (1~65535)
Recipient Email Address1 user@domain.com
Recipient Email Address2
Encryption © None SssL LS

| snapshot settings
Alarm Snapshot File Name  YYYY-MM-DD

Timing Snapshot File Name  YYYY-MM-DD

Table 27. Description of the buttons

Parameters Function Introduction
Enable Check the checkbox to enable Email function.
User Name The sender's name. It is usually the same as the account name.
Sender Email Address Email address to send video files attached emails.
Password The password of the sender.
Email Server The email server IP address or host name(e.g. smtp.gmail.com).
Email Port The default TCP/IP port for SMTP is 25(not secured). For SSL/TLS port, it
depends on the mail you use.
Recipient Email Address1 Email address to receive video files.
Recipient Email Address2 Email address to receive video files.
Encryption Check the checkbox to enable SSL or TLS if it is required by the SMTP
server. You can also select None.
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Parameters

Function Introduction

Record Settings

Alarm Record File Name: You can select the options shown in the following
picture.

YYYY-MM-DD

YYYY-MM-DD
MM-DD-YYYY
DD-MM-YYYY
Add prefix

Customize

Record Format: Select the record format.

|;=t; Note: Please visit the FTP page to update and sync the Record
Format.

Max Record Segment Size: Set the maximum record segment size.

Snapshot Settings

Alarm Snapshot File Name: Default(YYYY-MM-DD) /MM-DD-YYYY/ DD-
MM-YYYY/ Add prefix/ Overwrite with the base file name/ Customize are
available.

Timing Snapshot File Name: Default(YYYY-MM-DD) /MM-DD-YYYY/ DD-
MM-YYYY/ Add prefix/ Overwrite with the base file name/ Customize are
available.

Save the configuration.

Test

Test whether the configurations are successful.

|5/ Note: You can refer to the following file name tip to customize the file name.

8.2.19FTP

File Name Tip

&Device - Device Name
&Y - Year

&M - Month

&D - Day

&h - hour

&m - minute

&s - second

&ms - millisecond

8& - &

Alarm video files can be sent to specific FTP server. You must configure the FTP settings

correctly before using it.
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Milesight -Network Camera £ Download Plugin @ Englishv & admin v
& Media > TCPIP HTTP RTSP UPnP DDNS P2P Email FTP
@ @ Network ~
| FTP server settings
I
® Advanced Enable
& Storage FTP Type
&
Event > Server Address
@ System > Server Port (1~65535)
User Name
Password
FTP over SSL/TLS(FTPS)
| FTP Storage Settings.
Storage Path
Parent Directory
Alarm Action File Name
Timing Snapshot File Name
Record Format

Table 28. Description of the buttons

Parameters Function Introduction
Enable Check the checkbox to enable the FTP function.
FTP Type FTP and SFTP are optional.

Server Address FTP/SFTP server address.

The port of the FTP server. Generally it is 21.
Server Port

FTP Server Settings The port of the SFTP server. Generally it is 22.

User Name User name used to log in to the FTP/SFTP sever.

Password User password.

Check the checkbox to encrypt the data transmitted between the

FTP over SSL/ camera and the FTP server via the SSL/TLS protocol to ensure the

TLS(FTPS) security of file transfers.
Storage Path where video and image will be uploaded to the FTP
FTP Storage server.
Settings Storage Path
Four FTP storage path types are available, including Root Directory,
Parent Directory, Child Directory and Customize.
FTP Storage Parent Director Choose IP Address/ Device Name/ Date as the folder name of
Settings y Parent Directory, or customize the folder name.
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Parameters Function Introduction
Multilevel If the storage path is more than two levels, enter Multilevel FTP
Folder Name storage path here manually.

FTP Storage
Settings

Child Directory Choose IP Address/_Device Name/ Date as the folder name of Child
Directory, or customize the folder name.

Alarm Action Choose the default (YYYY-MM-DD) or customize the alarm action
File Name file name.

If you choose to customize the alarm action file name, YYYY-MM-

Video FileName | 1hy/ \ M DD-YYYY/ DD-MM-YYYY/ Add prefix are available.

FTP Storage Default(YYYY-MM-DD) /MM-DD-YYYY/ DD-MM-YYYY/ Add prefix/

Timing Snapshot

Settings . Overwrite with the base file name are available. You can also
File Name ;
customize one.
Record Format AVI and MP4 are optional.
m Save the configurations.
Test Test whether the configurations are successful.
|5/ Note:

« Parent Directory will be under Root Directory, and Child Directory will be under Parent
Directory.

* You can refer to the following file name tip to customize the file name.

8.2.2 Advanced

8.2.2.1 VLAN

A virtual LAN (VLAN) is any broadcast domain that is partitioned and isolated in a computer
network at the data link layer (OSI layer 2). LAN is an abbreviation of local area network.
VLANS allow network administrators to group hosts together even if the hosts are not on the
same network switch. This can greatly simplify network design and deployment, because
VLAN membership can be configured through software. Without VLANS, grouping hosts
according to their resource needs necessitates the labour of relocating nodes or rewiring
data links.
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Milesight -Network Camera £ Download Plugin @ Englishv & admin v
& Media > VLAN PPPOE SNMP 802.1x Bonjour LLDP RTMP sIP VPN More
@ @ Network ~
Enable
Basic
@ | VLAN ID (1~4094)
8 Storage VLANIP
Event > VLAN Netmask
@ System > VLAN Gateway

Note: About how to set up VLAN in switches, please refers to your switches user
manual.

8.2.2.2 PPPoE

This camera supports the PPPoE auto dial-up function. The camera gets a public IP
address by ADSL dial-up after the camera is connected to a modem. You need to configure
the PPPoE parameters of the network camera.

Miesigrt Netwerk Gamere &> Download Plugin @ English~ & admin v
& Media > VLAN PPPOE SNMP 802.1x Bonjour LLDP RTMP sIP VPN More
@ @ Network ~
Enable
Basic
® | Dynamic IP
& Storage User Name
Event > Password
® System > Confirm Password

Table 29. Parameter Description
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Parameter Function Introduction
Enable Check the checkbox to enable this function.
Dynamic IP Enter a dynamic IP address. It is fixed and default.
User Name Enter a user-name.
Password Enter a password.
Confirm Password Confirm the password.
m Click it to save the configurations.

|5 Note:

* The obtained IP address is dynamically assigned via PPPOE, so the IP address always
changes after rebooting the camera. To solve the inconvenience of the dynamic IP, you
need to get a domain name from the DDNS provider (e.g. DynDns.com).

» The user-name and password should be assigned by your ISP.

8.2.2.3 SNMP

You can set the SNMP function to get camera status, parameters and alarm related
information and manage the camera remotely when it is connected to the network.

Before setting the SNMP, please download the SNMP software and manage to receive the
camera information via SNMP port. By setting the Trap Address, the camera can send the
alarm event and exception messages to the surveillance center.

MIesight-Network Camera & Download Plugin @ English « & admin v

&, Media > VLAN PPPOE SNMP 802.1x Bonjour LLDP RTMP sip VPN More

@ @ Network
| sNMP viv2
Basic
@ | Enable SNMP V1
8 Storage Enable SNMP V2¢

Event > Read Community

@ System > Write Community
| snmP va

Enable SNMP V3

Read Security Name

| sNMP Port

SNMP Port 161 (1~65535)

Table 30. Description of the buttons
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Parameters Function Introduction

The version of SNMP, please select the version of your SNMP software.
Enable SNMP v1: Provide no security.

SNMP v1/v2 Enable SNMP v2: Require password for access.

Write Community: Input the name of Write Community.

Read Community: Input the name of Read Community

Enable SNMP v3: Provide encryption and the HTTPS protocol must be enabled.
Read Security Name: Input the name of Read Security Community.

Level of Security: There are three levels available: (auth, priv), (auth, no priv) and
SNMP v3 (no auth, no priv).

Write Security Name: Input the name of Write Security Community.

Level of Security: There are three levels available: (auth, priv), (auth, no priv) and
(no auth, no priv).

SNMP Port Enter a port of SNMP from 1 to 65535. The default value is 161.

m Save the configurations.

|5 Note:

» The SNMP software settings must match the configurations you set here.
« A reboot is required for the settings to take effect.

8.2.2.4 802.1x

The IEEE 802.1X standard is supported by the network cameras, and when the feature is
enabled, the camera data is secured and user authentication is needed when connecting
the camera to the network protected by the IEEE 802.1X.
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Milesight -Network Camera £ Download Plugin @ Englishv & admin v
& Media > VLAN PPPOE SNMP 802.1x Bonjour LLDP RTMP sIP VPN More
@ @ Network ~
Enable
Basic
@ | Protocol
8 Storage Eapol Version
Event > User Name
@ System > Password
Confirm Password

Table 31. Description the Buttons

Parameters Function Introduction
Enable Start or stop using 802.1x certification.
Protocol Choose the protocol, EAP-MD5 and EAP-TLS are available.
This version number helps ensure compatibility between
Eapol Version devices implementing different versions of the EAPOL
protocol. Version 1 and version 2 can be chosen.
User Name EAP-MD5 encryption account name.
EAP-MD5
Password EAP-MD5 encryption account password.
Confirm Password Re-enter the EAP-MD5 encryption account password.
EAP-TLS encryption account name.
EAP-TLS Identify =/ Note: Please insert letters/digits/space/other standard
) characters,and make sure the amount of identify not more than 32.
Eapol Version Version 1 and version 2 can be chosen.
Client Certificate Upload and set the client certificate.
EAP-TLS
Private Key The key certificate in the client certificate.
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Parameters Function Introduction

Enter the password of the client certificate

5 Note:
EAP-TLS Private-key Password
Please insert letters/digits/other standard characters, and
make sure the amount of password not more than 32
EAP-TLS CA Certificate Upload and set the CA certificate.

8.2.2.5 Bonjour

Bonjour is based on Apple's multicast DNS service. Bonjour devices can automatically
broadcast their service information and listen to the service information of other devices.

If you don't know the camera information, you can use the Bonjour service on the same
LAN to search for network camera devices and then to access the devices.

Milesight -Network Camera £ Download Plugin @ Englishv & admin v

&, Media > VLAN PPPOE SNMP 802.1x Bonjou LLDP RTMP sip VPN More

@ Network ~

Basic

| Bonjour Name

Event >

® System >

8.2.2.6 LLDP

The Link Layer Discovery Protocol (LLDP) is a standardized network discovery protocol
used by network devices to advertise their identity, capabilities, and neighbors on a local
area network (LAN). It operates at the data link layer (Layer 2) of the OSI model. LLDP is
defined by the IEEE 802.1AB standard. By using this protocol, devices can automatically
discover and understand each other’s presence and capabilities, which simplifies network
management and configuration.



Network Camera User Manual | 8 - Settings | 74

Once the LLDP protocol is enabled, you can obtain the camera'’s information on your switch
that supports the LLDP protocol.

Milesight -Network Camera £ Download Plugin @ Englishv & admin v
&, Media > VLAN PPPOE SNMP 802.1x Bonjour LLDP RTMP sip VPN More
@ @ Network ~
Enable
Basic
8 Storage
Event >
® System >

Real-Time Messaging Protocol (RTMP) was initially a proprietary protocol for streaming
audio, video and data over the Internet, between a Flash player and a server. RTMP is

a TCP-based protocol which maintains persistent connections and allows low-latency
communication. It can realize the function of live broadcast so that customers can log in to
the camera wherever there is a network.
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Milesight -Network Camera £ Download Plugin @ Englishv & admin v

& Media > VLAN PPPOE SNMP 802.1x Bonjour LLDP RTMP sIP VPN More

= @ Network ~
Enable

ic
@ | Stream Type

8 Storage Server Address

& System >

|5 Note:

 For YouTube live broadcast, if you use a newly created account to live broadcast, you
need to wait for 24hrs to activate the account for using live function.

* For RTMP, since G.711 is not available for YouTube, so you can only play video
from Milesight Network Camera with H.264 video coding and AAC audio coding on
YouTube.

« Server Address in Network Camera RTMP interface needs to be filled with the format:
rtmp://< Server URL >/< Stream key >, remember it needs '/'to connect between <
Server URL > and < Stream key >.

 For more details about how to use RTMP for live broadcast, please refer to https://
milesight.freshdesk.com/a/solutions/articles/69000643313.

8.2.2.8 SIP

The Session Initiation Protocol(SIP) is a signaling communications protocol, widely used for
controlling multimedia communication sessions such as voice and video calls over Internet
Protocol (IP) networks. This page allows user to configure SIP related parameters. Milesight
Network cameras can be configured as SIP endpoint to call out when alarm triggered; or
allow permitted number to call in to check the video if the video IP phone is used.

|5/ Note: For more details about how to use SIP, please refer to https://
milesight.freshdesk.com/a/solutions/articles/69000643391.



https://milesight.freshdesk.com/a/solutions/articles/69000643313
https://milesight.freshdesk.com/a/solutions/articles/69000643313
https://milesight.freshdesk.com/a/solutions/articles/69000643391
https://milesight.freshdesk.com/a/solutions/articles/69000643391
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Milesight -Network Camera £ Download Plugin @ English v

& Media > VLAN PPPOE SNMP 802.1x Bonjour LLDP RTMP SIP VPN More

SIP Settings
@ | Alarm Phone List

8 Storage White List

o Y .

& System >

To use this function, the settings in SIP page must be configured properly. There are two
ways to get video through SIP, one is to dial the IP address directly, the other is account
registration mode. the details are as follows:

Method 1: IP Direct mode
Dial on the camera’s IP address directly through SIP phone, so you can see the video.
|5/ Note: SIP phone and the camera should in the same network segment.

Method2: Account registration mode

« Before using the SIP, you need to register an account for the camera from the SIP
server;

* Register another user account for the SIP device from the same SIP server;
« Call the camera User ID from the SIP device, you will get the video on the SIP device.

[SIP Settings]
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SIP Settings ~

Enable @

Register Mode

User ID

User Name

Password

Server Address

Server Port (1~65535)
Connection Protocol

Video Stream

Enable Audio in SIP Call

Max Call Duration 5 (0 means no limitation.)
Status Unregistered
Alarm Phone List »
White List »

Table 32. Description of the buttons

Parameters Function Introduction

Start or stop using SIP.

Enable )
|=) Note: SIP supports Direct IP call.

Choose to use Enable mode or Disable mode. Enable mode means to use SIP
Register Mode with register account. Disable mode refers to use SIP without register account,
just use the IP address to call.

User ID SIP ID.
User Name SIP account name.
Password SIP account password.

Server Address Server IP address.
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Parameters

Function Introduction

Server Port

Server port.

Connection Protocol

UDP/TCP.

Video Stream

Choose the video stream.

Enable Audio in SIP Call

Enable/disable audio in SIP call.

Max Call Duration

The max call duration when use SIP.

Status

SIP registration status. Display “Unregistered” or “Registered” .

[Alarm Phone List]

SIP Settings

¥

Alarm Phone List ~

Add

White List

Table 33. Description of the buttons

Parameters

Function Introduction

Add

Add alarm phone to the camera.

Phone Type: Phone Number(Call by phone number) & Direct IP Call(Check to
accept peer to peer IP call).

To Phone Number/IP Address: Call by phone number or IP address.
Remark Name: Display name.

Duration: The time schedule to use SIP.

o

Delete the selected alarm phone.

)
I
[1+]
0
=

Delete all added alarm phone.
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[White List]

SIP Settings >

Alarm Phone List ¥

Enable White List Number Filter

Table 34. Description of the buttons

Parameters Function Introduction

Enable White List Number Filter When enabled, only the designated phone number or IP address can visit

Phone Type: Phone Number(Call by phone number) & Direct IP Call.

Phone Number/IP Address: Including the phone number or IP address on the
white list.

8.2.2.9 VPN

VPN stands for Virtual Private Network. It is a network protocol that can provide you secure
encrypted connection over the public internet. It is a significant technology in surveillance
industry. Imagine that you have a network camera connected via public IP address, it's
possible for others to log in or listen illegally if someone knows the specific IP address

and forwarded port. Via VPN the camera streams and data will be transferred through an
encrypted tunnel. This encrypted VPN tunnel makes it appear as though you are directly
connected to the private network, keeping your online activity (including your browsing
history) hidden. For Milesight camera, VPN feature allows us to log in the camera via a
virtual IP, which makes it easier to configure the camera remotely.

For more details about How to use VPN on Milesight Camera, please refer to https://
milesight.freshdesk.com/support/solutions/articles/69000829102-how-to-use-vpn-on-
milesight-network-camera.



https://milesight.freshdesk.com/support/solutions/articles/69000829102-how-to-use-vpn-on-milesight-network-camera
https://milesight.freshdesk.com/support/solutions/articles/69000829102-how-to-use-vpn-on-milesight-network-camera
https://milesight.freshdesk.com/support/solutions/articles/69000829102-how-to-use-vpn-on-milesight-network-camera
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Milesight -Network Camera £ Download Plugin @ Englishv & admin v
& Media > VLAN PPPOE SNMP 802.1x Bonjour LLDP RTMP sIP VPN More
@ @ Network ~
| VPN setting
Basic
| VPN Mode General VPN
8 Storage OpenVPN configuration file ) Upload
)
Event >
& System >
| VPN status
Status Disconnected
Local IP
Remote IP
Duration

8.2.2.10 More

Here you can set more functions, like Push Message Settings and ONVIF Settings.

IPCAM Network

Milesight -Network Camera o & admin v
&, Media > VLAN PPPOE SNMP 802.1x Bonjour LLDP RTMP sip VPN More
@ @ Network ~
| Push Message Settings.
Basic
| Enable
8 Storage Push EventType | Edit
@
Event >
| ONVIF setting
& System >
B Enable

| Third-Party VMS Compatibility Settings
Enable

VMS Types General

Table 35. Description of the buttons
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Parameters

Function Introduction

Push Message Settings

Enable: Enable/disable the Push Message function

Edit
Push Event Type: You can click to choose the types of Events'
message which will be pushed to M-sight Pro App as shown below:

Edit X
Push Event Type
All
Motion Detection Audio Alarm Tamper Detection
Region Entrance Region Exiting Line Crossing
Loitering Advanced Motion Detection Face Detection
People Counting Object LefyRemoved

ONVIF Setting

Enable: Select to enable/disable the camera’s ONVIF function; enabled by default,
allowing third-party software to search, add and connect via ONVIF protocols.

Third-Party VMS
Compatibility Settings

Enable: Check the checkbox to enable compatibility with third-party VMS systems.

VMS Types: Select the desired third-party VMS type for compatibility.

8.3 Storage

8.3.1 Storage Management

Milesight -Network Camera

| sD card Encryption
Encryption Status  Unencrypted
Authentication Status -
Password+

Confirm Password*

| NAS

No. Server Address.

> Download Plugin @ English v & admin v

% Media > Storage Management Record Settings. Snapshot Settings Explorer
@ Network > | spcard
| & Storage 227.48G/227.48G
Event > | FileSystem EXT4
@ System > Remove | | Format

Directory Mounting Type  Total Free User Name status Encryption Status Operation

No Data
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* Insert the SD card into the SD card slot of the device. After that, it will be automatically
detected , and the detailed information of the SD card will be displayed on the SD Card
bar.

. R :
* In the SD card bar, you can click on """ o remove the SD card or click on

o to format the SD card and clear all files on it. It supports two file system
formats including EXT4 and FAT32, and EXT4 is recommended to prevent data
loss during card ejection or power failure, while FAT32 offers better compatibility for
Operating systems.

SD Card Formatting

Please select the SD card formatting type:

O EXT4 FAT32

EXT4is recommended to prevent data loss during card ejection or power failure.
while FAT32 offers betier compatibiity for Operating systems.

Table 36. Description of the buttons

Parameters Function Introduction

Format: Format SD card, the files in SD card will be removed.

Remove: Remove SD card.

Encryption Status: Show the encryption status of the SD card, including
SD Card Encrypted and Unencrypted.

Authentication Status: Display the authentication status.

Password/ Confirm Password: Enter the password to lock you SD card.




Network Camera User Manual | 8 - Settings | 83

Parameters Function Introduction

The network disk should be available within the network and properly
configured to store the recorded files, etc.

NAS (Network-Attached Storage), connecting the storage devices to the
existing network, provides data and files services.

A B

Server Address+
Directory*

Mounting Type ~ NFS

NAS

Server Address: IP address of NAS server.
Directory: Input the NAS directory, e.g. “\path”.

Mounting Type: NFS and SMB/CIFS are available. And you can set the user
name and password to guarantee the security if SMB/CIFS is selected.

|5 Note:

» Up to 5 NAS disks can be connected to the camera.

« For more details about how to use NAS on Milesight Network
Camera, please refer to https://milesight.freshdesk.com/a/solutions/
articles/69000797902.

8.3.2 Record Settings


https://milesight.freshdesk.com/a/solutions/articles/69000797902
https://milesight.freshdesk.com/a/solutions/articles/69000797902
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Milesight -Network Camera

Snapshot Setlings

| Primary stream

Primary Stream

Secondary Stream

Explorer

(Please enable the corresponding stream video.)

& English «

n Media > Storage Management

@ @ Network ~
| storage Settings
Basic

O] Advanced Enable Recycle Storage
& | Stream Type

Event > Prerecord

& P12 | schedule settings.

® System >

[

Table 37. Description of the buttons

& admin v

Parameters

Function Introduction

Enable Recycle
Storage

Enable/Disable Recycle Storage, if you enable this option, it will delete the files when the free

disk space reaches a certain value.

Stream Type

Select the Stream type, including Primary Stream and Secondary Stream.

|5/ Note: please enable the corresponding stream video.

Pre Second

Reserve the record time before alarm, 0~10 sec.

Schedule Settings

Edit record schedule as needed. Intuitive scheduling by drawing the time bar directly.

| schedule Settings

Sun.

Maon.
Tue.

Wed.
Thu

Fri.

Sat.

o
[17]
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Parameters Function Introduction
Copy To...
Mon Tue Copy the schedule area to another date.
S wee The "All" button is handy t today’s schedule to all d
% mgsa e utton is handy to copy today’s schedule to all days.
Schedule Settings m
Select Al Select all schedule.
Clear All Clear all schedule.

m Save the configurations.

Note: SD Card or NAS are available.

8.3.3 Snapshot Settings

I‘filesighl’ -Network Camera @ English v

& admin v
5 Media > | storageManagement  Record Seftings  Snapshot Sefings  Explorer
@ @ Network >
| snapshot settings
® | Enable Timing Snapshot
Event > Interval 1 n
é” [® System > Save to storage Please mount storage device.

Upload Via FTP
Upload Via Email

HTTP Post

| schedule settings.

Pz 4 & 5 T R -
sun.

Mon

Tue.

Wed.

Thu

Fii

Sat.

ect Al Clear Al
=3

Table 38. Description of the buttons
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Parameters

Function Introduction

Snapshot Settings

Enable Timing Snapshot: Check the checkbox to enable the Timing Snapshot function

Interval: Set the snapshots interval, input the number and choose the unit(millisecond, second,
minute, hour, day).

Save to Storage: Save the shapshots into SD card or NAS, and choose the file name to add
time suffix or overwrite the base file name.

Save Into NAS: Save the snapshots into NAS, and choose the file name to add time suffix or
overwrite the base file name.

Upload Via FTP: Upload the snapshots via FTP.
Upload Via Email: Upload the snapshots via Email.

|5 Note: If you choose to add time suffix, every snapshot picture will be saved, but if you
choose to overwrite the base file name, only one latest picture will be saved. When you choose
add overwrite the base file name to SD Card or NAS, it will create a file named “Snapshot” to
place the snapshot.

HTTP Post: Upload the snapshots via HTTP Post. Support uploading the snapshots to
specified HTTP URL.

Schedule Settings

Edit record schedule as needed. Intuitive scheduling by drawing the time bar directly.

| schedule settings

0 Z 4 B i 0

Fa
=
@

20 2 24

Sun.

Mon.

Tue.

Wed.

Thu.

Fri.

Sat.

4]

1]

o
I

Tue Copy the schedule area to another date.

The "All" button is handy to copy today’s schedule to all days.

Schedule Settings

CLA Select all schedule.
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Parameters

Function Introduction

Schedule Settings

T laar A
Clear All

Clear all schedule.

Save the configurations.

8.3.4 Explorer

Files will be seen on this page when they are configured to save into SD card or NAS. You
can set time schedule every day for recording videos and save video files to your desired

location.

|5 Note:

1. Files are visible once SD card is inserted. Don't insert or pull out SD card when power

on

2. A red icon will appear under the corresponding date when there is a recording or
snapshot exists for that day, allowing you to swiftly discern which dates possess files.

2026/0113

&<

Sun

Mon

00:00:00

2026 January

Tue

Wed Thu

1

T !

14 15

21 22

28 29

23

30

24

31

OK

Video files are arranged by date. Set file type and start/end time to search out files.
Each day files will be displayed under the corresponding date, from here you can
copy and delete files etc. You can visit the files in SD card by ftp, for example, ftp://
username:password@192.168.5.190(user name and password are the same as the
camera account and the IP followed is the IP of your device.).
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Milesight -Network Camera £ Download Plugin @ English v admin v

& Media > Storage Management Record Settings. Snapshot Settings.

[ & Netvorc >
| Main Type Record Sub Type All Start Time ‘ 2024/11/14 00:00:00 End Time 2024/11/14 23:59:59 |
‘ 2024111114 00:00:00
>
Event 120241114115249.mp4 2024-11-14 11:52:49 Timing 597.32K
@ «« 2024 November >»
& System © 120241114115250.mp4 2024-11-14 11:52:50 Timing 24921M
. S Mon Tue wes T i sat

System Setting 120241114120105.mp4 2024-11-14 12:01:05 Timing 249.72M

securty 120241114120920.mp4 20244114 12:08:20 12 Timing 249.70M

Logs 120241114121733.mp4 2024-11-14 12:17:33 3 4 5 6 Timing 249.72M

Maintenance 120241114122548 mp4 2024-11-14 12:25:48 10 1" 12 13 Timing 249.71M
120241114123400.mpa 2024-11-14 12:34:00 w18 w Timing 249.72M

120241114124213.mp4 2024-11-14 12:42:13 i 2% 2% 27 2 2 30 Timing 249.74M

120241114125025 mp4 2024-11-14 12:50:25 Timing 249.71M

120241114125837. mp4 2024-11-14 12:58:37 Timing 249.73M

120241114130702.mp4 2024-11-14 13.07:02 Now | oK Timing 241.56M

220241114131507. mp4. 2024-11-14 13:15:07 2024-11-14 13:15:10 Alarm 171M

120241114131511.mp4 2024-11-1413:15:11 2024-11-14 13:15:22 Timing 578M

120244114131522.mpd 20244114 13:45:22 20244114 132534 Timing 25.72M

120241114132334 mp4 2024-11-14 13:23:34 2024-11-14 13:31:46 Timing 249.39M

120241114133146. mp4 2024-11-14 13:31:46 2024-11-14 13:40:02 Timing 249.72M

120241114134002 mp4 2024-11-14 13:40:02 2024-11-14 13:48:14 Timing 249.70M

Total 7t 30jpage H: : > o1

8.4 Event

Milesight event provides advanced, accurate smart video analytics for Milesight network
cameras. It enhances the performance of network cameras through basic events and VCA
events, enabling a comprehensive surveillance system and quicker response of cameras to
different monitoring scenes.

|=) Note:

Milesight -Network Camera £ Download Plugin @ English v admin v
% Media >

W & Nework >
& Storage r_aj
Event ~ (St

& =T TS
| h h Face Capture
Basic Event

Face Capture

System >

2]
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8.4.1 Basic Event

8.4.1.1 Motion Detection

Milesight -Network Camera £ Download Plugin @ Englishv & admin v

& Media > Votion Defection  AudioAlarm  Tamper Defection  Extemalinput  ExtemalOutput  WamingLight  Exception

3]

@ Network >
Enable Detection

S Storage
Mode © Normal Mode Region Mode

Event ~
Enable Al Advance Detection

% ©

Al Application Options

Detection Object Human  +1

VCAEvent Enable Motion Analysis 0]

Object Counting

Heat Map Basic Settings 5

One-Click Disarm Schedule Settings ’

@ System >
= 4 ‘Alarm Action >

|5 Note: For details about how to configure Motion Detection, see https://
milesight.freshdesk.com/a/solutions/articles/69000643423.

Configuration steps are shown as follows:

Stepl: Choose Settings > Event > Basic Event > Motion Detection.

Step2: Check the check box to enable the function.

Step3: Select the detection mode. Normal Mode and Region Mode are available.

Note: When you enable this function, the camera supports detection based on
human and vehicle targets, significantly reducing false alarms caused by environmental
movements such as insects, mosquitoes, dogs, cats, and other small animals. It is

also compatible with third-party systems via ONVIF and Metadata, enabling seamless
integration.

|5 Note: If Al Advanced Motion Detection is enabled, the attributes of Face Detection
cannot be used.

Note: Al Advanced Motion Detection cannot be used simultaneously with Face
Capture.


https://milesight.freshdesk.com/a/solutions/articles/69000643423
https://milesight.freshdesk.com/a/solutions/articles/69000643423
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Step4: Check the check box to enable the motion analysis.

Step5: Set a motion region.

Table 39. Description of the buttons

Parameters

Function Introduction

Enable Detection

Check the checkbox to enable the motion detection function.

Enable Al Advance Detection

Check this checkbox to enable Al-advanced detection for human and vehicle
targets.

Detection Object

Select the Human or Vehicle options, the camera will trigger an alarm when it
detects a person or a vehicle.

Detection Mode

Normal Mode and Mode are available for the option. When Mode is selected,
you can configure up to 4 detection regions and sensitivity for each detection
region.

Enable Motion Analysis

When Motion Analysis is enabled, the moving region will turn yellow so that the
user can know exactly where the motion occurred.

|) Note: Only support when HTTP is selected in Live View.

Click it to select the whole area.

Click it to clear the selected areas.

Zoom in and Draw

Click it to draw more precise detection regions in the pop-up window.

Click it to save the configurations.

[Basic Settings]
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Enable Detection
Mode © Normal Mode Region Mode

Enable Al Advance Detection

Detection Object Human x  +1
Enable Motion Analysis @
Sensitivity 5 —)

Onvif Motion ActiveCells Settings Mormal

Schedule Settings >

Alarm Action >

Save

Table 40. Description of the buttons

Parameters Function Introduction
Sensitivity Sensitivity level: 1~10.
Onvif Motion Normal and Compatible are available for the option. If the setting of motion region
ActiveCells Settings of the third-party software is different from ours, select Compatible here.

[Schedule Settings]

Step6: Set a motion detection schedule.

Basic Settings >

Schedule Settings b

o 2 4 ] g o 12 14 16 18 20 2 24

sun.

Tue.
Wed.
Thu.
Fri.
Sat.

Select All Clear All

Alarm Action bl

Save

Table 41. Parameter Description
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Parameter Function Introduction
Copy To...

on Tue Copy the schedule area to another date.

Wed. [ Thu The All button is handy to copy today’s schedule to all days.

Fri Sat

Select all schedules.

Clear all schedules.

[Alarm Action]

Step7: Set an alarm action.

Basic Settings

Schedule Settings »
Record >
Snapshot >
External Output }

Play Audio (Please enable the Audio Speaker.)

Alarm to SIP Phone (Flease open the SIF)

HTTP Notification ?

Warning Light p

Save

Table 42. Description of the buttons

Parameters

Function Introduction

Record

Duration: Selected the duration time of alarm. 5s/10s/15s/20s/25s/30s are
available.

Linkage: Save alarm recording files into SD Card or NAS or upload the recording
files via FTP.
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Parameters Function Introduction

Number: The number of snapshot, 1~5 are available.

Interval: This cannot be edited unless you choose more than 1 to Snapshot.
Snapshot

Linkage: Save alarm recording files into an SD card or NAS, upload the recording
files via FTP, and send an alarm email.

If the camera equips with external outputs, you can enable the action after

configuring the trigger duration.
External Output guring 99

Action Time: Customize, 10 s, 30 s, 1 min., 5 min., and Constant are available.

Auto/10 seconds/30 seconds/1 minute/5 minutes/10 minutes are available.
Play Audio
Note: Enable the Audio Speaker first.

=

Alarm to SIP Phone Support to call the SIP phone after enabling the SIP function.

Support to push the alarm news to specified HTTP URL.

= Note:
| S

HTTP Notification

» Three HTTP notifications at most can be added to the same event.
« HTTP Notification supports Basic & Digest authentication.

When an alarm is triggered, the warning light (page 97) will turn on to alert the
detected object.

Warning Light

8.4.1.2 Audio Alarm
Check the checkbox to enable the audio alarm function.

Note: Enable the Audio Mic before using Audio Alarm function.

L=
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Milesight -Network Camera £ Download Plugin @ Englishv & admin v
& Media > Motion Detection Audio Alarm Tamper Detection External Input Extemal Output Waming Light Exception
@ @ Network >
Enable Audio Alarm
&2 Storage
o -
Event ~
‘Alarm Threshold 3 (o3
Al Application Options
| Audio Sample Value 8 (o)
'VCA Event
Schedule Settings b
Object Counting
Heat Map Alarm Action >
One-Click Disarm
& System >
[Basic Settings]
Table 43. Description of the buttons
Parameters Function Introduction

Audio Alarm will be triggered when the thresholds reaches to a certain

Alarm Threshold value from 0 to 100.

Audio Sample Value The current value of the audio sample.

[Schedule Settings]

For details about Schedule Settings, see Motion Detection (page 92).

[Alarm Action]

For details about Alarm Action, see Motion Detection (page 92).

Tamper Detection

Tamper Detection is used to detect possible tampering like the camera being obstructed
or moved. This functionality alerts security staff immediately when any above-mentioned
actions occur.
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Milesight -Network Camera £ Download Plugin @ Englishv & admin v
& Media > Motion Detection Audio Alarm External Input Extemal Output Waming Light Exception
[ & Netvorc >
Enable Detection
® 8 Storage
Basic Settings >
Event ~
@ Schedule Settings >
Al Application Options

| Basic Even Alarm Action s

VCAEvent

Heat Map

One-Click Disarm

® System >

Settings steps are shown as follows:
Stepl: Choose Settings > Event > Basic Event > Tamper Detection.

Step2: Enable Tamper Detection.

Enable Detection

Basic Settings ]
Schedule Settings >
Alarm Action >

[Schedule Settings]

Step3: Set a detection schedule.

|=) Note: For details about Schedule Settings, see Motion Detection (page 92).
[Alarm Action]
Step4: Set an alarm action.

|=) Note:

» For details about Alarm Action, seeMotion Detection (page 92).
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« If you enable External Output and choose Constant External Output Action Time,
when possible tampering is detected, the alarm time will be always constant till the
alarm is released.

» The algorithm supports defocus detection in the Tamper Detection function.

8.4.1.4 External Input

Milesight -Network Camera £ Download Plugin @ Englishv & admin v

& Media > | MotionDetection  AudioAlarm  Tamper Defection  External Inpu Extemnal Output ~ WamingLight ~ Exception

I

@ Network >
Enable External Input
8 Storage
Schedule Settings >
Event ~

Alarm Action >

% ©

Al Application Options
VCAEvent
Object Counting
Heat Map

One-Click Disarm

® System >

For details about External Input, see Table 3 (page 92).

8.4.1.5 External Output



Network Camera User Manual | 8 - Settings | 97

Milesight -Network Camera £ Download Plugin @ Englishv & admin v
& Media > Motion Detection Audio Alarm Tamper Detection External Input Extemal Outpu Waming Light Exception
Al o oo >

| Normal status Settings

8 Storage

@ External Output Open @ Grounded
Event ~
Current Status Grounded
é% Al Appiication Options
| | Manual External Output
VCAEvent
Manual Output Start
Object Counting
Heat Map External Output Action Time  Manual Control
One-Click Disarm m

® System >

[Normal Status Settings]

Set the normal status first, when the Current Status is different with Normal Status, an
alarm will be triggered.

[Manual External Output]

You can set the manual external output.

Table 44. Description of the buttons

Parameter Function Introduction
Manual Output Click it to start or stop manual external output.
External Output Action Time Manual Control, Customize, 10 s, 1 min., 5 min., and 10 min. are available.

8.4.1.6 Warning Light
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Milesight -Network Camera £ Download Plugin @ Englishv & admin v

& Media > Motion Detection Audio Alarm Tamper Detection Waming Light Exception

3]

@ Network >
| wamning Light
S Storage
Warning Mode RedBlueLight Twinkie

Event ~
Twinkle Frequency  Medium

% ©

Al Application Options

VCAEvent
Object Counting
Heat Map

One-Click Disarm

® System >

Warning Light function is designed to set the type of warning light in Action settings,
enabling a variety of light effects options.

Table 45.

Parameters Function Introduction

Configure the warning light behavior when an action is triggered. Available options

Warning Mode include RedBlue Light Twinkle, Red Light Twinkle, and Blue Light Twinkle.

Set the flashing frequency of the warning light. Options include High, Medium, and

Twinkle Frequency Low

m Save the configuration.
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8.4.1.7 Exception

Milesight -Network Camera £ Download Plugin @ Engishv & admin v

&, Media > Motion Detection Audio Alarm Tamper Detection External Input Extemal Output ‘Waming Light

&

@ Network >
| Alarm Type  Network Disconnected

8 Storage
Enable

Event ~

| Alarm Action

% ©

Al Application Options

| Record
VCAEvent
Snapshot
Object Counting

External Output
Heat Map

One-Click Disarm Play Audio

& Sy |

Table 46. Description of the buttons

Parameters Function Introduction

Network Disconnected, IP Address Conflicted, Record Failed, SD Card Full, SD
Card Uninitialized, SD Card Error, and No SD Card are available.

Alarm Type When Record Failed is selected, Repeat alarm can be enabled. You can enter the
Repeat Alarm interval from 3 to 60(s).

Check the checkbox to enable the alarm type you selected.

Alarm Action For more details, see Table 3 (page 92).

8.4.2 VCA Event

Smart Event uses VCA (Video Content Analysis) technology, which provides advanced,
accurate smart video analysis for Milesight network cameras. Powered by Al chip,the new
generation video analytics is capable of recognizing vast attributes of human, vehicle, and
object pattern recognition models. As vehicle and human related events are very important
in security monitoring, the filtering is supported to better optimize the efficiency.

|5 Note:

* VCA Event can identify five vehicle types: Bus, Car, Truck, E-scooter, and Bicycle.
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« For more details about how to use set VCA solution, please refer to https://
milesight.freshdesk.com/a/solutions/articles/69000643371.

» For more details about the Milesight Al Video Content Analysis information, please
refer to https://resource.milesight.com/milesight/security/document/a-milesight-
technology-moment/a-milesight-technology-moment-milesight-vca.pdf

8.4.2.1 Intrusion Detection

Intrusion detection is used to protect a specific area from potential threats of intrusion by
suspicious people or other objects. Whether it is an intrusion from outside the region or a
sudden appearance within the region, an alarm action will be triggered.

Milesight -Network Camera £ Download Plugin @ English v

&, Media > ntrusion Detection Region Entrance Region Exiting ‘Advanced Motion Detection Line Crossing Loitering Object Left/Removed

3]

@ Network >
Detection Settings >
8 Storage
General Settings
Event ~
Schedule Settings
Al Application Options

% ©

Alarm Action

Settings steps are shown as follows:

[Detection Settings]

Note: General Settings will take effect in all detection regions/lines!
Stepl: Choose Settings > Event > VCA Event > Intrusion Detection.
Step2: Select a detection region and enable intrusion detection.

Draw a detection area on the live view. Alternatively, you can click Zoom in and Draw to
draw more precise detection areas.

Step2: 8.4.2.1 Intrusion Detection (page 100)Choose a detection object. Check Human
or Vehicle attribute. An alarm will be triggered once detecting objects.
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Detection Settings ~

Region | 1 ‘ 2 3 4

Enable Detection

Detection Object | Human x  +1

Note: Please draw Human esl

) Vehicle
General Settings

Schedule Settings

Alarm Action

[General Settings]

Step4: Set detecting sensitivity and object size limits, and set the trigger mode with
General Mode or Bottom Mode.

General Settings b4

Min. Intrusion Duration g © s(0~10)

Sensitivity 5 —)
Trigger Mode Bottom Mode
| object size Filter

Edit

MNote: Please draw on the video to set Detection Regions/Lines!

Schedule Settings

Alarm Action

Save

Table 48. Description of the buttons

Parameters

Function Introduction

Min. Intrusion Duration

Minimum time that a target must remain in the detection zone before the camera
triggers an intrusion alarm. Set the triggering interval for intrusion.

Sensitivity

Level 1~10 are available, the default level is 5. The higher the sensitivity, the easier
it is for moving objects to be recorded in the results.
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Parameters

Function Introduction

Trigger Mode

Set the desired mode of the trigger logic including General Mode and Bottom Mode.

General Mode: The alarm is triggered when the object's body roughly enters the
detection area.

Bottom Mode: the alarm will be triggered as soon as the bottom of the object enters
the detection area. Suitable for scenarios that require sensitivity to intrusion status/
bottom detection preference.

Min. Size

Draw on the screen to set the maximum size of the detected object. Objects larger
than this size will not be detected. The default maximum size is 320x240.

Max. Size

Draw the screen to set the maximum size of the detected object. When the object is
larger than this size, it will not be detected. The default maximum size is 320*240.

[Schedule Settings]

Stepb5: Set a detection schedule.

Detection Settings >
General Settings >
Schedule Settings ~
o 2 4 6 B 10 12 14 16 18 20 2 24

Sun.

Mon.

Tue

Wed.

Thu

Fri.

Sat

Select All Clear All
Alarm Action >

|=) Note: For details about Schedule Settings, see Motion Detection (page 92).

[Alarm Action]

Step6: Set an alarm action.
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Detection Settings >

General Settings 3

Schedule Settings 3
Record >
Snapshot ]
Play Audio »

Alarm to SIP Phone (Plzase open the SIF)
HTTP Netification ¥

Warning Light >

|5) Note: For details about Alarm Action, see Motion Detection (page 92).

8.4.2.2 Region Entrance

Region entrance helps to protect a special area from potential threat of suspicious person’s
or object’s entrance. An alarm will be triggered when objects enter the selected regions by
enabling region entrance.

Milesight -Network Camera £ Download Plugin @ English~ & admin v

& Media > | Intrusion Detection  Region Entrance  Region Exiting  Advanced Motion Detection  Line Crossing Loftering ~ Object Left/Removed
@ @ Network >
Detection Settings >
8 Storage
® Generasetings >
Event ~
Schedule Settings >
Al Application Options
s EED Alarm Action >
| e =]

Object Counting

Heat Map

One-Click Disarm Clear Zoom in and Draw

® System >

Settings steps are shown as follows:

[Detection Settings]
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Stepl: Choose Settings > Event > VCA Event > Region Entrance.
Stepl: Select a detection region and enable Region Entrance.

Draw a detection area on the live view. Alternatively, you can click Zoom in and Draw to
draw more precise detection areas.

Step2: Choose a detection object. Check Human or Vehicle attribute. An alarm will be
triggered once detecting objects.

Detection Settings ~

Region | 1 ‘ 2 3 4

Enable Detection

Detection Object [Humanx +1

MNote: Please draw Human esl
) Vehicle
General Settings »
Schedule Settings »
Alarm Action )

Save

[General Settings]

Step3: Set detecting sensitivity, choose Trigger Mode and object size limits.

Detection Settings )
General Settings ~
General Settings ~
Sensitivity 5 —)
Sensitivity 5 —C)
Trigger Mode General Mode
Trigger Mode [ Bottom Mode ]

| object size Filter
| Object size Filter  General Mode

Finish Bottom Mode
Edit

Min. Size @ Max. Size

Note: Please draw on the video to set Detection Regions/Lines! ) _ ) )
Note: Please draw on the video to set Detection Regions/Lines!

Schedule Settings >
Schedule Settings >

Alarm Action ¥
Alarm Action b

Save
Save

Table 49. Description of the buttons
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Parameters Function Introduction

Level 1~10 are available, the default level is 5. The higher the sensitivity, the easier

Sensitivity it is for moving objects to be recorded in the results.

Set the desired mode of the trigger logic including General Mode and Bottom Mode.

General Mode: The alarm is triggered when the object's body roughly enters the

. detection area.
Trigger Mode

Bottom Mode: the alarm will be triggered as soon as the bottom of the object enters
the detection area. Suitable for scenarios that require sensitivity to intrusion status/
bottom detection preference.

Draw on the screen to set the minimum size of the detected object. Objects smaller

Min. Size than this size will not be detected. The default minimum size is 3x3.

Draw on the screen to set the maximum size of the detected object. Objects larger

Max. Size S . -
than this size will not be detected. The default maximum size is 320x240.

[Schedule Settings]

Step4: Set a detection schedule.

Detection Settings >

General Settings >

Schedule Settings ~

p 2 4 6 i 10 12 14 16 18 20 22 24
sun
Mon.
Tue
Wed.
Thu
Fri.

Sat.

Alarm Action >

|5) Note: This part is the same as the regular schedule settings. You can refer to Motion
Detection (page 92).

[Alarm Action]

Step5: Set an alarm action.
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Detection Settings »

General Settings ¥

Schedule Settings >
Record >
Snapshot »
External Output 3

Play Audio (Flease enable the Audio Speaker.)
Alarm to SIP Phone (Please open the SIF)
HTTP Notification »

Warning Light 3

Save

|5 Note: This part is the same as the regular alarm settings. You can refer to Motion
Detection (page 92).

8.4.2.3 Region Exiting

Region exiting is to make sure that any person or object won't exit the area that is being
monitored. Any exit of people or objects will trigger an alarm.

Milesight -Network Camera £ DownloadPlugin @ English~ & admin v

&, Media > Intrusion Detection Region Entrance Region Exiting ‘Advanced Motion Detection Line Crossing Loitering Object Left/Removed
@ @ Network >
Detection Settings >
S Storage
® Genera setings >
Event ~
® Schedule Settings >
Al Application Options
Alarm Action >

Basic Event

VCAEvent

Object Counting

Heat Map

One-Click Disarm Clear Zoom in and Draw

& System >

Settings steps are shown as follows:
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[Detection Settings]

|=) Note: General Settings will take effect in all detection regions/lines!
Stepl: Choose Settings > Event > VCA Event > Region EXxiting.
Stepl: Select a detection region and enable Region Exiting.

Draw a detection area on the live view. Alternatively, you can click Zoom in and Draw to
draw more precise detection areas.

Step2: Choose a detection object. Check Human or Vehicle attribute. An alarm will be
triggered once detecting objects.

Detection Settings -

Region | 1 ‘ 2 3 4

Enable Detection

Detection Object | Human x  +1

Note: Please draw Human esl
) Vehicle
General Settings >
Schedule Settings ¥
Alarm Action ]

[General Settings]

Step4: Set detecting sensitivity and object size limits, and set the trigger mode with
General Mode or Bottom Mode.
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General Settings -

Min. Intrusion Duration 0 Q s(0~10)
Sensitivity 5 —)
Trigger Mode Bottom Mode

| object size Filter

Edit

Mote: Please draw on the video to set Detection Regions/Lines!
Schedule Settings >
Alarm Action >

Table 50. Description of the buttons

Parameters Function Introduction

Level 1~10 are available, the default level is 5. The higher the sensitivity, the

Sensitivity easier it is for moving objects to be recorded in the results.

Set the desired mode of the trigger logic including General Mode and Bottom
Mode.

General Mode: The alarm is triggered when the object's body roughly enters the
Trigger Mode detection area.

Bottom Mode: the alarm will be triggered as soon as the bottom of the object
enters the detection area. Suitable for scenarios that require sensitivity to intrusion
status/bottom detection preference.

Min. Size Draw the screen to set the minimum size of the detected object. When the object
is smaller than this size, it will not be detected. The default minimum size is 3*3.

] Draw the screen to set the maximum size of the detected object. When the
Max. Size object is larger than this size, it will not be detected. The default maximum size is
320*240.

[Schedule Settings]

Step4: Set a detection schedule.
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Detection Settings >

General Settings >

Schedule Settings

Tue.
Wed.
Thu.
Fri.

Sat.

| SelectAll || ClearAll

Alarm Action »

Save

|=) Note: This part is the same as the regular schedule settings. You can refer to Motion
Detection (page 92).

[Alarm Action]

Step6: Set an alarm action.

Detection Settings »

General Settings ¥

Schedule Settings >
Record 3
Snapshot »
External Output >

Play Audio (Flease enable the Audio Speaker.)
Alarm to SIP Phone (Flease open the SIF)
HTTP Motification >

Warning Light 3

Save
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|5/ Note: This part is the same as the regular alarm settings. You can refer to Motion
Detection (page 92).

8.4.2.4 Advanced Motion Detection

Different from traditional motion detection, advanced motion detection can filter out “noise”
such as lighting changes, natural tree movements, etc. When an object moves in the
selected area, it will trigger alarm.

Milesight -Network Camera £ Download Plugin @ Englishv & admin v

&, Media > Intrusion Detection Region Entrance Region Exiting Advanced Motion Detection Line Crossing Loitering Object Left/Removed

3]

@ Network >
Detection Settings >
8 Storage
General Settings >

Event ~
Schedule Settings >

% ©

Al Application Options

Basic Event Alarm Action 5

Object Counting

Heat Map

One-Click Disarm Zoom in and Drav

® System >

Settings steps are shown as follows:

Stepl: Choose Settings > Event > VCA Event > Advanced Motion Detection.
Normal mode is effective for all detection areas.

Step2: Select Detection Region and enable advanced motion detection.

Draw a detection area by clicking on the live view. Alternatively, you can click the ‘Zoom
in and Draw' button to activate a full-screen pop-up window, allowing you to draw more
accurate detection areas.

Step3: Enable region entrance detection. And choose detection object. Check Human or
Vehicle attribute. An alarm will be triggered once detecting objects.
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Detection Settings ~

Region | 1 ‘ 2 3 4

Enable Detection

Detection Object | Human x  +1

Note: Please draw Human esl
) Vehicle
General Settings ¥
Schedule Settings »
Alarm Action »

[Detection Settings]

Table 51. Parameter Description

Parameter Description
Region You can set up to four regions.
Enable Detection Check the checkbox to enable the function.

Select the Human or Vehicle options, the camera will

Detection Object A ' X
trigger an alarm when it detects a person or a vehicle.

[General Settings]

Step4: Set Ignore Short-Lived Motion time. If you set the time, when the moving duration of
an object is within the setting time, the alarm will not be triggered.

Stepb5: Set detecting sensitivity and object size limits.
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General Settings ~

lgnore Short-Lived Motion Off

Sensitivity

Trigger Mode

General Mode

| Object size Filter

Edit

Note: Please draw on the video to set Detection Regions/Lines!

Schedule Settings »

Alarm Action

Table 52. Description of the buttons

Parameters

Function Introduction

Ignore Short-Lived Motion

The alarm will not be triggered when the moving duration of an object is within the
setting time. Off/1s/2s/3s/4s/5s are available.

@ Note: Ignore Short-Lived Motion time is to avoid false alarm caused by
instant object movement within time setting.

Sensitivity

Level 1~10 are available, the default level is 5. The higher the sensitivity, the
easier it is for moving objects to be recorded in the results.

@ Note: The sensitivity can be configured to detect various movement
according to different requirements. When the level of sensitivity is low, slight
movement won't trigger the alarm.

Trigger Mode

Set the desired mode of the trigger logic including General Mode and Bottom
Mode.

General Mode: The alarm is triggered when the object's body roughly enters the
detection area.

Bottom Mode: the alarm will be triggered as soon as the bottom of the object
enters the detection area. Suitable for scenarios that require sensitivity to intrusion
status/bottom detection preference.

Draw the screen or input pixel number to set the minimum size of the detected

Min. Size object. When the object is smaller than this size, it will not be detected. The
default minimum size is 3*3.
Draw the screen or input pixel number to set the maximum size of the detected
Max. Size object. When the object is larger than this size, it will not be detected. The default

maximum size is 320*240.

[Schedule Settings]
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Set a detection schedule.

Note: This part is the same as the regular schedule settings. You can refer to Motion
Detection (page 92).

[Alarm Action]
Step7: Set an alarm action.

|=) Note:

* This part is the same as the regular alarm settings. You can refer to Motion Detection
(page 92).

« If you enable External Output and choose Constant External Output Action Time, when
object motion time is longer than the Ignore Short-Lived Motion time which you set in
the selected regions, External Output Action alarm time will be always constant till the
alarm is released.

8.4.2.5 Line Crossing

Line Crossing detection is designed to work in most indoor and outdoor environment. An
event will be triggered every time when the camera detects objects crossing a defined
virtual line.

Milesight -Network Camera £ DownloadPlugin @ English~ & admin v

&, Media > Intrusion Detection Region Entrance Region Exiting ‘Advanced Motion Detection Line Crossing Loitering Object Left/Removed

3]

@ Network >

8 Storage

®

Event

Basic Event

Object Counting
Heat Map

One-Click Disarm

@ System

Al Application Options

Detection Settings

General Settings

Schedule Settings

Alarm Action

Settings steps are shown as follows:
[Detection Settings]

Stepl: Choose Settings > Event > VCA Event > Line Crossing.
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Step2: Select a detection line, enable line crossing detection and define its direction.

Draw a detection area by clicking on the live view. Alternatively, you can click the 'Zoom
in and Draw' button to activate a full-screen pop-up window, allowing you to draw more
accurate detection lines.

|=) Note:

« Allows to set up to four lines at a time. There are three direction modes to choose for
triggering alarm. “A-->B” means when there is any object crossing the line from the “A”
side to the “B” side, the alarm will be triggered. “B-->A” vice versa. “A<--> B” means
that the alarm will be triggered when objects cross line from either side.

Step3: Choose a detection object. Check Human or Vehicle attribute. An alarm will be
triggered once detecting objects.

Detection Settings ~

Line |1| 2 3 4

Enable Detection

Direction A—=B

Detection Object | Humanx  +1

Note: Please draw on the video to set Detection Regions/Lines!

General Settings »
Schedule Settings »
Alarm Action »

[General Settings]

Step4: Set detecting sensitivity and object size limits.
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Detection Settings )
General Settings ~

General Settings ~
Sensitivity 5 —)

Sensitivity 5 —C)
Trigger Mode General Mode

Trigger Mode | Bottom Mode |

| object size Filter
| Object size Filter  General Mode

Finish Bottom Mode
Edit

Min. Size @ Max. Size

Note: Please draw on the video to set Detection Regions/Lines! ) _ o
Note: Please draw on the video to set Detection Regions/Lines!

Schedule Setftings >
Schedule Settings >

Alarm Action >
Alarm Action >

Save
Save

Table 53. Description of the buttons

Parameters Function Introduction

Level 1~10 are available. The default level is 5. The higher the sensitivity, the

Sensitivity easier it is for moving objects to be recorded in the results.

Set the desired mode of the trigger logic including General Mode and Bottom
Mode.

General Mode: The alarm is triggered when the object's body roughly enters the
Trigger Mode detection area.

Bottom Mode: the alarm will be triggered as soon as the bottom of the object
enters the detection area. Suitable for scenarios that require sensitivity to intrusion
status/bottom detection preference.

Min. Size Draw the screen to set the minimum size of the detected object. When the object
is smaller than this size, it will not be detected. The default minimum size is 3*3.

) Draw the screen to set the maximum size of the detected object. When the
Max. Size object is larger than this size, it will not be detected. The default maximum size is
320*240.

[Schedule Settings]

Step5: Set a detection schedule.



Network Camera User Manual | 8 - Settings | 116

Detection Settings >

General Settings >

Schedule Settings ~

p 2 4 6 8 10 12 14 16 18 20 2 24

Sun.

Mon.

Tue

Wed

Thu.

Fri.

Sat.

Clear All

%]
T
I}
=

Alarm Action »

|=) Note: This part is the same as the regular schedule settings. You can refer to Motion
Detection (page 92).

[Alarm Action]
Step6: Set an alarm action.

|=) Note:

* This part is the same as the regular alarm settings. You can refer to Motion Detection
(page 92).

« If you enable External Output and choose Constant External Output Action Time, when
objects cross a defined virtual line, External Output Action alarm time will be always
constant till the alarm is released

8.4.2.6 Loitering

When objects are loitering in a defined area for a specific period of time, it would trigger an
alarm.
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Milesight -Network Camera £ Download Plugin @ Englishv & admin v

& Media > | i

Region Exiting ~ Advanced Motion Detection Line Crossing Loitering Object LefyRemoved

3]

@ Network >
Detection Settings >
8 Storage

®

General Settings >
Event ~
Schedule Settings >
Al Application Options

Basic Event Alam Action 5

Object Counting

Heat Map

One-Click Disarm

® System >

Settings steps are shown as follows:

[Detection Settings]

|5) Note: General Settings will take effect in all detection regions/lines!
Stepl: Choose Settings > Event > VCA Event > Loitering.

Step2: Select a detection region and enable loitering detection.

Draw a detection area by clicking on the live view. Alternatively, you can click the 'Zoom
in and Draw' button to activate a full-screen pop-up window, allowing you to draw more
accurate detection areas.

Step3: Set Min. Loitering Time. After setting minimum loitering time from 3s to 1800s, any
objects loitering in the selected area over the minimum loitering time will trigger the alarm.
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Detection Settings ~
Region 2 3 4

Enable Detection
Min. Loitering Time T (3~1800)s
Detection Object Human Vehicle

Note: General Settings will take effect in all detection regions/lines!

General Settings >
Schedule Settings »
Alarm Action >

Save

Step4: Choose a detection object. Check Human or Vehicle attribute, and the camera will
alarm once detecting objects.

Detection Settings ~

Region | 1 | 2 3 4

Enable Detection

Min. Loitering Time 7 (3~1800)s

Detection Object Human x +1

Note: Please draw on the video to set Detection Regions/Lines!

General Settings »
Schedule Settings »
Alarm Action >

Save

Table 54.
Parameter Description
Line You can draw up to four lines.
Enable Detection Check the checkbox to enable the function.
Detection Object Select the Human or Vehicle options, the camera will
trigger an alarm when it detects a person or a vehicle.

[General Settings]
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Stepb5: Set object size limits.

General Setiings -

Trigger Mode | General Mode |

| object size Filter General Mode

it Bottom Mode
Note: Please draw on the video to set Detection Regions/Lines!
Schedule Settings )
Alarm Action >

Table 55. Description of the buttons

Parameters Function Introduction

Mode.

Trigger Mode detection area.

Set the desired mode of the trigger logic including General Mode and Bottom

General Mode: The alarm is triggered when the object's body roughly enters the

Bottom Mode: the alarm will be triggered as soon as the bottom of the object
enters the detection area. Suitable for scenarios that require sensitivity to intrusion
status/bottom detection preference.

Min. Size Draw the screen to set the minimum size of the detected object. When the object
is smaller than this size, it will not be detected. The default minimum size is 3*3.
Draw the screen to set the maximum size of the detected object. When the

Max. Size

object is larger than this size, it will not be detected. The default maximum size is
320%240.

[Schedule Settings]

Step6: Set a detection schedule.

|=) Note: This part is the same as the regular schedule settings. You can refer to Motion

Detection (page 92).

[Alarm Action]

Step7: Set an alarm action.

|=) Note:
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* This part is the same as the regular alarm settings. You can refer to Motion Detection
(page 92).

« If you enable External Output and choose Constant External Output Action Time, when
objects loiter in the selected regions, External Output Action alarm time will be always
constant till the alarm is released.

8.4.2.7 Object Left/Removed

Object Left can detect and prompt an alarm if an object is left in a pre-defined region.
Object Removed can detect and prompt an alarm if an object is removed from a pre-defined
region.

Milesight -Network Camera £ Download Plugin @ Englishv & admin v

&, Media > Intrusion Detection Region Entrance Region Exiting ‘Advanced Motion Detection Line Crossing Loitering Object Left/Removed

3]

@ Network >
Detection Settings >
8 Storage
General Settings >

Event ~
Schedule Settings >

% ©

Al Application Options

Basic Event Alarm Action >

Object Counting

Heat Map

One-Click Disarm Clear Zoom in and Drav

® System >

Settings steps are shown as follows:

[Detection Settings]

|5/ Note: General Settings will take effect in all detection regions/lines!
Stepl: Choose Settings > Event > VCA Event > Object Left/Removed.

Step2: Select a detection region and enable object left/removed detection (Or you can
enable both features at the same time).

Draw a detection area by clicking on the live view. Alternatively, you can click the Zoom
in and Draw button to activate a full-screen pop-up window, allowing you to draw more
accurate detection areas.
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Detection Settings ~

Region | 1 | 2 3 4

Enable Detection Enable Object Left Enable Object Removed

Note: Please draw on the video to set Detection Regions/Lines!

General Settings »
Schedule Settings H
Alarm Action )

[General Settings]

Step3: Set Min. time, detecting sensitivity and object size limits.

Detection Settings ]
Min. Time 20 (5~1800)s
Sensitivity 5 —

| object size Limits
Edit
- Pixels (1*1~320240)
- Pixels (1*1~320240)
Note: General Settings will take effect in all detection regions/lines!

Schedule Settings ]

Alarm Action b

Table 56. Description of the buttons

Parameters Function Introduction

After setting Min. time from 5s to 1800s, any objects are left in the selected area

Min. Time or removed from the selected area over the minimum time will trigger the alarm.

Level 1~10 are available, the default level is 5. The higher the sensitivity, the
easier it is for moving objects to be recorded in the results.

Sensitivity @ Note: The sensitivity can be configured to detect various movement
according to different requirements. When the level of sensitivity is low, slight
movement won't trigger the alarm.

Draw the screen or input pixel number to set the minimum size of the detected
Min. Size object. When the object is smaller than this size, it will not be detected. The
default minimum size is 3*3.
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Parameters Function Introduction

Draw the screen or input pixel number to set the maximum size of the detected
Max. Size object. When the object is larger than this size, it will not be detected. The default
maximum size is 320*240.

[Schedule Settings]
Step4: Set a detection schedule.

|5/ Note: This part is the same as the regular schedule settings. You can refer to Motion
Detection (page 92).

[Alarm Action]
Step5: Set an alarm action.

|5 Note:

* This part is the same as the regular alarm settings. You can refer to Motion Detection

(page 92).

« If you enable External Output and choose Constant External Output Action Time, when
an object is left/removed from the selected regions, External Output Action alarm time
will be always constant till the alarm is released.

8.4.3 Object Counting

8.4.3.1 Object Counting

Object counting is able to count how many object enter or exit during the setting period.
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Milesight -Network Camera £ Download Plugin @ Englishv & admin v

& Media > Object Counting Regional People Counting Statistics Report
@ @ Network >
Line ‘ 1 ‘ 2 3 4
& Storage
® Enable Detection
Event ~
Direction B->A
Al Application Options
Basic Event Detection Object  Humanx  +1
VCAEvent
General Seifings >
Object Counting
Heat Map Schedule Settings >
LG Clear Zoom in and Drav Counting Infermation >
@ System >
Alarm Action >

Settings steps are as shown below:

Stepl: Choose Settings > Event > Al Application Options > Object Counting.

Step2: Select a detected region, up to 4 regions can be chosen.

Step3: Enable Object Counting.

Step4: Set a detection line and direction.

By clicking the 'Zoom in and Draw' button, you can activate a full-screen pop-up window to

draw more accurate detection lines or areas.

Stepb5: Select a detection object including human and vehicle.

Enable Detection

Direction B--=A

Detection Object ‘ Human & +1 |

General Setting Human I

Vehicle
Sensitivity )
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|=) Note:

« Crossing along the direction of the arrow will record as “In”, opposite is “Out”.
* Support up to 4 detection lines.

| B-—-=A |

[General Settings]

Step6: Set sensitivity and object size limits.

General Settings ~

Sensitivity 5 —0
Trigger Mode General Mode

| Object size Filter

dit

Note: Please draw on the video to set Detection Regions/Lines!
Schedule Settings )
Counting Information )
Alarm Action >

Table 57. Description of the buttons

Parameters Function Introduction

Set the desired mode of the trigger logic including General Mode and Bottom
Mode.

General Mode: The alarm is triggered when the object's body roughly enters the
Trigger Mode detection area.

Bottom Mode: the alarm will be triggered as soon as the bottom of the object
enters the detection area. Suitable for scenarios that require sensitivity to intrusion
status/bottom detection preference.

Level 1~10 are available, the default level is 5. The higher the sensitivity, the

Sensitivity easier it is for moving objects to be recorded in the results.
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Parameters Function Introduction
Min. Size Draw the screen to set the minimum size of the detected object. When the object
is smaller than this size, it will not be detected. The default minimum size is 3*3.
Draw the screen to set the maximum size of the detected object. When the
Max. Size

object is larger than this size, it will not be detected. The default maximum size is
320*240.

[Schedule Settings]

Set a detection schedule.

|5/ Note: This part is the same as the regular schedule settings. You can refer to Motion

Detection (page 92).

[Counting Information]

Step8: Set counting information.
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Counting Information ~

Count Type B A

In Out Sum Capacity

| Total Counting (i)

Show OSD

Font Size Small

Font Color [ ]
Text Position Top-Left

| single counting
Show Information

Manual Reset Reset

Reset the statistics report together?

Auto Reset
Day Everyday
Time 00:00:00
Alarm Action H

Save

Table 58. Description of the buttons

Parameters Function Introduction

Count Type Choose the information you want to display in Live Video.
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Parameters

Function Introduction

Total Counting

Set counting OSD.
@ Note: The Total Counting OSD configuration is linked in all detection lines.
Show OSD: Click to enable/disable the OSD shown.

Font Size: The font size of the OSD display.
Font Color: The font color of the OSD display.

Text Position: The text position of the OSD display.

Object Counting Regional People Counting Statistics Report

Counting Information -

Count Type [- B
In out Sum Capacity
| Total Gounting - (®
Show 0SD
Font Size Large
Clear Zoom in and Drav Font Color I ¢
Text Position Top-Left
| single Counting
Show Information
Manual Reset Rese!
Reset the statistics report together?
Auto Reset
Day Everyday
Time 00:00:00
Alarm Action >
B

Single Counting

Set Single Counting.

@ Note: The Total Counting OSD configuration is linked in all detection lines.
Show Information: Click it to show the information.

Manual Reset: Reset the counting of each single line. You can choose to reset
the statistics report together.

Auto Reset: It is used to automatically clear the single counting information.
Day: The day of Auto Reset.

Time: The time of Auto Reset.

[Alarm Action]

Step9: Set alarm trigger and alarm action.
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| Alarm Trigger Thresholds

‘ Total Counting | Single Counting

Human In Out
Capacity Sum
Wehicle In Out
Capacity Sum
| Alarm Action
Record »
Snapshot )
External Output »

Play Audio (Please enable the Audio Speaker )
Alarm to SIP Phone (Flease open the SIF)

HTTP Notification »

Table 59. Description of the buttons

Parameters Function Introduction

Alarm will be triggered when the thresholds reaches to a certain value from 1 to
9999. Total Counting and Single Counting are available. You can set the Alarm
Thresholds of In/Out/Capacity/Sum.

| Note:

« For Total Counting, the thresholds are the sum of the total number of 4
detection lines.
« For Single Counting, the threshold is for the selected detection line.

Alarm Trigger

This part is the same as the regular alarm settings. You can refer to Motion
Detection (page 92).

E Note:

» The alarm action is effective on 4 detection lines simultaneously.

« If you enable External Output and choose Constant External Output Action
Time, when the thresholds reach to a certain value you set, External Output
Action alarm time will be always constant till the alarm is released.

Alarm Action
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8.4.3.2 Regional People Counting

When enabling Regional People Counting, users can check the real-time number of people
and the time of each person's stay in the detection region.

Note:

* You can check the real-time number of people and the time of each person's stay in the
detection region on Live View interface.

Milesight -Network Camera £ DownloadPlugin @ Englishv & admin v

& Media > Object Counting Regional People Counting Statistics Report

&

@ Network >
Region

8 Storage

®

Enable Detection

Event ~

Basic Settings >

(C

Al Application Options

Basic Event Schedule Settings >

VCAEvent
Alarm Action >

Heat Map

One-Click Disarm Clear Zoom in and Drav

® System >

Settings steps are as shown below:

Stepl: Choose Settings > Event > Al Application Options > Object Counting >
Regional People Counting.

Step2: Select a detection region and enable regional people counting detection.

Region ‘ 1 | 2 3 4

Enable Detection

|=) Note: Support up to 4 detection regions.
[Basic Settings]

Step3: Set sensitivity and object size limits.
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Basic Settings -

| Basic

Trigger Mode

§ =—1©

General Mode

| Object size Filter

Schedule Settings

Alarm Action

Note: Please draw

on the video to set Detection Regions/Lines!

Table 60. Description of the buttons

Parameters

Function Introduction

Trigger Mode

Set the desired mode of the trigger logic including General Mode and Bottom
Mode.

General Mode: The alarm is triggered when the object's body roughly enters
the detection area. Bottom Mode: the alarm will be triggered as soon as the
bottom of the object enters the detection area. Suitable for scenarios that require
sensitivity to intrusion status/bottom detection preference.

Level 1~10 are available, the default level is 5. The higher the sensitivity, the

Sensitivity easier it is for moving objects to be recorded in the results.

Draw the screen or input pixel number to set the minimum size of the detected
Min. Size object. When the object is smaller than this size, it will not be detected. The

default minimum size is 3*3.

Draw the screen or input pixel number to set the maximum size of the detected
Max. Size object. When the object is larger than this size, it will not be detected. The default

maximum size is 320*240.

[Schedule Settings]

Step4: Set a detection schedule.

|=) Note: This part is the same as the regular schedule settings. You can refer to Motion

Detection (page 92).

[Alarm Action]

Step5: Set alarm trigger and alarm action.
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| Alarm Trigger

Thresholds Max. Stay 60
Min.Stay 1
Max Length of Stay =~ 30 5

| Alarm Action

Record ?
Snapshot H
External Output >

Play Audio (Please enable the Audio Speaker.)
Alarm to SIP Phone (Flease open the SIF)

HTTP Notification »

Table 61. Description of the buttons

Parameters Function Introduction

Alarm will be triggered when the Max./Min. Stay/Max. Length of Stay thresholds

reaches to the value.
Alarm Trigger

|) Note: The value must be in the range of 1 to 60.

This part is the same as the regular alarm settings. You can refer to Motion
Detection (page 92).

| Note:

» The alarm action is effective on 4 detection regions simultaneously.

« If you enable External Output and choose Constant External Output Action
Time, when the thresholds reach to a certain value you set, External Output
Action alarm time will be always constant till the alarm is released.

Alarm Action

8.4.3.3 Statistics Report

The results during the enabling period will be displayed on “Statistics Report” interface.



Network Camera User Manual | 8 - Settings | 132

Milesight -Network Camera £ Download Plugin @ English v

& Media > Object Counting Regional People Counting Statistics Report

Al o oo >
MainType  People Counting ReportType  Daly Report Statistics Type  In Start Time 2025-04-01 00:00:00 w
@ S Storage
Event ~
Line1 Line2  Line3  Lined
é% Al Appiication Options
Basic Event
/04/0100:00:00 ~ 2025/04/01 23:59:59 People Counting
VCAEvent A
Aol
Heat Map
& System >
04
=

Step 1: Select Main Type.

Step2: Select Report Type including Daily Report, Weekly Report, Monthly Report and
Annual Report.

Step3: For people counting, select Statistics Type including In, Out and Sum. For regional
people counting, select Length of Stay including All, More Then and Less Then and set the
time of more then/less then.

|5/ Note: For regional people counting, check the check box to search the report of regions
as needed.

Step4: Select Start Time, then click "Search" button, the camera will automatically count the
data for the day/ week/ month/ year (based on the report type selected by the user) from the
start time and generate the corresponding report.

Step5: Moreover, you can also click "Line Chart" or "Bar Chart" to switch display mode of
Statistics Report as shown below.

People Counting-Statistics Report (Line Chart)
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Object Counting

Regional People Counting

& Media
@ @ Network
® 8 Storage

Event

=

Al Application Options
Basic Event

VCAEvent

Heat Map

System

Main Type

Total

People Counting

Linet

Line2

Statis!

Report Type

Line3

Report

Daily Report
Lined
2
©
1 9 L
1 2 2 2

Statistics Type

Sum
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Start Time

2025-05-05 15:15:04

2025/05/05 15:00:00 ~ 2025/05/06 14:59:59 People Counting

People Counting-Statistics Report (Bar Chart)

Milesight -Network Camera

% © B

Regional People Counting-Statistics Report (Line

&

(<]

m

=

Media

Network

Storage

Event
Al Application Options
Basic Event

VCAEvent

Heat Map

System

Object Counting

Regional People Counting

Main Type  People Counting
Total Linet Line2
100
80

Statis!

Report Type

Line3

Report

Daily Report

Lined

Statistics Type

Sum

5 Download Plug-in

@ Engiish v

Aoal
4
-O- sum
in
out
&5
®sum 19
n o8
o 11
A
o a o ®
4 5 6 7 8 0 N 2 13 14
Export Auto Export
™ Download Plugin @ English v
Start Time 2025-05-05 15:15:04

2025/05/05 15:00:00 ~ 2025/05/06 14:59:59 People Counting

Chart)

£

Aol

- sum
In
out
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Milesight -Network Camera £ Download Plugin @ English v
& Media > Object Counting Regional People Counting Statistics Report
@ @ Network >
MainType | Regional People ¢ ReportType  Daly Report Lengthof Stay Al Start Time 2025-05-06 00:00:00 m
& Storage
® Region Al ®Regiont [Region2 [ Region3 [ Regiond
Event ~
@
& Al Application Options
EsEED 200:00 ~ 2025/05/06 23:59:59 Regional People Counting
Aol
VCAEvent 5 v
| -O- sum
Region1
Heat Map i
Region3
& System > 15 O Reg
Regiond.
1
0s
0
0 1 2 3 4 s 6 7 8 8 1 11 12 13 1a 15 16 17 18 19 2 21 22 23

Regional People Counting-Statistics Report (Bar Chart)

Milesight -Network Camera £ Download Plugin @ English v
&, Media > Object Counting Regional People Counting Statistics Report
[l & Network >
MainType ~ Regional People ( ReportType  Daily Report Length of Stay | All Start Time 2025-05-06 00:00:00
8 Storage
@ Region Al Region1 Region2 Region3 Region4
Event ~

@

Al Application Options

Basic Event :00:00 ~ 2025/05/06 23:59: jonal People Counting
A all
VCAEvent B A
| - sum
Regionl
Heat Map
Region2
& System > 15 0 Region3
2 Regiond
esm o
Region1 0
[~ Region2 0
1 ®Region3 0
Regiond 0
05
0
0 1 273 45 & 7 8 9 10 11 12 13 14 15 16 17 18 19 20 2 2 2

Vehicle Counting-Statistics Report (Line Char)
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(<]
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1z

Media

Network

Storage

Event
Al Application Options
Basic Event

VCAEvent

Heat Map

System
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Vehicle Counting-Statistics Report (Bar Chart)

Milesight -Network Camera

% © B

&

(<]

m

2]

Media

Network

Storage

Event
Al Application Options
Basic Event

VCAEvent

Heat Map

System

> Download Plugin @ English v admin v
Report Type  Daily Report Statistics Type ~ Sum Start Time 2025-05-0 m
Line3 Lined
2025/05/06 00:00:00 ~ 2025/05/06 23:59:59 Vehicle Counting
Aoal
-O- sum
in
out
LE o
o
°
4 5 6 7 8 9 0 1 2 3 a 8 19 20 21 2 2
= e
]
™ Download Plugin @ English v admin v

ReportType  Daily Report Statistics Type |~ Sum Start Time 202

Line3 Lined

2025/05/06 00:00:00 ~ 2025/05/06 23:59:59 Vehicle Counting

Step6: Click the Download button to download the screenshot of the statistical report chart.
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2022/04/14 00:00:00 ~ 2022/04/14 23:59:59 People Counting

-0 Sum
-O-In
Out.

Step7: Click "Export" button to pop up the Export window as shown below, and you can
choose File Format to export the report to local. For people counting Statistics Report, you
can check the check box to export the report of different lines as needed.

People Counting-Export, Vehicle Counting-Export

File Format Csv

Line All
Total Line1 Line2
Line3 Lined

Cancel

Regional People Counting-Export

File Format Ccsv

Cancel

Step8: Click "Auto Export" button to pop up the Statistics Report Settings as shown below.

People Counting-Auto Export
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Auto Export X

People Counting Regional People Counting Vehicle Counting
Enable

Line All
Total Line1 Line2
Line3 Lined

Day Everyday
Time 00:00:00
Export Time Range ~ Last 1 day

Export to FTP Email Storage

Save Cancel

» Check the check box to enable the auto export of people counting, then select the lines
as needed.

« Set Day. User can choose Everyday to export daily reports, while choosing others to
export reports on a specific day of the week;

Day [ Everyday ]
Length of Stay Everyday
Time Sunday
Monday
Export Time Range
Tuesday
Export to Wednesday
Thursday

ﬂ Friday

 Set Time. User can choose the time of day to export the Statistics Report automatically,
click the calendar icon to pop up the following Quick Selection;
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Time 03:03:03

L L") ()

Export Time Range

01 01 01
Export to 0z 02 02 age
03 03 03

04 04 04

05 05 05

« Set Export Time Range;

Export Time Range | Last1day

Export to Last 1 day

Export Al

« Set the destination path of the automatically exported report. The report can be
exported to FTP/Email/Storage automatically as the form of an Excel spreadsheet
according to the day, time and export time range you set. Then click “Save”.

Export to FTP Email Storage

|5) Note: If the current Statistics Report is generated, it will be saved as a csv form.

Regional People Counting-Auto Export
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Auto Export X

People Counting Regional People Counting Vehicle Counting
Enable

Line All
Total Line1 Line2
Line3 Lined

Day Everyday
Time 00:00:00
Export Time Range ~ Last 1 day

Export to FTP Email Storage

Save Cancel

 Check the check box to enable the auto export of regional people counting.
 Set Day. User can choose Everyday to export daily reports, while choosing others to
export reports on a specific day of the week;

Day | Monday |
Length of Stay Everyday
Time Sunday
Monday
Export Time Range
Tuesday
Export o Wednesday
Thursday

ﬂ Friday

« Set Length of Stay.

Lengthof Stay | Al

Time All

Export Time Range More Than

Less Than
Export to

L R T

 Set Time. User can choose the time of day to export the Statistics Report automatically,
click the calendar icon to pop up the following Quick Selection;
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Time 03:03:03

L L") ()

Export Time Range

3] 01 01
Export to 0z 02 02 age
03 03 03
ﬂ 04 04 04
05 05 05
Cancel OK

« Set Export Time Range;

Export Time Range | Last1day

Export to Last 1 day

Export Al

« Set the destination path of the automatically exported report. The report can be
exported to FTP/Email/Storage automatically as the form of an Excel spreadsheet
according to the day, time and export time range you set. Then click “Save”.

Export to FTP Email Storage

|5) Note: If the current Statistics Report is generated, it will be saved as a csv form.

Vehicle Counting-Auto Export
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Auto Export X

People Counting Regional People Counting Vehicle Counting

Enable

Line All
Total Line1 Line2
Line3 Lined

Day Everyday

Time 00:00:00

Export Time Range  Last 1 day

Export to FTP Email Storage

Save Cancel

» Check the check box to enable the auto export of people counting, then select the lines

as needed.

 Set Day. User can choose Everyday to export daily reports, while choosing others to

export reports on a specific day of the week;

Day [ EVera}’ ]
Length of Stay Everyday
Time Sunday
Monday
Export Time Range
Tuesday
Export to Wednesday

Thursday

.
Friday

« Set Time. User can choose the time of day to export the Statistics Report automatically,

click the calendar icon to pop up the following Quick Selection;
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Time 03:03:03

L L") ()

Export Time Range

01 01 01
Export to 0z 02 02 age
03 03 03

04 04 04

05 05 05

 Set Export Time Range.

Export Time Range | Last1day

Export to Last 1 day

Export Al

« Set the destination path of the automatically exported report. The report can be
exported to FTP/Email/Storage automatically as the form of an Excel spreadsheet
according to the day, time and export time range you set. Then click “Save”.

Export to FTP Email Storage

|5) Note: If the current Statistics Report is generated, it will be saved as a csv form.

8.4.4 Heat Map

Heat Map function can analyze customers movement to reveal insights for better business
management with the intuitive and accurate statistical analysis results in time or space
pattern as needed.

8.4.4.1 Heat Map

|=) Note:
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+ Only allowed to view reports within 7 days without a SD card or NAS.
« For more details about how to set Heat Map, please refer to https://
milesight.freshdesk.com/a/solutions/articles/69000643314.

Milesight -Network Camera

& Media > | HeatMap  Report
@ @ Network >
@ 8 Storage
Event ~
@
& Al Application Options
Basic Event
VCAEvent
Object Counting
Heat Map
One-Click Disarm Clear Al Zoom in and Draw
@ System >

Enable Heat Map

Basic Settings

Schedule Settings

& Download Plugin @ English~ & admin v

Stepl: Choose Settings > Event > Al Application Options > Heat Map.

Step2: Enable Heat Map function.

[Basic Settings]

Enable Heat Map

Basic Settings ~

| Basic
Sensitivity § —0
Min. Object Size 10 —0O
Min. Dwell Time 30
Scene Change AJaptabilily 5§ - co———)

Schedule Settings

Table 62. Description of the buttons

5(1-300)


https://milesight.freshdesk.com/a/solutions/articles/69000643314
https://milesight.freshdesk.com/a/solutions/articles/69000643314
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Parameters

Function Introduction

Sensitivity

Level 1~10 are available, the default level is 5. The higher the sensitivity, the
easier it is for moving objects to be recorded in the results.

Min. Object Size

Set the minimum object size from 1 to 100, the default value is 10. Objects smaller
than this value will not be recorded in the result.

Min. Dwell Time

Set the minimum dwell time from 1 to 300, the default value is 30. If the object
stays in the area longer than the set "Minimum Dwell Time", it will not be recorded
in the result.

Scene Change Adaptability

Level 1~10 are available, the default level is 5. Scene Change Adaptability
indicates the camera's adaptability to scene changes, which can increase the
accuracy of detection. The camera better adapts to faster changing scenes if the
value is higher.

Step3: Set Heat Map Region. Draw the screen to set the detection area. You can click
“Select All” button to select all areas, or "Clear All" button to remove the current drawn

area.

By clicking the 'Zoom in and Draw' button, you can activate a full-screen pop-up window to
draw more accurate detection areas.

Heat Map Report

[Schedule Settings]

Step4: Schedule Settings.

Enable Heat Map

| Basic
Sensitivity 5 —7O0
Min. Object Size 10 —O
a2 Min. Dwell Time 30 s (1~300)
sceneCrange asptonty 5 ————
Schedule Settings >
="

|5/ Note: This part is the same as the regular schedule settings. You can refer to Motion

Detection (page 92).
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8.4.4.2 Report

The heat map results will be displayed on this interface.

Milesight -Network Camera £ Download Plug-in

& Media > | HeatMap  Report

MainType | Space Heat Map Report Type  Daily Report Start Time 2025-07-15 00:00:00 m

3]

@ Network >

8 Storage

®

Event ~

G

Al Application Options
Basic Event
VCAEvent

Object Counting

Heat Map

® System >

N T

Stepl: Select Main Heat Map Type.

[Space Heat Map]: Space Heat Map will be presented as a picture with different colors.
Different colors represent different heat values. Red represents the highest and blue
represents the lowest.

[Time Heat Map]: Time heat map will be presented as a line chart to show the heat at
different times.

Step2: Select Report Type including Daily Report, Weekly Report, Monthly Report and
Annual Report.

Step3: Select the start time, then click the "Search" button, the camera will automatically
count the data for the day/ week/ month/ year (based on the report type selected by the
user) from the start time and generate the corresponding report as shown below.

Space Heat Map
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Milesight -Network Camera £ Download Plugin @ English v
& Media > | HeatMap  Repor
Nl o Netork >
MainType  Space Heat Map Report Type  Daily Report Start Time: 2025-07-17 00:00:00 Search
8 Storage
® Space Heat Map
Event ~

G

Al Application Options
Basic Event
VCAEvent

Object Counting

Heat Map

One-Click Disarm

2]

System >

o I M s 37min. t1sec

No storage device is mounted, currently only data within the Fast 24 hours is supported Export Auto Export

Time Heat Map

Milesight -Network Camera £ Download Plugin @ English v
& Media > | HeatMap  Report
@ @ Network >
Main Type Time Heat Map Report Type Daily Report Start Time: 2025-07-17 00:00:00 ‘Search
& Storage
@ Time Heat Map
Event ~

@

Al Application Options

Basic Event 250 min

%

VCAEvent
Object Counting

200 min.
Heat Map
One-Click Disarm

150 min.

& System >
100 min.
50 min.
0 min
o 1 2 H i H 3 7 & & 10 11 12 13 1 15 16 17 18 19 2 21 22 23

No storage device is mounted, currently only data within the Fast 24 hours is supported Export Auto Export

Step4: Click the "Report Export" button to export the report to local.

Step5: Click the "Auto Export" button to pop up the Heat Map Report Settings as shown
below.
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Enable [] Space Heat Map | Time Heat Map
Day

Time

Export Time Range

Export to

Save Cancel

« Set Export Type. User can check Space Heat Map or Time Heat Map or both. When
either Space Heat Map or Time Heat Map is checked, the gray item becomes editable
as shown below;

» Set Day. User can choose Everyday to export daily reports, while choosing others to
export reports on a specific day of the week;

Enable Space Heat Map Time Heat Map
Day [ Everyday ]

Time
Tuesday

Export Time Range Wednesday
Thursday

Export to
Friday

Saturday

Sunday

_ o -

« Set Time. User can choose the time of day to export the heat map automatically, click
the calendar icon to pop up the following Quick Selection;
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Auto Export X

Enable Space Heat Map Time Heat Map
Day Everyday
Time [ 02:00:00

Export Time Range 0

Export to o1 ge
02 oo o0
03 01 01
04 02 02

_ Fence o -

« Set Export Time Range.

Auto Export X

Enable Space Heat Map Time Heat Map
Day Tuesday
Time 02:00:00

Export Time Range [ Last 1 day

Export to Last 1 week

Export All

..

« Set the destination path of the automatically exported report. The report can be
exported to FTP/Email/Storage automatically as the form of an Excel spreadsheet or a
picture according to the day, time and export time range you set. Then click “Save”.

Auto Export X

Enable Space Heat Map Time Heat Map
Day Tuesday
Time 02:00:00

Export Time Range  Last 1 day

Export to FTP Email ¥4 Storage

Save Cancel

If the current Space Heat Map is generated, it will be saved as a png image. If the current
Time Heat Map is generated, it will be saved as a csv form.
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8.4.5 Face Capture

The Face Capture function can capture the face appearing in the drawn area and support
saving face snapshots into Storage, upload via FTP or Email, display in Live View.
Additionally, the camera supports pushing face images to third-party VMS for centralized
management, analysis, and facial attribute recognition.

8.4.5.1 General

Milesight -Network Camera £ Download Plugin @ Englishv & admin v
% Media > | Gene  Advanced
[Pl o Netok >
Enable Face Capture
® 8 Storage
Basic Settings >
Event ~
Schedule Settings >
Al Application Options
Basic Event Alarm Action >
Face Capture Message Post Settings >
One-Click Disarm
@ Sysem : =

Settings steps are as shown below:

Before utilizing this function, please check the Face Capture box within the Al Application
Options interface.

% Media > Al Application Options
@ Network >
S Storage
8
f_._1
Event ~ (S
Face Capture
Basic Event

Face Caplure | <«
One rax Dram

® System >

Stepl: Enable Face Capture.
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Enable Face Caplure

Basic Settings ]
Schedule Settings ]
Alarm Action >
Face Capture Message Post Settings ]

[Basic Settings]
Step2: Set Min. Object Size.

Step3: Set detection region, you can drag the detection region to adjust the size. Only faces
in this region will be captured.

By clicking the 'Zoom in and Draw' button, you can activate a full-screen pop-up window to
draw more accurate detection areas.

Step4: Set Shield Region to make faces in some places of detection region be not
detected. The faces can be set to be not detected in some places of detection region via
setting the Shield Region. You can draw a Shield Region in the preview interface firstly,
then click Add button. There are at most four Shield Regions drawn available.

General Advanced

Enable Face Capiure

Basic Settings -

| object size Filter

[m]

1 Shield Region1

Schedule Settings >
Alarm Action >

Face Caplure Message Post Settings >

[Schedule Settings]
Stepb5: Set detection schedule.

|=) Note: This part is the same as the regular schedule settings. You can refer to Motion
Detection (page 92).
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[Alarm Action]
Step6: Set alarm action.

Table 63. Description of the buttons

Parameters Function Introduction
Duration: Select the duration time of alarm. 5s/10s/15s/20s/25s/30s are
available.
Record ) S
Linkage: Save alarm recording files into SD card or NAS or Upload the
recording files via FTP.
Number: The number of snapshot, 1~5 are available.
Interval: This cannot be edited unless you choose more than 1 to Snapshot.
Snapshot

Linkage: Save alarm recording files into SD Card or NAS, Upload the
recording files via FTP and send alarm email.

[Face Detection Message Post Settings]

Step6: Enable face detection Message post.

Enable Face Capture
Basic Settings >
Schedule Settings >
Alarm Action >

Face Capiure Message Post Settings -

Enable Face Capture Message Post
Post Type O TCP HTTP

Port

After enabling this function, face snapshots can be sent to a third-party system for further
analysis and processing.

Table 64. Description of the buttons

Parameters Function Introduction

Check the check box to enable Face Detection Message Post. It will push
information to some third-party devices or compatible software. Information can
be pushed by TCP or HTTP.

Enable Face Detection
Message Post
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Parameters Function Introduction

Port Type Information can be pushed by TCP or HTTP.

8.4.5.2 Advanced

Milesight -Network Camera £ Download Plugin @ Englishv & admin v
% Media > | Gene  Acvanced
[Pl o etk >
| Face Capture Settings
8 Storage
@ Capture Mode @ Quality Priority Timeliness Priority Real-Time Priority
Event ~
Quality Threshold 20 ——O
éa Al Application Options

Basic Event Snapshot Type Face Only Background

One-Click Disarm

® System >

[Face Capture Settings]

Here you can make configuration for face capture snapshot.

Table 65. Description of the buttons

Parameters Function Introduction

Quality Priority, Timeliness Priority and Real-Time Priority are available.

Quality Priority: In this mode, it will capture the best image of a face from the
moment of the face appears until it disappears, provided it exceeds the set
threshold.

Capture Mode Timeliness Priority: In this mode, it will immediately push the image once its

quality exceeds the threshold, without considering any subsequent images that
may have better quality.

Real-Time Priority: In this mode, it will continuously push face images that
exceed the threshold as they are captured in real time.

The default value is 20, once the face image quality exceeds the default capture
Capture Threshold threshold, the camera will capture the face and upload the image with its
attributes to the back end.
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Parameters

Function Introduction

Snapshot Number

Configure the Number of Snapshots captured upon face detection.

=) Note: Optional for Timeliness Priority mode.

-

Snapshot Type

Face Only, Upper Body, Whole Body are available.
Face Only: Capture the screenshot of face only.

Upper Body: Capture the screenshot of upper body.
Whole Body: Capture the screenshot of whole body.

If you check the "Background" option, it will take another screenshot of the entire
image.

Camera will capture faces in Live View (page 27) according to the region and conditions
you set. If you check the "Show Tracks" option, it will display the face screenshot with the 1D

on the left side of Live View.

8.4.6 One-Click Disarm

Easily control alarm linkage actions with a single click. Enabling this triggers an alarm and
generates logs while disabling the specified alarm linkage actions.

* Enable One-Click Disarm: Specified alarm linkage actions will be disabled temporary ,
original Alarm Action configurations will not be deleted.

* Disarm Alarm Linkage Action: To temporarily disable configured alarm actions,
simply check the checkbox and set a disarm schedule.

Table 66. Description of the buttons

Parameters Function Introduction
Record Do not record when the event is triggered.
Snapshot Do not take a snapshot when the event is triggered.

External Output

Do not trigger the external output when the event is triggered.

Play Audio

Do not play the audio file when the event is triggered.

Alarm to SIP Phone

Do not call the SIP phone after enabling the SIP function.

HTTP Notification

Do not send alarm notifications to the specified HTTP URL.

Warning Light

The warning light remains off when the alarm is triggered.

App Push

Do not push the alarm message to the app.
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» Disarm by Schedule: Alarm linkage actions are disabled during the specified time
periods.

For the schedule settings, please refer to Motion Detection (page 92).

Milesight -Network Camera £ Download Plugin @ Englishv & admin v
% Media > | onecickpisam
[Pl o etk >
Enable One-Click Disarm
8 Storage
@ Disarm Alarm Linkage Action | All
Event ~ Record Snapshot External Output
)] Play Audio ‘Alarm to SIP Phone HTTP Notification
@ Al Application Options
Warning Light App Push
Basic Event
Face Capture ‘Schedule Settings. v
& System > an
Mon.
Tue.
Wed.
Thu.
Fri
Sat
Select All Clear All

8.5 System

Here you can configure System Setting, Security, Logs and Maintenance.

8.5.1 System Setting

Here you can check System information and Date&Time.

8.5.1.1 System Info

This section describes all information about the hardware and software of the camera.
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&> Download Plugin @ English v
& Media > | Systemino  Date&Time
@ Network >
Device Name Network Camera
8 Storage
Product Model MS-CQ8231-HYPG1
Event >
Hardware Version V1.1
® System ~
Software Version  CQ_63.8.05
MAC Address 1C:C3:16:53:3B:7F
Security
Logs Device Information  EC1KOE0370NM00000023

Maintenance
Alarm Input

Alarm Output

Uptime

1

1

27 days 1 hours 5 minutes

Table 67. Description of the buttons

Parameters

Function Introduction

Device Name

A customizable name, which will be shown in file names of video files.

Product Model

The product model of the camera.

Hardware Version

The hardware version of the camera.

Software Version

The software version of the camera, which can be upgraded.

MAC Address

Media Access Control address.

S/N

Stock Number.

Device Information

The device information, including information about alarm 1/0O and clipper chip.

Alarm Input

The number of Alarm Input interface.

|5 Note: The Alarm Input will appear only when the camera have alarm input/
output interface.

Alarm Output

The number of Alarm Output interface.

|5’ Note: The Alarm Output will appear only when the camera have alarm input/
output interface.

Uptime

The elapsed time since the last restarted of the device.

Save the configurations.

8.5.1.2 Date&Time

& admin v
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Milesight -Network Camera @® English v & admin v
& Media > | systeminfo  Date&Time
@ @ Network >
| current system Time
& Storage
@ Date 08/04/2023
& Event >
Time 00:46:43
(‘? & System -
| | set the System Time
Security Time Zone (UTC-08:00) United States - Pz
Logs.
Daylight Saving Time ~ Automatic
Maintenance
Synchronize Mode @ NTP server Manual ‘Synchronize with computer time
Server Address pool.ntp.org
NTP Sync
Interval 1440 min. (1~43200)

Table 68. Parameter Description

Parameters Function Introduction

Current System Time Current Date&Time of the system.

Time Zone: Choose a time zone for your location.

Daylight Saving time: Select Disabled or Automatic as a daylight saving time
mode.

Time Format: Choose a time format. HH:mm:ss displays time in 24-hour format
(e.g., 14:30:25), while hh:mm:ss tt uses 12-hour format with AM/PM indicators
(e.g., 02:30:25 PM).

Synchronize Mode: Select a time synchronization mode from NTP server,
Set the System Time Manual, and Synchronize with computer time.
NTP server: Input the address of NTP server.

Server Address: Input the server address.

NTP Sync: Regularly update your time according to the interval time.
Interval: Input an interval from 1 to 43,200 (min).

Manual: Set the system time manually.

Synchronize with computer time: Synchronize the time with your computer.

m Save the configurations.
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8.5.2 Remote Management

Remote Management helps you better connect to the operation and maintenance
management platform for more efficient remote management.

Milesight -Network Camera 5 Download Plug-in @ English v & admin v
& Media > Remote Management
@ Network >
| Auto Provision Service
£ Storage
Enable
Event >
| Device Portal
[& System v

Taken Over By Platform
System Setting

Status Unbound
Security
Enterprise

Logs

Maintenance Data Center

Register QR Code

Table 69. Parameter Description

Parameter Description

Auto Provision Service Check the checkbox to enable the function.

A web-based interface for centralized device

Device Portal . . L
management, configuration, and status monitoring.

The device is currently managed and controlled by the

Taken Over By Platform L ;
upper-level platform, restricting local operations.

Status Connection status synchronized from the cloud platform.

Affiliated enterprise name synchronized from the cloud

Enterprise platform.

Data center information synchronized from the cloud

Data Center
platform.

Register QR Code Scan the QR code to register the platform.

e | Click it to save the configurations.
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8.5.3 Security

Here you can configure User, Access List, Security Service, Watermark, etc.

8.5.3.1 User

Milesight -Network Camera £ DownloadPlugin @ English~ & admin v
&, Media > User Online User Access List Security Service Watermark About
Nl o Nework >
| Manage Privilege
8 Storage
@ Allow Anonymous Viewing
Event >
& | security Question
® System ~

Security Question Edit
System Setting

Logs | Account Management (®
1 admin Administrator 2
[ sae ]
Table 70. Description of the buttons
Parameters Function Introduction

Allow Anonymous Viewing: Check the check box to enable visit from whom doesn’t

. have an account of the device.
Manage Privilege

|5/ Note: This method may cause video leakage.
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Parameters

Function Introduction

Security Question

Click the Edit button to set three security questions for your camera. In case that you
forget the password, you can click “Forget Password” button on login page to reset the
password by answering three security questions correctly.

Security Question Settings X

Admin Password+

Security Question1

Answeri*

Security Question2

Answer2#

Security Question3

Answer3*

Save Cancel

There are twelve default questions below, you can also customize the security

questions.

What's your father's name?

What's your father's name?
What's your favorite sport?
What's your mother's name?
What's your mobile number?
What's your first pet's name?
What's your favorite book?

What's your favorite game?
| - - -

What's your father's name?

What's your father's name?

What's your father's name?

What's your favorite food?

What's your lucky number?

What's your favorite color?

What's your best friend's name?
Where did you go on your first trip?

Customized Question
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Parameters

Function Introduction

Account Management

Click the Add button, it will display Account Management page. You can add an
account to the camera by entering Admin Password, User Level, User Name, New
Password, Confirm, and edit user privilege by clicking . The added account will be
displayed in the account list.

Admin Password: You can add an account only after you enter the correct admin
password.

User Level: Set the privilege for the account.
User Name: Input user name for creating an account.
New Password: Input password for the account.

Confirm: Confirm the password.

Account Management

You can edit and delete the account in the account list under the admin account.
For the default admin account, you can only change the password, and it cannot be
deleted.

By clicking ~, you can edit the detailed information of a custom user, including user
level, name, password, privileges, and more.

Admin Password*

User Level Operator
User Name= milesight
New Password

Confirm
User Privilege

B A

Live Video

Playback

Parameters Settings
Video Settings
Audio Settings
Image Settings
Basic Network Settings
Advanced Network Settings.
Storage Settings
PTZ Settings

Event

@ Note:

» Support up to 20 users, including a default user and 19 custom added users.
» The operator privilege is all checked by default.




Network Camera User Manual | 8 - Settings | 161

8.5.3.2 Online User

Here real-time status of user logging in camera will be shown.

Milesight -Network Camera £ Download Plugin @ Englishv & admin v
&, Media > User Online Use Access List Security Service Watermark About
[ & Networc >
| online User
® & Storage
B ’ 1 admin Administrator  192.168 2025-05-06 17:58:05
é% o 2 aamin Administrator  192.168 2025-05-06 17:55:06

@ System

System Setting

Logs

Maintenance

Table 71. Description of the buttons

Parameters Function Introduction
Refresh Click it to get the latest status of user accessing to camera.
Record serial number of user logging in camera.
|5 Note:
ID  There are at most 30 records shown at the list.
» There is only one record if the same user logging on camera by the same IP
address.
User Name Name of user logging in camera.
User Level Level of user logging in camera.
IP Address Device IP address where user logging in camera web located.
Login Time Camera system time of user logging in camera.

8.5.3.3 Access List




Network Camera User Manual | 8 - Settings | 162

Milesight -Network Camera £ Download Plugin @ Englishv & admin v

& Media > User Online User Access List Security Service Watermark About

3]

@ Network >
| General settings.

8 Storage
Max. Number of Connection No Limit

Event >

| Access List

% ©

@ System ~
Enable Access List Filtering
System Setting
| Filter Type
Logs

Maintenance

Table 72. Description of the buttons

Parameters Function Introduction

Max. Number of Connection: Select the maximum number of concurrent streaming
General Settings (including the number of channels displayed for currently logged-in users, RTSP connections,
and ONVIF connections. Options include No Limit, 1~10.

Access List Enable Access List Filtering: Able to access or restrict access for some IP address.

Access List Filter type: Allow or deny access.

Rule: Single, Network, and Range are available.

IP address: A unique numerical label assigned to a single device on a
network. Input the address to get the access to the device.

Network Address: A subnet address that represents a group of
devices on the same network.

Access List Adc Address: The base IP address of the subnet you want to control.

Mask: A 32-bit number that defines which part of the IP address
represents the network and which part represents the host.

IP Range: A continuous sequence of IP addresses.

Mac Address: A unique physical hardware address embedded in your
camera's network interface.

Delete all the access list.

)
1]
[1+]
o
I

Access List
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Parameters Function Introduction

Ry

Edit the selected IP on access list.

Access List

b

Delete the selected IP on access list.

m Save the configurations.

8.5.3.4 Security Service

Milesight -Network Camera £ DownloadPlugin @ English~ & admin v
&, Media > User Online User Access List Security Service Watermark About
[Pl o Netork >
| sSH settings
8 Storage
® Enable
Event >
SSH Port 6022
" ==

System Setting

Logs

Maintenance

Table 73. Description of the buttons

Parameters Function Introduction

Secure Shell (SSH) has many functions: it can replace Telnet and also
provides a secure channel for FTP, POP, even for PPP.

Check the check box to enable the function and enter an SSH port.

Enable

SSH Settings

SSH Port 6022

|5/ Note: Enabling this feature poses security risks!
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Parameters Function Introduction

m Save the configurations.

8.5.3.5 Watermark

Milesight -Network Camera £ Download Plugin @ Englishv & admin v

&, Media > User Online User Access List Security Service Vatermark About

@ @ Network
| Watermark Settings

8 Storage
Enable

®
Event >
& @ System ~

System Setting

Logs

Walermark String 1P CAMERA

Maintenance

Watermarking is an effective method to protect information security, realizing anti-
counterfeiting traceability and copyright protection. Milesight Network cameras supports
Watermark function to ensure information security.

8.5.3.6 About
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Milesight -Network Camera £ Download Plugin @ Englishv & admin v
& Media > | User  OnineUser  Accesslist  SecurlySenice  Watemark  Abou
[Pl o Netork >
| open Source Software Licenses
8 Storage
®
Event >
& & System ~

System Setting

Logs

Maintenance

Table 74. Parameter Description

Parameters Function Introduction

Click View Licenses to view open source software

Open Source Software Licenses -
licenses about the camera.

8.5.4 Logs

The section describes the information about Logs, Security Audit Logs, and Remote
Logs.

8.5.4.1 Logs
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Milesight -Network Camera £ Download Plugin @ Engish~ & admin v
& Media > Logs Security Audit Logs. Remote Logs
[ & Netvorc >
MainType | All Types SubType | AllTypes Start Time 2025-05-06 00:00:00 End Time 2025.05-06 23:59:59 m
® 8 Storage
Event > 2025-05-06 18:07:07 smart Intrusion Detection - - - region:1
&
@ System - 2025-05-06 18:06:36 Smart Intrusion Detection - - - region:1
2025-05-06 18:06:23 Smart Intrusion Detection - - - region:1
System Setting
2025-05-06 130517 Smart Intrusion Detection - - - region-1
Security
| 2025-05-06 18:05:15 Smart Intrusion Detection - - - region:1
Maintenance 2025-05-06 18:04:58 Smart Intrusion Detection - - - region:1
2025-05-06 130456 Smart Intrusion Detection - - s region-1
2025-05-06 18:04:40 Smart Intrusion Detection - - - region:1
2025-05-06 18:04:19 Smart Intrusion Detection - - - region:1
2025.05-06 130417 Smart Intrusion Detection - - - region-1
2025-05-06 18:03:57 Smart Intrusion Detection - - - region:1
2025-05-06 18:03:55 Smart Intrusion Detection - - - region:1
2025.05-06 180336 Smart Intrusion Detection - - - region-1
2025-05-06 18:03:34 Smart Intrusion Detection - - - region:1
2025-05-06 18:02:18 Smart Intrusion Detection - - - region:1
2025.05-06 180216 Smart Intrusion Detection - - - region-1
2025-05-06 18:02:13 Smart Intrusion Detection - - - region:1
2025-05-06 17:59:23 Smart Intrusion Detection - region:1
Total 1801 | 30/page 12 3 4 5 6 . 61 > Gow 1

|=) Note:

This interface is used to record logs (including All Types, Event, Operation, Information,
Exception, and Smart). Before configuring it, ensure a storage device is available.

Logs can only be stored on the SD card or NAS.

Table 75. Description of the buttons

Parameters Function Introduction

Five main types are supported: All Types, Event, Operation, Information,

Main Type Exception, and Smart.

Sub Type Configure Main Type first, and then select the sub type to narrow the range

of logs.
Start Time The start time of logs.
End Time The end time of logs.

— Search the logs.

Export the logs.
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Parameters

Function Introduction

Go to

Enter the log page number to navigate to the target page.

8.5.4.2 Security Audit Logs

Milesight -Network Camera

n Media > Logs Security Audit Logs

Al 5 Newore >

Main Type  All Types
& Storage

B ’ 2025-07-16 11:21:54

éa & System - 2025-07-16 10:43:11

2025-07-16 10:41:18

System Setting
2025-07-16 10:41:15

Security

| 2025-07-16 10:34:20
Maintenance 2025-07-16 10:34:18
2025-07-16 10.01:53
2025-07-16 09:52:19

2025-07-16 09:52:16

Remote Logs

Sub Type

Operation
Operation
Operation
Operation
Operation
Operation
Operation
Operation

Operation

> Download Plugin @ English v & admin v

All Types Start Time 2025-07-16 00:00:00 End Time 2025-07-16 23:59:59 m
Login Remotely - admin 192.168.70.175
RTSP Session Stop - admin 192.168.70.175 HTTP
RTSP Session Start - admin 192.168.70.175 HTTP
RTSP Session Stop - admin 192.168.70.175 HTTR
RTSP Session Start - admin 192.168.70.175 HTTP
Login Remotely - admin 192.168.70.175
RTSP Session Stop - admin 192.168.70.175 HTTP.
RTSP Session Start - admin 192.168.70.175 HTTP
Login Remotely - admin 192.168.70.175
Total9 | 30/page 1 Goto 1
[Ea |

The Security Audit Logs interface records critical operations and exception information
related to the camera. The Main Type options include: All Types, Operation, Information,
and Exception. Compared to the standard Logs interface, the information category here
excludes Basic Event , VCA, and Advanced Events.

* These logs contain vital data for device security and exception tracking.

 The logs must be persistently stored and must not be lost even after the camera

reboots.

Table 76. Description of the buttons

Parameters Function Introduction
Main Type Five main types are supported: All Types, Event, Operation, Information,
Exception, and Smart.
Sub Type onolggiure Main Type first, and then select the sub type to narrow the range
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Parameters Function Introduction
Start Time The start time of logs.
End Time The end time of logs.

Search logs.

Go to Enter the log page number to navigate to the target page.

8.5.4.3 Remote Logs

This section is about how to forward logs to a third-party server for centralized
management.

Milesight -Network Camera £ Download Plugin @ Englishv & admin v

&, Media > Logs. Security Audit Logs Remote Logs

Al o oo >
Enable

8 Storage
IP Address

®
Event >
& @ System ~

System Setting

Port (1-65535)

Securiy

Maintenance

Table 77. Parameter Description

Parameter Function Introduction

Enable Turn on this option to activate log forwarding.

Enter the destination IP address of the server that can

IP Address .
receive the logs.

Specify a port number used by the receiving server to

Port accept log data.
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8.5.5 Maintenance

This section describes how to configure System Maintenance and Auto Reboot.

8.5.5.1 System Maintenance

Milesight -Network Camera &> Download Plugin @ Engishv & admin v
&, Media > System Maintenance Auto Reboot
Nl o Nework >
| system Upgrade (D
8 Storage
@ Software Version €Q_63805
Event >
Local Upgrade () Upgrade
© @ System ~ Reset after Upgrading
SyslemSeiting Online Upgrade Check
Security
Upgrade Using the Link Upgrade
Logs

| Maintenance

Reset Reset

Keep the IP Configuration [ Keep the User Information

Export Diagnose Info Export

Export Config File Export

Import Config File ] Import
Language File Edit Export Reset

Import Language File ] Import

| Reboot

Reboot the Device

Table 78. Description of the buttons
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Parameters

Function Introduction

System Upgrade

Software Version: The software version of the camera.

Local Upgrade: Click 2 to select a upgrade file, click the "Upgrade" button to
upgrade the version. After the system reboots successfully, the update is done.

You can check Reset after Upgrading to reset the camera after upgrading it.

Online Upgrade: Click Check to verify if the current firmware version is the
latest one and then click OK to upgrade to this version.

The current version is the latest version will be displayed, if your camera is
already the latest version.

Tips x

The current version is the latest version.

System Upgrade

Upgrade Using the Link: When you have uploaded the upgrading file to the
cloud, like Google Driver, etc., you can input the link address and then click
Upgrade to upgrade.

|5 Note:

» Do not disconnect the power of the device during the update. The device
will be restarted to complete the upgrading.
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Parameters

Function Introduction

Maintenance

Reset: Click Reset to reset the camera.

Keep the IP Configuration: Check this option to keep the IP configuration when
resetting the camera.

Keep the User information: Check this option to keep the user information
when resetting the camera.

Export Diagnose Info: Click Export to export logs and system information of
the device operation status.

|5) Note: Must be in the format of ".txt".

Export Config File: Click Export and a window will pop up as shown below:

Input the encryption password

Confirm

Enter and confirm your password again, and then click Save to export
configuration file.
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Parameters

Function Introduction

Maintenance

Import Config File: A window will be popped up after clicking the
icon. Click OK to update the configurations.

The File Encryption Configuration will be displayed after the above steps.
Enter a password and click Save to import the configuration file.

Input the encryption password

|5 Note:

Export and import the same configuration file. Password must be the same.
Language File: You can edit, export, and reset the language file here.

Import Language File: Click the Import button to import the language file, and
then click OK to import the language file.

Note: You can customize the interface language by modifying or importing
the predefined language translation packs.

Reboot

Click Reboot to restart the device immediately.

8.5.5.2 Auto Reboot
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Milesight -Network Camera £ Download Plugin @ Englishv & admin v
& Media > | SystemMaintenance  Auto Reboo
[ & Netvorc >
| Auto Reboot Settings
8 Storage
@ Enable
Event >
Day Everyday
& @ System
Time 000000
System Setting
seany =N

Logs

Table 79. Parameter Description

Parameter Function Introduction

Check the checkbox to enable this function. You can
Enable configure Day and Time for the camera. Once done, the
camera will reboot automatically.




Chapter 9. Services

Milesight provides you with timely and comprehensive technical support services. End-
users can contact your local dealer to obtain technical support. Distributors and resellers
can contact directly with Milesight for technical support.

Technical Support Mailbox: support@milesight.com

Web: http://www.milesight.com/security

Online Problem Submission System: http://www.milesight.com/service/feedback.asp

MILESIGHT CHINA
TEL: +86-592-5922772

Add: Building C09, Software Park Phase Ill, Xiamen 361024, Fujian, China


http://www.milesight.com/
http://www.milesight.com/service/feedback.asp

	Chapter 1. Introduction
	1.1 Copyright Statement
	1.2 Safety Instruction
	1.3 EU Conformity Statement
	1.4 Revision History

	Chapter 2. Product Description
	2.1 Product Overview
	2.2 System Requirements

	Chapter 3. Configuration Flow
	Chapter 4. Network Connection
	4.1 Setting a Camera over the LAN
	4.1.1 Connecting a Camera to the PC Directly
	4.1.2 Connecting via Switch or a Router

	4.2 Dynamic IP Connection

	Chapter 5. Accessing the Network Camera
	5.1 Assigning an IP Address
	5.1.1 Assigning an IP Address via Smart Tools
	5.1.2 Assign an IP Address via Browser

	5.2 Accessing from the Web Browser
	5.3 Access from Milesight Device Portal
	5.4 Accessing from Milesight Back-End Software
	5.4.1 Accessing from Milesight NVR (Network Video Recorder)
	5.4.2 Accessing from Milesight CMS (Center Management System)
	5.4.3 Accessing from Milesight VMS Enterprise (Video Management System)


	Chapter 6. Live View
	6.1 Live Video
	6.2 Face Capture Mode

	Chapter 7. Playback
	Chapter 8. Settings
	8.1 Media
	8.1.1 Video
	8.1.2 Image
	8.1.2.1 General
	8.1.2.2 OSD
	8.1.2.3 Privacy Mask
	8.1.2.4 ROI

	8.1.3 Audio
	8.1.3.1 Audio
	8.1.3.2 Auto File Management


	8.2 Network
	8.2.1 Basic
	8.2.1.1 TCP/IP
	8.2.1.2 HTTP
	8.2.1.3 RTSP
	8.2.1.5 UPnP
	8.2.1.6 DDNS
	8.2.1.7 P2P
	8.2.1.8 Email
	8.2.1.9 FTP

	8.2.2 Advanced
	8.2.2.1 VLAN
	8.2.2.2 PPPoE
	8.2.2.3 SNMP
	8.2.2.4 802.1x
	8.2.2.5 Bonjour
	8.2.2.6 LLDP
	8.2.2.7 RTMP
	8.2.2.8 SIP
	8.2.2.9 VPN
	8.2.2.10 More


	8.3 Storage
	8.3.1 Storage Management
	8.3.2 Record Settings
	8.3.3 Snapshot Settings
	8.3.4 Explorer

	8.4 Event
	8.4.1 Basic Event
	8.4.1.1 Motion Detection
	8.4.1.2 Audio Alarm
	Tamper Detection
	8.4.1.4 External Input
	8.4.1.5 External Output
	8.4.1.6 Warning Light
	8.4.1.7 Exception

	8.4.2 VCA Event
	8.4.2.1 Intrusion Detection
	8.4.2.2 Region Entrance
	8.4.2.3 Region Exiting
	8.4.2.4 Advanced Motion Detection
	8.4.2.5 Line Crossing
	8.4.2.6 Loitering
	8.4.2.7 Object Left/Removed

	8.4.3 Object Counting
	8.4.3.1 Object Counting
	8.4.3.2 Regional People Counting
	8.4.3.3 Statistics Report

	8.4.4 Heat Map
	8.4.4.1 Heat Map
	8.4.4.2 Report

	8.4.5 Face Capture
	8.4.5.1 General
	8.4.5.2 Advanced

	8.4.6 One-Click Disarm

	8.5 System
	8.5.1 System Setting
	8.5.1.1 System Info
	8.5.1.2 Date&Time

	8.5.2 Remote Management
	8.5.3 Security
	8.5.3.1 User
	8.5.3.2 Online User
	8.5.3.3 Access List
	8.5.3.4 Security Service
	8.5.3.5 Watermark
	8.5.3.6 About

	8.5.4 Logs
	8.5.4.1 Logs
	8.5.4.2 Security Audit Logs
	8.5.4.3 Remote Logs

	8.5.5 Maintenance
	8.5.5.1 System Maintenance
	8.5.5.2 Auto Reboot



	Chapter 9. Services

