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Chapter 1. Introduction

1.1 Copyright Statement

This manual may not be reproduced in any form or by any means to create any
derivative such as translation, transformation, or adaptation without the prior written
permission of Milesight loT Co., Ltd (Hereinafter referred to as Milesight).

V/' p

INHlesgh reserves the right to change this manual and the specifications
without prior notice. The latest specifications and user documentation for all Milesight
products are available on our official website https://www.milesight.com/security/.

1.2 Safety and Regulatory Information

1.2.1 Safety Instructions

Read these safety instructions carefully before installing, operating, or servicing the product.

® Use only the power adapter supplied with the product or a power adapter approved by
the manufacturer.

® The power supply used with this product shall provide the specified 12 V DC output
and sufficient rated output current.

® Do not use a damaged power adapter, power cord, or DC power cable.

® Disconnect the power supply before installing, removing, opening, or servicing the
equipment.

® Do not block the ventilation openings. Ensure adequate airflow around the equipment.

® Keep the equipment away from water, excessive moisture, heat sources, and direct
sunlight.

® This product is intended for indoor use only.

® Operate the product only within the operating temperature and humidity ranges
specified in this manual.

Power Supply

® Device Input: 12V DC

® Rated Current: 6.6 A

® Rated Power: 80 W

Use only the supplied or manufacturer-approved AC/DC power adapter that meets the
electrical ratings specified for this product.

Using an incompatible power adapter may result in equipment damage, overheating, fire,
or other safety hazards.

1.2.2 FCC Compliance Information

(1) FCC Part 15 Compliance Statement

This device complies with Part 15 of the FCC Rules. Operation is subject to the following
two conditions:
1. This device may not cause harmful interference
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2. This device must accept any interference received, including interference that may
cause undesired operation.

(2) Class A Digital Device Notice

NOTE: This equipment has been tested and found to comply with the limits for a Class A
digital device, pursuant to part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference when the equipment is operated in a
commercial environment. This equipment generates, uses, and can radiate radio frequency
energy and, if not installed and used in accordance with the instruction manual, may cause
harmful interference to radio communications. Operation of this equipment in a residential
area is likely to cause harmful interference in which case the user will be required to correct
the interference at his own expense.

1.2.3 EU Conformity Statement

This product complies with the following directives and standards:

» CE Marking: This product conforms to the essential requirements of the EU Directive
2014/30/EU (EMC), 2014/35/EU (LVD), and 2011/65/EU (RoHS).

* FCC Statement: This equipment has been tested and found to comply with the limits
for a Class B digital device, pursuant to Part 15 of the FCC Rules. These limits are
designed to provide reasonable protection against harmful interference in a residential
installation.

* RoHS: This product complies with EU RoHS Directive 2011/65/EU on the restriction of
the use of certain hazardous substances in electrical and electronic equipment.

* RCM Statement: This product complies with the applicable requirements of the
Australian and New Zealand Regulatory Compliance Mark (RCM), including
electrical safety and electromagnetic compatibility (EMC) regulations.

« WEEE Directive 2012/19/EU: Products marked with this symbol cannot be
disposed of as unsorted municipal waste in the European Union. For proper
recycling, return this product to your local supplier upon the purchase of equivalent
new equipment, or dispose of it at designated collection points. For more information
see: www.recyclethis.info.

1.3 Revision History

Table 1. Revision History

Version | Software Version System Version Revision Content Release Date

V1.0 |OV_81.8.0.5-r1-NX OVSystem 81.8.0.4-r1 First Release September 2026

Chapter 2. Product Description
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2.1 Product Overview

Milesight OpenVision Server offers a pre-configured, plug-and-play surveillance platform
with the Nx Witness Server seamlessly embedded. Designed for fast and hassle-free
deployment, it combines powerful hardware and intelligent video management software
in one compact system. With its user-friendly design and robust performance, the
Milesight OpenVision Server is ideal for outdoor edge deployment scenarios, providing a
streamlined, cost-effective, and smart security solution.

2.2 Key Specifications

Main Processor
Memory
Firmware Storage

Operating System

Intel Quad Core @3.40 GHz Max
4GB LPDDR5 8GB LPDDR5
32GB eMMC

Linux Ubuntu 24.04 LTS

GPU Options Integrated GPU
System
TPM fTPM
System .
o API, ONVIF, Network Optix API

Compatibility
English, Traditional Chinese, French, Spanish, Italian, Japanese,

System Language Dutch, German, Polish, Ukrainian, Swedish, Danish, Icelandic,
Norwegian, Finnish

HDD 2 x SATA ports, up to 24TB per disk, max 48TB total

RAID NA RAID1 (2* HDD)

SSD 2* SATA SSD, 1* M.2 M-Key NVMe SSD

Storage

NAS NAS mounting via web (NFS/SMB protocols)

File Manager Web-based file management (upload/download/move)

Storage Mode Continuous, Motion, Objects, Events, Dual Stream

Compression G.711/AAC/G.722/G.726

. Audio
Audio L 2-way

Communication

Audio Broadcast ONVIF-based Audio Broadcast
Audio Alarm, Network Audio Alarm, Network
Disconnected, IP Address Disconnected, IP Address
Conflict, SSD/HDD Full, Conflict, SSD/HDD/RAID Full,

Basic Event SSD/HDD Uninitialized, SSD/HDD/RAID Uninitialized,

Event SSD/HDD Error, No SSD/HDD/RAID Error, No

SSD/HDD, Low Voltage, SSD/HDD/RAID, Low Voltage,
ONVIF Alarm Input ONVIF Alarm Input

Alarm Action Event-triggered audio alarm, ONVIF alarm output control, etc

L NX Witness Server Support (include Plug-in)
Application
ONVIF Device Support

OpenVision Server User Manual



Milesight

MAKE SENSING MATTER

Management

Web Management

Web File Manager

Smart Tool Lite

Maintenance

Support (network, audio, storage, event, system configuration,
etc.)

Support

Built-in Smart Tool Lite: Supports camera search, IP editing,
activation, etc.

Firmware Upgrade, Auto Reboot, Scheduled Reboot, Factory
Reset, etc.

Performance

Video Inputs
Video Resolution

Network
Bandwidth

Metadata
Performance

Video Compression

Decoding Capability

Edge Analytics

Max. 16CH Max. 32CH
12MP ~ CIF

Max. 144 Mbps recording,
Max. 144 Mbps outgoing

Max. 288 Mbps recording,
Max. 288 Mbps outgoing

128 targets/s (Al by Camera,
store the database on the SSD)
42 targets/s (Al by Camera,
store the database on the
HDD)

64 targets/s (Al by Camera)

H.265, H.264, MJPEG

NX Server: Support Hardware Decoding

Analytics Events (Based on camera metadata):

CCTV (Intrusion Detection / Region Entrance / Region Exit /
Advanced Motion Detection / Line Crossing / Loitering / Object
Left / Object Removed / Object Counting / Regional People
Counting);

LPR (Attribute Event / Black List / White List / Visitor Event /
Speed Monitoring / No Plates / Reverse Driving);

Object Detected Events (person and vehicle with attribute /
face)
Smart Search (Based on camera metadata):

CCTV: Person (Hat, Top Clothing Color, Bottom Clothing Color),
Vehicle (Vehicle Type), Face (Gender, Age, Mask, Cap, Glasses);

LPR: Vehicle (Color, Vehicle Type, Brand, Speed, Direction),
License Plate (Number, Color, Country, Plate Type)

Network

Protocol

IPv4, IPv6, TCP/IP, UDP/IP, RTP (UDP), RTP (TCP), RTSP, NTP,
HTTP, DHCP (Client), ICMP, IGMP, ARP, DNS, HTTPS, ONVIF, NFS,
SMB

Interface

Ethernet

Link Aggregation

HDMI Output

Audio

OpenVision Server User Manual

2* 2500Mbps RJ45 Ethernet Port

Active Backup, Link Aggregation Control Protocol (LACP), and
Balance-RR

2 x HDMI Port (For Testing, CLI Output Only)

HDMI1&2: 3840x2160/60Hz, 1920x1080/60Hz.

Simultaneous mode (simultaneously outputs video sources for
HDMI1-2 ports).

1x 3.5mm Headphone Jack with Microphone Input (4-pole,
TRRS, CTIA Standard)
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Alarm 1/0
Back Panel

General

Indicator Light

Front Panel
Indicator Light

Power Button
Reset Button

USB Interface
Power Supply
Consumption
Working
Temperature
Working Humidity
Cooling System
Product Dimension
Installation

Net Weight
(Without HDD)

Package Weight

Warranty

4 Alarm input / 2 Alarm Output

2 (Power & Alarm Light)

3 (System & Storage & Power)

Yes

Yes

4* USB 3.0, 1* USB 2.0

12V (Built-in 100-240V AC 80W power adapter)

Typical: 9W (Without HDD/SSD, DC),MAX: 39W (With 2* HDD,
DC)

-10°Cto 55°C

10% to 90% RH (no freezing and no condensation)
Fan cooling
380mm(W) x 317.6mm(D) x 51.8mm(H)

19-inch rack mounting or desktop placement
2.7Kg

4 Kg

3 Years

2.3 Hardware Overview
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Table 2. Interfaces Description

No. Interfaces Key Specifications Function & Usage

DC 12V+15% (5525 DC | Connects the external power adapter to

L Power Supply power plug) supply power.
2* 2500Mbps RJ45 Supports network connectivity and
2 Ethernet Port Ethernet Port, Lan1 PoE+ power receiving via Ethernet
support POE PD cable.

For testing and CLI output only; no local
3 HDMI Port 2 video output

(1) Factory Reset: Hold the Reset button
before powering on, continue holding until
the status LED flashes 10 times and turns
solid. This restores factory defaults and
clears all data.

4 Reset Button ! (2) Configuration Reset: Press and hold
Reset for 10 seconds while the device is
running. This restores configuration settings
while retaining the IP address and user
information.

Used to connect external devices,

such as speakers, or alarm

systems.

Alarm Out Alatm In

[1A|2A e G ?
(1828 K€

4*Alarm Input:
Wet Contact (5V) or Dry
5 Alarm 1/0 Contact / 2*Alarm Output:
Dry Contact (Rated Voltage
24V | Current 1A)

» Alarm In 1/2/3/4: Used to connect
different alarm input devices. Each
port is functionally identical and is
numbered for easy device
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identification.

* G (GND): Ground terminal for alarm

input
devices. Connect here together with
Alarm In to complete the circuit.

* 1A, 1B/ 2A, 2B: Used for alarm
output. Each pair (e.g., 1A and 1B)
forms a relay output
circuit for external alarm output
devices (such as warning lights).

Used to connect various external devices
6 USB Interface 2* USB 3.0 such as a mouse and keyboard, enabling
data transmission and device control.

1* 3.5mm Headphone

Jack with Microphone Supports two-way audio via

Input (4- pole, TRRS, headset with microphone.
CTIA Standard)

7 Audio

Used to connect various external devices
8 USB Interface 2* USB 3.0 such as a mouse and keyboard, enabling
data transmission and device control.

Connects a grounding wire to

9 Grounding Hole 1 prevent static damage.
10 Power Button 1 Pregs this button to power on the
device.
v Blinks once per second (green): Server is
operating normally
% . 2 .
11 Run LED 1 Blinks five times per second (green):

Firmware is upgrading
v' Off: Indicator turns off during upgrade
reboot

v" Solid green: HDD or SSD detected and
available

v Blinks once per second (green): HDD/SSD
is being accessed

12 HDD LED 1 v' Fast blinking (green, five times per
second): At least one disk has failed, but
others are running normally

v' Off: No available HDD/SSD, or all disks
have failed

v System is starting up (boot in progress)
v Blinking green (1 flash per second):

13 Power LED ! System startup complete, running
normally
Used to connect various external devices
14 USB Interface 1* USB 2.0 such as a mouse and keyboard, enabling

data transmission and device control.

2.4 Related Documents

Table 3. Related Documents

Document Type Link

16CH: https://drive.google.com/file/d/1q4JnlUzf-DHL -
OuzaDuOy13aAlaegads/view?usp=drive_link

Datasheet
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32CH: https://drive.google.com/file/d/1ltmz7H4u5sKs36KIMwhPDG5dz-
I19Pt7T/view?usp=drive_link

Quick Start Guide

https://drive.google.com/file/d/1zZBmQT60dQjTGOtMY5SRIr64uJphVhpg

W/view?usp=drive_link

Chapter 3. Configuration Flow

The configuration flow of Milesight OpenVision Server is shown in the following figure.

Installing the Device and
Inserting the HDD/SSD

Access the Device

Activate the Device

Activate the NX Server

Connect the NX Witness Client
to the NX Server

More configuration details are shown in the following table.

Table 4. Description of flow

Configuration Reference
Installation Chapter 4. Installation
Access the Device Chapter 5. Device Access
Activate the Device 5.2 Assigning an P Address
Activate the Nx Witness Server 6.5.2 Server

OpenVision Server User Manual
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Chapter 4. Installation

Step 1: Using a cross screwdriver to remove the screws at the rear panel and side panel
in an anticlockwise direction.

2.5-inch Hard Drive Installation Steps

OpenVision Server User Manual 1
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3.5-inch Hard Drive Installation

Pre-tighten screws — do NOT fully tighten

Step 4: After that, check if all the screws are tightened. Then connect the power cable
and data cable to each HDD.

OpenVision Server User Manual
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(Screw Position of 2.5" HDD) (Screw Position of 3.5" HDD)

Step5: Pull down the upper casing and slide it to the front.

Step7: Install the ear mounts for rack-mounting in standard cabinets.Remove the two pre-

installed screws on each side panel, then secure the ear mount brackets to both sides
using three screws each.

OpenVision Server User Manual 13
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Chapter 5. Device Access

5.1 Powering on the Device

Install the HDD/SSD and power on the device.
Note: If you do not have an HDD/SSD and want to test the system first, please refer to the
"Test Mode (No HDD/SSD)" section below.

5.2 Assigning an IP Address

The product must be assigned an IP address to be accessible.

Default Network Configuration:

LAN 1: DHCP is enabled by default. If DHCP address acquisition fails (e.g., no DHCP
server available), the device falls back to the factory default static IP 192.168.5.190.
LAN 2: Static IP 192.168.6.190 (default).

Note: If both LAN ports are configured with IP addresses in the same subnet, a routing
conflict will occur. The system will automatically disable one interface to avoid network
issues. Please ensure LAN 1 and LAN 2 use different network segments.

You can discover and change the IP address of the device via Smart Tools
(recommended) or a web browser. Please ensure your computer is connected to the
same physical network as the device.

5.2.1 Assigning an IP Addres s Using Smart Tools

Smart Tools is a software tool which can automatically detect multiple online

Milesight network cameras and devices in the LAN, set IP addresses, and manage
firmware upgrades. It's recommended to use when assigning |IP addresses for

multiple cameras.

Step 1: Install Smart Tools (The software could be downloaded from our website:
Milesight Auxiliary Software);

Step 2: Start Smart Tools, click the IPC Tools page, then enter the device information,
such as IP address, MAC address, Status, Port number, Netmask, and Gateway, then all
related Milesight devices in the same network will be displayed. Details are shown as the
figure below;

OpenVision Server User Manual 14
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Step 3: Select the device according to the MAC addresses;

@
IPC Tools

1CCRIES0-28EE 192.168.71.127 255.255.255.0 192168711 MS-CAM1I06RPE  2025-10-29 21:39:35 6180511

1CCHIESTAAAT 192.168 68,137 2552552550 192168681 MSCQEE8-HYPGL  2025-09-0903:0349  CQ63R05-r1-b

1CC3165303CS 1921686827 7552552550 192 168,681 MSCSITZRAPKG]  2025-10-13 19:28:32  OV_61.8.05.¢1-8

1CCAIES51:06:98 19216871123 2552552550 192168711 M5 C 4466 RFPE 2025-06-16 03:52:43 618055

1CCRIESAI0T0
1CCR16S39808
ICCHIES0BASE

192.168.71.233
192.168.71.102
19216868139

2552552550
2552552550
255.255.255.0

192.168.71.1 MS-CBATT HPKGL
MS-CB266-59G]

VMI-ZMPXZ3IR-SMW(B)  2025-09-30 13:50:12

202510-2819:4542  OV_63.80.513-a

192168711 20251029 15:1322 6180513

192168681 6181423
255.255.255.0

2552552550

192.168.68.1
192168581

MS-C566-FIPKGL
SEO208-K/NX.
WS- CB266-RFPKG1

1CCAIES2I0SF 192.168.68.81 2025-10-29 14:40:34 _ OV_61.8.0.5-12-NX
— e

2025-10-30 105402 OV_S180.4-24-800

1CCHIESIITHA 192.168 68.209 7882552550 192168681 20251013 197830 OV_6380.5-r1-NX

1CCAIES1TICH 192.168.68.241 255.255.255.0 192.168.68.1 TS4841- XIGRPE 0251020160335 T_6LB0A_EU-2

1CCH16529031 192.16868.124 255.255.255.0 192.168.68.1 MS.CS366.FPKGL  2025.10.29 144425 OV 6380 5rba

ICCI165197:5A 192.168.68.215 255.255.255.0 192168681 MSCE266RFIPKG]  2025-10-13 19:7821  OV_61.8.05-11-NX

1CCIESID2ES 192.168.71.32 755.255.255.0 192168711 MS-CSMGNZRPG]  2025-10-21 143028 63805t

1CCR165397:83 192.168 68.208 P555.255.0 192168681 MSCR266 RFPKG]  2025-10-13 192827  OV_61.8.05-11-NX

Step 4: If the selected device shows "Inactive" in the status bar, click "Activate" to set the
password when using it for the first time. You can also set the security questions when

activating the device in case that you forget the password (You can reset the password
by answering three security questions correctly). Click ‘Save’ and it will show that the
activation was successful.

@ Note:

Password must be 8 to 32 characters long, contain at least one number and one letter.

@
IPC Tools

59 Embedded Open | nacive J100285:8617.76 1921885190 80 18
OV_63.805-r1-

NX
8851 MS-CBATT-HPKG1 OV_sl'.‘;B.S-f!A

63.8.0.5-r3
T.61.8.04_EU-
2

88.7.1 MS-CB266-FIPGL

8871  TS4441-X36RPE

User Name:

Password:

Confirm:
@ Set the Security Question
Security Question 11 What's your father's name?

Security Answer 1:

Security Question 21 What's your father's name?

r

Security Angwer 2:
Security Question 3:  What's your father's name?

Security Answer 3:

8851 MS-CBAT7-HPKGL

2025-10-13

8821 MS-CSI66-FIPKGL 14430

OV_6380543

2025-10-28
12
8871 MS-CSIE6-FIPKGL 2130700
2025-10-13
8871 MS-CB266-RFPKGL 55 1550
8872 Ms-Cads6-RAPE 20201021
2025-10-13
161503

8871 TS4441-X3I6RPE

1835 OV_63.8.0.53

T_61.8.04_EU-
2

Step 5: After activation, you can change the IP address or other network values, and
then click “Modify” button.

OpenVision Server User Manual
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255.255.255.0 192.168.71.1 MS-CA441-XIGRPE  2025-10-29 21:39:35 618051

Network Camera 2 1CCIAES02BEE 192.168.71.127

Network Camera 1CCH1ESTAAST 19216868137 2552552550 192.168.68.1 MS-CQB268-HYPG]  2025-09-09 030349 CQ 63805-11-b

NX Embedded 1CC316:53:03:C5 192.168.68.27 255.255.255.0 192.168.68.1 MS-CSIT2RFPKGL 20251013 19:2832  OV_63.8.0.5-41-NX
Network Camera 2 1C:CX16:51:06:98 19216871123 255.255.255.0 192.168.71.1 MS-C4466-RFIPE 2025-06-16 03:52:43 61805b
NX Embeddes 1CCH165430:70 192.168.71.233 255.255.255.0 192.168.71.1 MS-CBATT-HPKGL 2025-10-28 19:45:42  OV_63.8.0.5-r3-a.
Network Camera i 1CC:16:53:98:08 192.168.71.102 255.255.255.0 192168711 MS-CB266-FIPG1 2025-10-29 15:13:22 6180573
VMI-2MPX23IR- SMW(B) 2 1CC3:16:50:BABE 192.168.68.139 255.255.255.0 192168681  VMI-2MPXZ3IR-SMW(B) 20250930 13:50:12 6181423
Network Camera 2 1CC316:529D:5F 192.168.68.81 255.255.255.0 192.168.68.1 MS-C5366-FIPKGL 2025-10-29 14:40:34  OV_63.8.0.5-72-NX
Embedded OpenVision Ser._. z 10:0285:86:17:76 192.168.68.17 255.255.255.0 192.16868.1 SE0208-K/NX 2025-10-30 10:54:02  OV_81.8.0.4-84-NX

NX Embedde 2 1CCH16:53:97:6A 192.168.68.209 255.255.255.0 192.168.68.1 MS-CB266-RFIPKGL  2025-10-13 19:2830  OV.63.8.0.5-01-NX

Network Camera L 1CCR165LTICH 192.168.68.241 255.255.255.0 192.168.68.1 T54441-X36RPE 2025-10-28 16:03:35  T_61.8.0.4_EU-12

Network Camera 2 1C:C316:529D:31 19216868124 255.255.295.0 192.168.68.1 MS-C5366-FIPKGL 2025-10-20 14:44:25  OV_638.0.5w3-a_
NX Embeddec 1CCH65397:5A 19216868215 255.255.2550 192.168.68.1 MS-CB266-RFIPKG]  2025-10-13 19:2821 OV_63.80.5-¢1-NX

Network Camera 1CCH1653:0265 192.168.71.32 255.255.2550 192.168.71.1 MS-CS366-XI2RIPGL  2025-10-21 1430:28 63805131

82 & 3853888528588 8°¢8

1CCH165397:83 192.168.68.208 255.255.2550 192.168.68.1 MS-CBI66-RFPKGL  2025-10-13 192627  OV_63.8.0.5-r1-NX

[B192.168 68 .17

Please wait & moment until the progress bar dissppeared.

[10:02:85:86:17.76] Device has been activated successhully.

[10:02:85:86:17.76] Modiy 1:192.168.5.190->192.166.68.17 168.5.1->192.168.68.1

Step 6: By double clicking the selected device or the browser of interested device, you
can access the device via web browser directly.

= Al

Language English -

Milesight

Forget Password?

More usage of Smart Tools, please refer to the Smart Tools User Manual.

5.2.2 Assigning an IP Address via Browser

@ Important: Before proceeding, confirm the current IP address of LAN 1:

»  If the device obtained an IP via DHCP, use that IP address.

> If DHCP fails (e.g., direct connection to PC without router), the device falls back to
the last confirmed static IP address. If no static IP was previously configured, it
reverts to the factory default 192.168.5.190.

If you know the device's current IP address and your computer is on the same network

segment, you can access the device directly via browser. Otherwise, follow these steps:

Step 1: Change the IP address of your computer to match the device's network segment.

If accessing via DHCP-obtained IP: Ensure your computer is on the same subnet as the

DHCP-assigned address (e.g., if device got 192.168.1.x, set your PC to 192.168.1.x).

If accessing via fallback IP 192.168.5.190: Set your computer to the 192.168.5.0

segment.

Two ways to add an IP address on Windows:
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a. Start — Control Panel — Network and Internet Connection — Network Connection —

Local Area Connection, and double-click it;

b. Click "Advanced", and then click "IP settings" — "IP address" — "Add". In the pop-up

window, enter an IP address in the same segment as the device (e.g., 192.168.5.61, but

please ensure this IP address does not conflict with existing network devices);

Step 2: Start the browser. In the address bar, enter the device's IP address:

» If DHCP succeeded: http://<DHCP-assigned-IP> (check router or use Smart Tools
to discover)

» If DHCP failed: http://192.168.5.190

Step 3: When using the device for the first time, you need to activate it by setting a

password. You can also set three security questions for your device after activation. Then

ou can log in with the user name admin and your custom password.

@ Note:

» Password must be 8 to 32 characters long, contain at least one number and one letter
* You can click the “forget password” in login page to reset the password by answering
three security questions when you forget the password, if you set the security questions
in advance.
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Step 4: After login, please select “Settings” --> “Network” --> “Basic” --> “TCP/IP”.
The Network Settings page appears (Shown as below Figure);

Milesight @ English~ & admin v
& Media > HTTP  RTSP

@ Network L)
| Network interface

= VMS Edge > | 1Pva

@ System > Mac Address 40:62:31:38:78:65

1000 Mbps Full Duplex

© st DHCP

L

Step 5: Change the IP address or other network values. Then click “Save” button;
Step 6: The change of default IP address is completed.

Chapter 6. Web Settings

6.1 Overview

6.1.1 Key Features

Key Features of Web Page
« Supports remote web login (via router port forwarding).

* Supports IP configuration and device information synchronization using the Smart
tools.

* Supports link aggregation.

* Supports firmware upgrades.

« Supports basic maintenance functions, such as scheduled reboot and factory reset.

» Supports ONVIF server (can be added to Nx Witness for alarm integration
and audio integration).

* Supports linked audio broadcasting.

* Supports storage management, SSD health monitoring and fault alerts, and NAS
mounting via the web interface.

* Support RAID 1 for 32-channel OpenVision Server models (HDDs only).

* Supports automatic time synchronization, IP whitelist, and system logs.
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» Supports multiple languages.

* Supports Nx Witness Server management tools and configuration optimization.

* Supports Test Mode for temporary server operation without SSD/HDD after unboxing.
* Supports Web File Manager.

6.1.2 Login

Language  English

Milesight

Before configuring Milesight OpenVision Server via the web interface, please ensure:
1. The device has been equipped with the HDD/SSD.
2. The device has been activated and assigned a valid IP address.

For detailed activation steps, please refer to Chapter 5.

Once all the above preparations are complete, you can access the web
interface by entering the device IP address in your browser, then log in with the
username and password you set during activation.

6.2 Media

6.2.1 Audio
6.2.1.1 Audio

This audio function allows to configure the audio interface parameters for the
Milesight OpenVision Server.

Before configuring it, please ensure that the audio input and output devices are
properly connected to the audio port of the product.

OpenVision Server User Manual 19



IN([IEE1718  MAKE SENSING MATTER

Milesight @ English ~ & admin ~

& Media ~ Audio File Management

| Audio Input

| Audio Output

Table 5. Description of the buttons

Parameters Function Introduction
Enable Check on the checkbox to enable audio feature.
Audio Mode Audio Input/Audio Output/Both Audio Input & Output are optional.

Denoise: Set it as On/Off. When you set the function on, the noise
detected can be filtered.

Encoding: G.711-ULaw, G.711-ALaw, AAC LC, G.722 and G.726
are available Sample Rate: 8KHz, 16KHz, 32KHz, 44.1KHz, and
48KHz are available.

Audio Bit Rate: The function is available only for AAC LC, and
Audio Input supports up to 256kbps.

Input Volume: Input audio gain level, 0-100.

Auto Gain Control: Enable this function to improve the quality of audio.
Audio Output Output Volume: Adjust volume of output.

6.2.1.2 Audio File Management

You can upload up to 5 audio files manually on the Audio web page and you can also
edit the audio file’s name when upload.
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Mfesigh[‘ @ English « & admin ~

2 Media ~ Audio Audio F
Audio File

@ Network I @

B Storage

E Event bl

e s ks o

@& System b

L

@ Note:

Support audio files with codec type PCM/MP3/AAC, no more than 5MB!

6.3 Network

6.3.1 Basic
6.3.1.1 TCP/IP

Milesight @ Engish~ & admin v
% Media > TGP HTTP RTSP
@ Network -

| Network Interface

Advanced Work Mode independent
8 Storage
B Event > Lan2 (eth1)
& VMS Edge » | 1Pva
& System > Mac Address 40:62:31:38:7B:65
NIC Status

Negotiated Speed 1000 Mbps Full Duplex

© Static DHCP

Table 6. Description of the buttons
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Parameters

Function Introduction

Network Interface

Work Mode: Here you can select the working mode for the dual network
ports.
1. Independent: The two ports (Lan1, Lan2) work separately. Each
port can have its own IP address, subnet mask, gateway, etc.

|5) Note:

- Lan1: DHCP is enabled by default. If DHCP fails (e.g., direct
connection to PC without router), the device falls back to the last
confirmed static IP address. If no static IP was previously configured,
it reverts to the factory default 192.168.5.190.
- Lan2:
Static IP 192.168.6.190 (default).
The VMS license is bound to LAN 1 by default. To avoid license
disruption, it is strongly recommended to use LAN1 as the
priority.
2. Bonding: The two ports are aggregated into one logical interface for
link redundancy or load balancing. Only the bonded virtual interface
needs to be configured.
@ Note:In Bonding mode, DHCP is enabled by default on the
bond0 interface. If DHCP address acquisition fails (e.g., no
DHCP server available), the device falls back to the last
confirmed static IP address configured on bond0. If no static IP
was previously configured, it reverts to the factory default
192.168.5.190.

* Bonding Type:

| Network Interface

Work Mode Bonding

ymbines the two network ports into a single virtual interface
Bonding Type Active-Backup

Active-Backup
Primary NIC LACP

Balance-RR

a. Active-Backup: Only one port is active at a time; the
other acts as a backup. If the active port fails, the backup
takes over.

b. LACP: Dynamic link aggregation. Both ports work
simultaneously, increasing total bandwidth and

providing fault tolerance.
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c. Balance-RR: Round-robin load balancing. Packets
are transmitted alternately between the two ports, which
can increase throughput.

Parameters

Function Introduction

Network Interface

* Primary NIC:
This option specifies the preferred interface for data
transmission.
| Network Interface

Work Mode Bonding
Combines the two network ports into a single virtual interface
Bonding Type Active-Backup
Primary NIC Lan1 (eth0)
ior
Lan1 (eth0)
Lan2 1
| IPv4 Lan2 (eth1)

If the preferred port fails (e.g., cable unplugged, link
down), the system automatically switches to the other port
to maintain network connectivity.

IPv4

Type: Static Type and DHCP Type are optional for user to get

IPv4 address automatically or use fixed IP address.

IPv4 Address: An address that used to identify a network device on the
network.

E Note: The Test button is used to test if the IP is conflicting.

IPv4 Subnet Mask: It is used to identify the subnet where the

network device is located.

IPv4 Default Gateway: The default router address.

Preferred DNS Server: The DNS Server translates the domain name to
IP address.

IPv6

IPv6 Mode: Choose different modes for IPv6:
Manual/Auto(RA/SLAAC)/ DHCPv6

IPv6 Address: IPv6 Address used to identify a network device on the
network.

IPv6 Prefix: Define the prefix length of IPv6 address.

IPv6 Default Gateway: The default router IPv6 address.

MTU

Maximum Transmission Unit. The default value is 1500. You can
customize the value from 1200 to 1500 as needed.

Save the configuration.

6.3.1.2 HTTP
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Milesight

Milesight

S

> TCPIP

| wrTR

Port

> | |urres

MAKE SENSING MATTER

@ English & admin

Table 7. Description of the buttons

Parameters Function Introduction
Enable: Start or stop using HTTP.
HTTP Port: Web GUI login port, the default is 80, the same with ONVIF port.
Enable: Start or stop using HTTPs.
Port: Web GUI login port via HTTPS, the default is 443.
= Note: For more details about how to use enable HTTPS access,
HTTPs !ase refer to

https://milesight.freshdesk.com/a/solutions/articles/69000797384.

Installed Certificate

Attributes

Upload and set the SSL certificate.

Installation Type

Save the configuration.

There are three certificate installation types:

» Create a Private Certificate:
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Click “Create” to create the following dialog box. And then enter Country, Common
Name, Period of Validity and other information. And then click “OK” to generate a
private certificate.

Countrys
Common Names

Period of Validity days(1~999)
Password

Province

Region

Organization

Company

Email

* Direct Installation:
Click “Browse” to select a signed certificate locally and click “Install” to install it.

& Media 3 | Teem T RTSP
@ Network
| urTPR

Advanced Enable L]
B Storage Port 80 (1~65535)
@ Event y | HrTPs
[ VMS Edge Enable =
@& System ] Port 443 (1~65535)

Installed Centificate  C=US, HIP=Opanvison Resal

Aftributes Awarded 10
C=US, H/IP=Openvison
Issuer
C=US, HIP=Openvison
Pariod of Valdity
Nov 30 10:53.36 2025 GMT ~

Nov 29 10:53 36 2028 GMT P

Installation Type Direct instaliation

S 4

+ Create a Certificate Request:
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Firstly, click “Create” button. And then enter Country, Common Name and other

information to create the certificate request;

Download the certificate request and submit it to the trusted certificate authority for

signature;

After receiving the signed valid certificate, import the certificate to the device.

Milesight

S

@ English «

& admin «

After creating and installing the certificate successfully, you can check the certificate
information and reset the information on the following interface. And you can access

the OpenVision Server by inputting https://ip:port via the web browser.
6.3.1.3 RTSP

I“ﬁ!esight
2 Media > TCP/IP HTTP
@ Network B
(1-65535)(®
Advanced RUE gt = :
B Storage QoS DSCP(0-63
[ Event ’ | Mutticast Group
& VMS Edge able =
@ System ) Multicast Group Addre: (224.0.0.0~239.255.255.255)
Port 3 (1~65535)

@ English ~

& admin «

Table 8. Description of the buttons

Parameters Function Introduction
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RTSP Port The port of RTSP, the default is 554.

There are Better Compatibility and Better Performance two options, if your
RTP Packet | camera’s image mess up, please switch this option.

QoS DSCP | The valid value range of the DSCP is 0-63.

Enable Enable or disable the Multicast Group feature.

Multicast Group

Address Support multicast function.

Multicast Group The port of multicast group, the
Port default is 7034. The valid value range

of the port is 1-65535.
m Save the configuration.
@ Note:

< DSCP refers to the Differentiated Service Code Point; and the DSCP value is used
in the IP header to indicate the priority of the data.
* A reboot is required for the settings to take effect.

6.3.2 Advanced
6.3.2.1 ONVIF

Milesight @ Engiish v & admin

| ONVIF Setting
b

SR m

[S

Table 9. Description of the buttons

Parameters Function Introduction

Here you can choose whether to enable or disable the ONVIF function.
If the ONVIF function is enabled, it can be searched out, added and
ONVIF Setting connected by third- party software through ONVIF protocols.
Generally, the default status of ONVIF function is enabled.
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6.4 Storage

The Storage Management module differs between SE0216R and SE0232R.

6.4.1 Storage Management (for SE0216R)

Step 1: Ensure your OpenVision Server has been installed and the HDD/SSD has
been initialized, please check it on “Storage” -> “Storage Management” interface.

Milesight
% Media )

@ Network -

Basic System Performance Boost (Cache)

Disabled
Advanced

| ssp1

Event >
® VMS Edge N File System EXT4

& System )

| ssD2 Core Database (SQLite)

| NAS

After that, it will be automatically detected, and the detailed information of the

0M/233.67G

4.24G/937.82G

HDD/SSD will be displayed on the HDD/SSD bar.

Step 2: In the HDD/SSD bar, you can remove, format, check the health status, or

configure the cache of HDD/SSD.
[Warnings]:

@ English «

* To ensure proper access, please always format the HDD/SSD via the Web interface!
* Never format the HDD/SSD from the Ubuntu desktop using the “system" user account!

Table 10. Description of the buttons

Parameters Function Introduction
Format: Click to format HDD/SSD, the files in HDD/SSD will be
removed. EXT4 file system is supported. Only for Unassigned +
HDD/SSD 'READY disks.
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Remove: Click to remove HDD/SSD.

S.M.A.R.T: Click to check health information.

Configure Cache: Click to configure the selected HDD/SSD as a
system cache drive. This reserves 4GB of disk space to improve multi-

tasking performance, making operations like recording, playback, and
export feel smoother when running simultaneously.

B Evont » 1omz31.876
& Vs Edge »

& Systom »

18502 @ Cow Dumtasa 5ty IR Systen Cach (hcths
0 LMGRITEG

Fie Sysem EXT4

| nas

ServwAddress  Dimciory  MountingType  Totsl  Free  UserName Statun. Oparstion

The network disk should be available within the network and properly
configured to store the recorded files, etc. NAS (Network-Attached
Storage), connecting the storage devices to the existing network,
provides data and files services.

NAS
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Server Address+
Directory#*

Mounting Type NFS

e __________________________________________________________________________

Server Address: IP address of NAS server.

Directory: Input the NAS directory, e.g. “\path”.

Mounting Type: NFS and SMB/CIFS are available. And you can set

the user name and password to guarantee the security if SMB/CIFS is

selected.

Note:

» Up to 5 NAS disks can be connected.

» For more details about how to use NAS on Milesight devices, please refer to
https://milesight.freshdesk.com/a/solutions/ articles/69000797902.

6.4.2 Storage Management (for SE0232R)

Milesight @ Engish~ & admin v
& Media > | storage Management NAS
@ Network >
Disable Cache
8 Storage
M raid1-197 | R System Cache (Active) | ONLINE | = RAID 1Miror  Low Memory Mode Healthy and writable.
Event >
= VMS Edge S Usable Capacty Usage Topology Recordsize
920.0GB 1% mirror-0 1024 KB
@& System =
'VDEV / Device Status. Physical Location Operation
System Setting
oy miTor0 TOSHEADTOTABAT onLNE SATA1 (TOSHIBADTO1ABAT)
Logs mitor0 TOSHEADTO1ABAT ONLINE SATA2 (TOSHIBADTOTABAT)
Maintenance
= Configure Cache @ Pool Settings
| Physical Disks Inventory  Siot, device role, heslth sate, and allwed op pool fecyck
8 Inventory | Pool Protected | Pool Type: RAID1  Low Memory Mode Active  Protected Storage Workflow Pool Protected
Siot Device Twe  Capaciy. Disk Detais Pool Roke Status Health Operation
9043681920068
SATAT TOSHIBADTO1ABAT WD 920008 Member ONLINE SwARTPassed  [E)
965 Avaibie
9046819200 68
sAT2 TOSHIBADTO1ABAY WD 920008 Member ONLINE SMARTPassed ]
995 Avadable
Ns1TO8SSDS3D 92166819378 68 =
3D 1 (NGFF1) ssp owsce Unassigned READY swARTPassed B B @ =
exts 965 Avalable
KINGSTON SNV3S10006 99696819153 68 -
3D 2 (NGFF3) sso 91508 Unassigned READY swaRTPessed B B @ =
exta o7 Avaitie
NS1T08SS0530 9255 6819378 6B e

(1) Overview

The Storage Manager page consists of two main sections:

»  Storage Pool (Upper Section): Displays the logical RAID1 pool status, capacity,
member mapping, and maintenance actions.

»  Physical Disks Inventory (Lower Section): Displays all physical disk slots, models,
capacities, pool roles, statuses, health, and available operations.

(2) Creating a RAID1 Storage Pool
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The device supports RAID1 configuration for dual HDD setups on 32-channel models
(SE0232R-K), providing data redundancy and protection against single-disk failure.
Single-disk models do not support RAID configuration.

When no storage pool exists, the system displays an empty state card with the
message "No Storage Pool Detected" and a "+ Create Storage Pool" button.

Prerequisites:

At least 2 compatible disks must be installed

Disks must be in Unassigned + READY state

Disks with capacity mismatch are visible but disabled (marked as "Mismatch")
Steps:

Step 1: Click "+ Create Storage Pool" to open the creation dialog.

Step 2: Enter the pool name:

Step 3: Select at least 2 compatible disks from the candidate list.

Step 4: Review the System Profile section (read-only):

Step 5: Check the mandatory Data Loss Warning checkbox:

/\ Warning: The Create Pool button remains disabled until the data erasure
confirmation is checked.

Step 6: Click "Create Pool".

Post-Creation: Upon success, the pool enters ONLINE state. If creation fails,
temporary resources are rolled back and an error is logged.

(3) RAID1 Status and State Machine
The RAID1 storage pool operates through the following states:

Status Description
ONLINE Both disks operational, data fully synchronized. Pool functioning normally.
Scrubbing Data scrubbing (patrol read) in progress. System verifies data integrity by
reading all blocks and comparing mirrored copies.
DEGRADED One disk failed or removed. RAID operating with reduced redundancy. Data
accessible from healthy disk.
Awaiting Repair Replacement disk inserted but rebuild not yet started. Pool remains
DEGRADED.
RESILVERING System actively rebuilding data from healthy disk to replacement disk.
Repair Failed Rebuild process failed. Pool returns to DEGRADED.
State Flow:
No Pool — Create Pool — ONLINE « Scrubbing
!
DEGRADED — Insert Disk — Awaiting Repair
! !
RESILVERING « Confirm Repair
!

Success: ONLINE / Failure: DEGRADED
Data Scrubbing (Patrol Read):
Configuration:
Step 1: Navigate to Storage — Storage Management — Pool Setting.
Step 2: Configure Scrub Schedule:
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Options: Monthly / Weekly
Default: Monthly

Step 3: Click "Save".

Scrub Results:

Success: Pool returns to ONLINE

Degraded Mode and Repair:

When a disk fails or is removed:

» Pool status changes to DEGRADED

» Logical member mapping shows failed disk as UNAVAIL
» Physical disk list shows original slot as EMPTY

» High-risk actions are locked

Repair Process:

Step 1: Insert a compatible replacement disk.

Step 2: The system validates the replacement disk:

» Must be Unassigned + READY

»  Must meet minimum capacity requirements

» Must not have write protection, third-party signatures, or residual partitions

Step 3: If validation passes, disk shows as Candidate Ready. Click "Repair" to open the
Repair Pool: Select Replacement dialog.

Step 4: Select the replacement disk from the candidate list:
Insufficient capacity disks show "Too Small" and are disabled

Step 5: Review the warning: "The selected disk will be erased. Repair will start
immediately and enter rebuild."

Step 6: Click "Confirm & Repair".

Rebuild Completion:

Success: Pool returns to ONLINE, redundancy restored

Failure: Pool returns to DEGRADED, error logged, failed disk marked as Failed
Candidate

/A Important: Do not power off or remove disks during rebuild. Interruption may result
in data loss or require restarting the rebuild.
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Foreign RAID1 Recovery:

When disks with existing RAID metadata from another Milesight device are inserted,
the system detects them as foreign RAID members.

Detection Scenarios:

Scenario Available Recovery Process
Actions

Single Recover RAID Step 1: Click "Recover RAID Group".

Foreign Group, View Disk Step 2: Review the confirmation dialog

Member Info, Format Next Action: Repair required to restore redundancy
Step 4: Click "Confirm & Recover".
Result: The foreign member is imported as a DEGRADED
pool. You must insert a compatible disk and perform Repair
to restore redundancy

Multiple Select one group System displays conflict warning: "Do not merge groups"

Foreign to recover, or Select one group to recover

Groups clear others Other foreign disks must be Formatted or cleared before
Repair becomes available
After clearing other foreign signatures, message: "Foreign
signature cleared. Candidate ready for Repair."

Complete Recover RAID Both members detected from same foreign pool

Foreign Group Click "Recover RAID Group" to import as ONLINE pool

Group (both Both members immediately become locked local member

members) disks

(4) Physical Disk Management

The Physical Disks Inventory table displays:

Column Description

Slot Physical slot identifier (SATA1, SATA2, SSD 1/2)

Device Disk manufacturer and model (empty slots show "No Device")

Type Display type as HDD or SSD.

Capacity Total physical disk capacity

Disk Details Available/Total space and Available % (e.g., "8.2 TB/ 10.0 TB, 82%
Available")

Pool Role Member / Unassigned

Status READY / EMPTY / REBUILDING / Damaged / Unformatted

Health SMART Passed / SMART Warning / Unknown

Operation View Info / Remove / Format / Configure Cache

Available Operations:

SATA1

SATAZ

SSD 1(NGFF1)

SSD 2 (NGFF3)

SSD 3 (NGFF2)

TOSHIBA DTO1ABA1

TOSHIBA DTO1ABAT

NS1TOBSSDS30

EXT4

KINGSTON SNV331000G
EXT4

NS{TOBSSD530
EXT4

920.0 GB

9200 GB

9373 GB

9153 GB

937.3 GB

9043 GB /920.0 GB

Member ONLINE SMARTPassed  [E]
99% Avallable
9043 GB /920.0 GB
Member ONLINE SMARTPassed  [5]
99% Available
9216 GB | 937.8 GB e
Unassigned READY SMARTPassed |E] B B =

989% Available

£206.8 GB / 915.2 GB

READY suaRTPassed ] [

i

97% Available

923.5GB | 937.8 GB = s
SMARTPassed [ [E @

i

989% Available

Parameters

Function Introduction
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Format: Click to format HDD/SSD, the files in HDD/SSD will be removed.

EXT4 file system is supported. Only for Unassigned + READY disks.
1 4
[2] Remove: Click to remove HDD/SSD. Only for Unassigned + READY disks.
View Info: Click to check HDD/SSD health information.
Disk Details (SSD 1 (NGFF1)) X
Hardware Health
Model NS1T0BSSD530 SMART Passed
Serial Y5FT004413T Temp 39°C
S | |
Capacity 937.8 GB Life 100%
Sector 5121512 Last Health Update 2026-09-13 19:54:12
Recent Alerts No recent alerts
Configure Cache: Click to configure the selected HDD/SSD as a system cache
drive. This reserves 4GB of disk space to improve multi-tasking performance,
making operations like recording, playback, and export feel smoother when
running simultaneously.
=

Note: During RESILVERING, Remove and Format buttons display as "Remove
Locked" and "Format Locked" and are disabled.

(5) NAS
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Milesight @ Engish~ & admin~

% Media 3> | StoageManagement  nas

@ Network ~
No. Server Address Directory Mounting Type  Total Free User Name Status Opsration
Basic
o e 1 192.168.226.186 NASShare SMBICIFS 691130 499.54G Nastest
anc
100665 1004 45

i
momenestvinnt - 2
NFS o Online:

192 168,226 185

& Event N |

B3 VMS Edge ’

@& System >

Table 11. Description of the buttons

Parameters Function Introduction

The network disk should be available within the network and properly
configured to store the recorded files, etc. NAS (Network-Attached
Storage), connecting the storage devices to the existing network,
provides data and files services.

Server Address+

Directory#*

NAS Mounting Type NFS

Server Address: IP address of NAS server.

Directory: Input the NAS directory, e.g. “\path”.

Mounting Type: NFS and SMB/CIFS are available. And you can set
the user name and password to guarantee the security if SMB/CIFS is
selected.

Note:

« Up to 5 NAS disks can be connected.

* For more details about how to use NAS on Milesight devices, please refer to
https://milesight.freshdesk.com/a/solutions/ articles/69000797902.

6.5 Event

6.5.1 Basic Event
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6.5.1.1 Audio Alarm

Check the check box to enable the Audio Alarm function.

M’les;gh( @ English » & admin ~

Schedule Settings >

Alarm Action >

[Basic Settings]

Table 12. Description of the buttons

Parameters Function Introduction

Audio Alarm will be triggered when the thresholds reaches

Alarm Threshold to a certain value from 0 to 100.

Audio Sample Value The current value of the audio sample.

[Schedule Settings]

Table 13. Description of the buttons

Parameters Function Introduction

Copy the schedule area to another date.
The "All" button is handy to copy today’s schedule to all days.

Select all schedule.

Clear All Clear all schedule.

[Alarm Action]
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Table 14. Description of the buttons

Parameters Function Introduction

If the camera equips with External Output, you can enable
the action after configuring the trigger duration.

Action Time: Customize/10 seconds/30 seconds/1 minute/5
minutes/Constant are available.

External Output

Auto/10 seconds/30 seconds/1 minute/5 minutes/10 minutes

Play Audio are available. @ Note: Please enable the Audio Speaker.
Support to pop up the alarm news to specified HTTP URL.
|5) Note:
HTTP Notification » Three HTTP notifications at most can be added to the same

event.
* HTTP Notification supports Basic & Digest authentication

6.5.1.2 External Input

Milesight @ English~ & admin «

% Media » Audio Alarm ) Extemal Qutput Exception

%

Step 1: Select External Input number, and enable External Input.

Step 2: Please set the Normal Status firstly, when the Current Status is different with
Normal Status, it will lead to the alarm.

Step 3: Set effective time and alarm action for External
Input.

Table 15. Description of the buttons

Parameters Function Introduction
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Refer to Table 13 for the meanings of the items, here will

Schedule Settings -
not repeat again.

Refer to Table 14 for the meanings of the items, here will

Alarm Action :
not repeat again.

6.5.1.3 External Output

Milesight @ Engish~ & admin ~

% Media > Audio Alam Extemal Input Exception

| Normal Status Seitings

| Manual External Output

[Normal Status Settings]

Please set the Normal Status firstly, when the Current Status is different with
Normal Status, it will lead to the alarm.

[Manual External Output]
You can set the manual external output.

Table 16. Description of the buttons

Parameters Function Introduction

Manual Output Click to Start/Stop manual external output.

External Output Action Time | Manual Control/Customize/10 s/1 min./5 min./10 min. are available.

6.5.1.4 Exception
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@ English « & admin ~

&5 Media ] Audio Alarm Extemal input External Output
@ Network »
| Alarm Type  Network Disconnected
B Storage
Enat
B Event -

| Alarm Action

& vMS Edge External Output! >

Play Audio >

@ System >

[S

Table 17. Description of the buttons

Parameters Function Introduction

Network Disconnected, IP Address Conflicted, SSD/HDD/RAID Full,
SSD/HDD/RAID Uninitialized, SSD/HDD/RAID Error, No
SSD/HDD/RAID and Low Voltage are available.

Check the checkbox to enable the alarm type you selected.

Alarm Type

Refer to Table 13 (page 33) for the meanings of the items, here
will not repeat again.

Alarm Action

6.6 VMS Edge

Milesight @ Engishv & admin v
% Media > | server
@ Network >
8 Storage _
Enable VMS Edge Service
(@ Event >
status o VMS Edge Running
B2 VMS Edge -~
Enable Test Mode
A
File Manager 2 ceess

Smart-Tools-Lite
Test Mode Notice

@ System > Test Mode Is currently Inactive. Please enable the VIMS Edge service and save the
current configuration persistently.
Note: Once a storage device is detected as available, Test Mode will be disabled
VMS License Binding Notice
The embedded VMS software uses the LAN 1 hardware address for icense validation.
Independent Mode: LAN 1 must remain connected to the network at al imes.
Disconnecting it wil invalidate your VMS license.
Bonding Mode (Recommended): The system secures the license automatically. You can
connect to either LAN 1 or LAN 2 without losing VMS activation.

VMS Edge Configuration Optimize. -

User Name+
Password+
Auto-Optimize  Run recommended tuning automatically after save

Status -
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VMS Edge is an auxiliary configuration and optimization tool for Nx Witness Server,
specifically designed for Nx Witness Server series devices. Through the web
management interface, users can flexibly connect to the Nx Witness Server and optimize
its performance, assisting Nx Witness Server to operate more efficiently and reliably.

6.6.1 Server
[VMS Edge]

Milesight @ Engish~ & admin v

& Media > | sewver

@ Network >

Enable VIS Edge Senvice

& Storage

Event >
Status © VMS Edge Running

& VMS Edge -

Test Mode Notice

@ System > “Test Mode Is currenty inaciive. Please enable the VIS Edge service and save the
current configuration persistently.

Note: Once a storage device is detected as available, Test Mode will be disabled

VMS Edge Configuration Optimize. -

User Name+

Run recommended tuning automatically after save

Step 1: Enable VMS Edge and verify whether the status shows "VMS Edge Running"
first.

O VMS Ed
Step 2: Click Rl ge to access the Nx Witness Server web page.
For first-time use, please click "Setup New System" to create a new system and complete
the initialization. If a system has already been created, you can also choose to join an
existing system.

Get Started with Nx
Witnhess

Please configure the server first. Choose an option.

Setup New System

or

Add to Existing System

(if Nx Witness has been already setup)

After activation, you can access the Web Admin to configure Nx Witness Server and

manage the system. The Nx Witness Server web interface supports Live View, device
and user management, basic server settings, alarm and health status monitoring,
enabling users to efficiently and conveniently manage the system.
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(&) webAdmin & Embedded-OpenVision-Server View  Settings  Information  Monitoring
Embedded-OpenVision-Server
4& Site Administration
E——_— ...
Licenses
@ Cameras
Nx Cloud
& Users
B Servers
Connect to Nx Cloud
Site Settings
O Enable auto discovery of cameras and servers
O Allow site to optimize camera settings
Security
> Enable audit trail
& Force servers o accept only encrypted connections
B 0 Encrypt video traffic 1o desktop and mabile clients =
Milesight @ Engishv & admin v
& Media >
@ Network >
& Storage _
Enable VMS Edge Service
Event >
Status  VMS Edge Running
M: ~
File Manager a2 pecess

Smart-Tools-Lite

® System > ive. Please enable fhe VMS Edge service and save the
Getected as avaiable, Test Mode will be disabled.
'VMS License Binding Not
The embedded VMS software uses the LAN 1 hardware address e v
Independent Mode: LAN 1 must remain connected to the network at al times.
Disconnecting it wil invalidate your VIS license.
Bonding Mode (Recommended): The system secures the license automatically. You can
connect to either LAN 1 or LAN 2 without losing VIMS activation.

MS Edge Configuration Optimize. ~
User Name:

Run recommended tuning automatically after save

Test Mode allows you to verify the Nx Witness Server configuration on a temporary basis
without affecting the production system. When Test Mode is enabled, all configuration
changes (including Save and Optimize operations) are treated as temporary and only take
effect within the current boot cycle. This allows you to validate settings, camera
connections, and storage configurations before deciding whether to make them
permanent.

Enable Test Mode: Toggle the Test Mode switch to activate the testing environment.
Note: Test Mode is only available when no HDD/SSD is inserted or the VMS Edge service
is not running. Once an SSD/HDD is inserted and the system is operational, the Test
Mode option will be grayed out.

Temporary Configuration: While Test Mode is active, any configuration changes you
make—including Save and Optimize operations—generate temporary configurations only.
These temporary configurations take effect immediately for testing purposes but do not
modify the permanent configuration.
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Test Results: The system displays real-time test results including camera connectivity
status, storage write speed, and system resource utilization.

Configuration Persistence: To make the tested configuration permanent, you must
enable the VMS Edge service and use the standard Save function. There is no separate
"Apply" button in Test Mode. All temporary configurations are automatically discarded
when the device restarts, and the system reverts to the last permanently saved
configuration.

Disable Test Mode: When you disable Test Mode, the temporary instance is removed.

However, please note that temporary configurations are also discarded upon device
restart regardless of whether Test Mode is manually disabled.

VMS Edge Configuration Optimize

Milesight

@ Engishv & admin v

& Media >

@ Network >
Test Mode is currently inactive. Please enable the VMS Edge service and save the

current configuration persistenty
8 Storage

ice is Getected as available, Test Mode will be disabled

Event >

& VMS Edge ~

e
@ System > VMS Edge Configuration Optimize: -

User Name:

Run recommended tuning automatically after save.

Credential Notice.
Enter the usemame and password for VIMS Edge (NX Mediaserver Service). Do not use
the Web login usemame or password on this page:

\\\\\ turing inital deployment. The system will automatically
uning after saving, and persist the results as the VMS Edge
Standard Mode.

This step primarily optimizes SSD storage for optimal performance. Please ensure
it is enabled, as failure to do so may result in storage errors.

Step 1: Enable Auto-optimize.

Step 2: Enter the Nx Witness Server username and password, then click "Optimize". If

the status displays "VMS Edge configuration was optimized", the optimization was
successful.

|5) Note: Please make sure to enter the Nx Witness Server credentials, not those for the web
interface.

6.6.2 File Manager

You can click File Manager in the sidebar to open a new window for file management,

which supports the import and export of configurations, recordings, etc. This facilitates
data backup for users and helps ensure data security.
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. Q, search...

2 filemanager

Folders
My files

translations
B3 New folder . 3 months ago
B New file plugins
3] Back

bin
- W

Files

6 months ago

Table 18. Description of buttons

MAKE SENSING MATTER

A > networkoptix > client > 6.1.042176

quick-start-guide.pdf
7.93 MiB

mobile-user-manual.pdf
7.61 MiB
6 months ago

2 Media >
@ Network »
Storage
Event 3
= VMS Edge ~
Server
Client
I File Manager @
@ System )
/s 0O » § =8 'ﬂ *
. share . resources . qml
amonths ago aday ago aday ago
metadata . libexec . iib
adayago adey ago adayago

build_info.txt build_info.json
5838
s agH 6 months ago

Parameters

Function Introduction

2] Back

Click to return to the device web interface.

Rename file.

Copy file.

Move file.

Delete file.
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oo Switch display mode.

Ky

Download file.

I»

Upload file.

o File information, including Display Name and
Last Modified Date.

0 Enable multiple selection of files.

E Note: Do not modify or alter files in the "networkoptix" folder.

6.6.3 Smart Tools Lite

Smart Tools Lite is a built-in web-based utility that provides quick device discovery,
batch configuration, and management tools for Milesight cameras directly from the
OpenVision Server interface. No additional software installation is required.

6.6.3.1 Page Layout

Milesight @ Engishv & admin v
& Media > | smanToosire
@ Network >
Smart Tool | Lite | staws A1 Search Auth  admin
8 Storage
Total: 72 | Compativle Devices: Miesight IPCs devices. Active: Online & Configurable. Inacive: Needs Inialization before configuration.
Event >
I
&= VMS Edge - B
1 EmbeddedO OF:03.0E:08:08: 1921685190 19216851  SE0208K niomin  OV_818
Server
2 NetwokCa Lan Acve)  1CCI13520E.. 192168226127 1921662261 MSCS2.  4d16n2imn 6280446
Flle Manager 2
3 NetwokCa Lan Acive)  CCI1IIOL.. 19216822639 1921682261 MS-Ca2T. hemn  63806T
4 NeworkCa LAN Active)  1C:C3:14:54:96 192.168.226.123 192.168.226.1 S4466R. smin T_63.8.0. V10 @ 41232
@ System >
Network Ca. Lan " 1C:C3:16:438C 162.166.66.66 192168681 Ms-C297. 13min 5170783 VIO @ sure
6 NeworkCa ™ Acive)  1CC316:438D 192168.66.69 192168711 MS-C297 12min 517076 vio 2 swre
Network Ca. Lan Acve)  CCIG446657 19216822695 1921682261  MSCQS1.  3d19m3%mn  OV_638. vio 2
8 NetworkCa Lan 4 1CCa16520006  192.168.226.141 & 1921602261 MSCS34..  202020mn  LP63806 VIO o
9 NetworkCa ™ Acive) 1CCI1652DE.. 192168226213 8080 1921662261  SKCS37..  23d17h53min  OV_638. vi2 2 emer
1P Mode startip Netmask Gateway Name Prefx Port
Bl woweomow 265. 255 255 0 192168+ 225 1 Camera- 50 Bl o
atch Appl Auto-Incremer Class C Router Adar Suffix (e.g. -0 HTTP

The Smart Tools Lite page consists of four main sections:

Section Description

Header Toolbar Global filters, search, authentication, and high-frequency actions

Device List Table displaying discovered devices with status, network info, and
selection

Config Dock Batch configuration options and action buttons

Operation Logs Real-time feedback for all operations

6.6.3.2 Device Discovery
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Smart Tool | Lte | staws Al Search Auth  admin Export CSV

Auto Scan:

Click "Scan" to discover compatible Milesight devices on the local network
segment.

® A loading indicator displays during scanning

® Scan results refresh the device list in real-time

® The Total Count updates to show the number of discovered devices
® Scan completion is logged with the number of devices found

6.6.3.3 Device List

1 Embedded-O LAN OF-03:0E-08:08: 192 168.5.190 80 192 16851 SE0208-K. 2d 19h 10min oV 818 v1.00
2 Network Ca. LAN Active 1C.C313:52.0E 192.168.226.127 80 192.168.226.1 MS-C532.. 4d 16h 21min 62.8.0.4-16 vii a) EM8T
Network Ca LAN Active 1C.C3:13.53.03. 192.168.226.39 80 192.168.226.1 MS-C827. 1h Smin 63.8.061 vio 2 412
4 Network Ca LAN Active 1C.C3:14.5496 192.168.226.123 80 192.168.226.1 TS4466-R Smin T_6380 vi0 a} 41232
5 Network Ca. LAN Active 1C.C3.16:43BC. 192.168.68.66 80 255.255.255.0 192.168.68.1 Mms-C297 13min 51707843 V1.0 T SM7Y
6 Network Ca. LAN Active 1C.C3:16:43 BD. 192.168.68.69 80 2552552550 192.168.711 MS-C297 12min 51.7.0.78-. V1.0 ] SMTY
7 Network Ca LAN Active 1C:C3:16:44:66 67 192 168 226 95 80 192.168.226.1 MS-cQs1 3a 190 36min Ov_638. vio 2
8 Network Ca LAN Active 1C:C3:16:52:00:06 192.168.226.141 80 192.168.226.1 MS-C534 2d 200 23min LP 63806 V1.0 [
Network Ca LAN Active 1C:C3:16:52.DE. 192.168.226.213 8080 192.168.226.1 SK-C537. 23d 17h 53min OV_638. viz A EM92'
The device list displays the following columns:
Column Description
No. Sequential number
Device Name Device identifier
LAN1/LAN2 Dual network port info
Status Active (green badge) / Inactive (yellow badge)
MAC Address Device MAC
IP Address Current IP address
Port HTTP port (default: 80)
Netmask Subnet mask
Gateway Default gateway
Model Device model
Run-up Time Device uptime
Version Firmware version
H/W Ver Hardware version
Web Webpage jump icon. Click the Web icon to open the device's web
interface in a new browser tab. Both Active and Inactive devices
support this jump. The current Smart Tool Lite page remains open.
SN Serial number

6.6.3.4 Filter and Search

Sman-Tools-Lite

Smart Tool | Lite | Status Al Search
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® Status Filter: Select from All / Active / Inactive to filter devices by activation
status.

® Keyword Search: Enter an IP address, MAC address, or SN to search for
specific devices.

6.6.3.5 Global Authentication

s o | . e

Smart Tool | Lite | staws A Search

Enter the default Username and Password for device operations.
Default Username: admin
Used for Scan, Batch Activate, and Batch Modify operations
If authentication fails, the failure reason is displayed in the Operation Logs

6.6.3.6 Batch IP Configuration

Batch IP Configuration allows you to modify network settings for multiple Active
devices simultaneously.
Prerequisites:

® Only Active devices can be batch modified
® Maximum 16 devices per batch operation

Configuration Steps:

Step 1: Select target devices from the device list (checkbox selection or header
select-all).

Step 2: In the Config Dock, configure the following parameters:

Parameter Description

IP Mode Static (manual configuration) or DHCP (auto-assigned)

Start IP Starting IPv4 address for batch assignment (Static mode only)

Auto-Increment When enabled, IPs increment sequentially from Start IP; when
disabled, all devices use the same IP (conflict warning required)

Netmask Subnet mask (Static mode only)

Gateway Default gateway (Static mode only)

Name Prefix Batch rename prefix (e.g., "Cam-" generates "Cam-01", "Cam-
02"...); empty keeps original names

Port HTTP port (default: 80)

Step 3: Click "Batch Modify" to apply configurations.
Rules and Validation:
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Static mode: Start IP, Netmask, and Gateway are required

DHCP mode: Network parameter inputs are grayed out; Start IP, Netmask,
and Gateway are not required

IP address format validation is enforced
Success/failure status is logged for each device

Partial success returns: success count, failure count, skip count, and per-
device results

6.6.3.7 Batch Activation

Smart

=

Batch Activation allows you to activate multiple Inactive devices in one operation
by setting an initialization password.

Prerequisites:

Only Inactive devices can be batch activated

Mixed selection (Active + Inactive): Active devices are automatically skipped
with a skip count logged

Activation Steps:

® Step 1: Select Inactive devices from the device list.

® Step 2: Click "Activate" to open the Batch Activate dialog.

® Step 3: Enter and confirm the new password:
New Password: 8-32 characters, must contain at least one number and one
letter
Confirm: Must match New Password exactly

® Step 4: Click "Confirm" to submit.

Results:

® Activation progress is displayed for each device

® Partial success returns: success count, failure count, skip count, and per-
device results

® Device status updates to Active upon success

® Failed devices are listed with error reasons

6.6.3.8 Ping Test
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Smart Tool Lte saws A Search Adh | sdmin ﬂ Export CSV

Totat 72 Compativie Dévices: Milesight [PCS devices Active' Online & Configurable Inactive. Needs INalization belore configuration

Ping Test checks network connectivity for selected devices.
Steps:

Step 1: Select devices from the device list.

Step 2: Click "Ping" in the Config Dock.

Step 3: View results in the Operation Logs.
Results:

Per-device connectivity status is returned
Summary shows: selected count, reachable count, average latency
Results are logged with timestamps

6.6.3.9 Export CSV

Smart Tool | Lie  suws earch At sdi | oo

Totat 72 | Compativie Devices: Milesight (PCs devices Active: Oniine & Configuradie. Inactive: Needs IntIakzation before Configuration

Export the current device list as a CSV file.

Steps:

Step 1: Apply desired Status filter and/or Search to refine the list.
Step 2: Click "Export" in the Header Toolbar.

Step 3: The CSV file downloads with current filtered results.

6.6.3.10 Operation Logs

oo o

The Operation Logs panel displays real-time feedback for all page operations.

Log Levels:

Level Color Description

Info Gray General information (e.g., "System Ready", scan
completion)

Success Green Successful operations

Error Red Failed operations with error reasons

Log Content:

® Timestamp

® Action type (Scan, Batch Modify, Batch Activate, Ping, Export)
® Target devices
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® Result summary (success/failure/skip counts)
® Failure reasons for failed devices

Clear Logs: Click "Clear" to empty the current log display. This only clears the
frontend display and does not affect backend audit logs.

Note: New logs append to the top of the panel. The log panel displays current session content
only and does not persist across page refreshes.

6.7 System

Here you can configure System Setting, Security, Logs and Maintenance.

6.7.1 System Setting

Here you can check System information and Date&Time.

6.7.1.1 System Info

All information about the hardware and software of the device can be checked on this

page.
Mfesighl‘ @ English ~ & admin ~
2 Media > tem Inf Date&Time
@ Network )
Device Name Embedded-OpenVision-Server
&3 Storage
Product Model SE0208-K/NX
Event )
Hardware Version V1.0.1
= VMS Edge b
5 Software Version OV_81.8.0.4-r3-NX
& System 2 System Version QOVSystem_81.8.0.4-r3
MCU Version V2.0.26010501
Security
Logs BIOS Version MTWL0403.V01
Maintenance
MAC Address 40:62:31:3B:7B:65
SN 42150B034D099020
Device Information KN1POEQ3YON0O0O00000001P
Alarm Input 4
Alarm Output 2

Table 19. Description of the buttons

Parameters Function Introduction
Device Name The device name can be customized.
Product Model The product model of the device.
Hardware Version The hardware version of the device.
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Software Version

The current software version of the device.

System Version

The current system version of the device.

MCU Version

The firmware version of the chip that controls basic hardware functions.

BIOS Version

The version of the low-
level firmware that initializes hardware during startup.

MAC Address

Media Access Control address.

S/N

Serial Number of the device.

Device Information

The device information, including information about alarm 1/O and clipper
chip.

Alarm Input

The number of Alarm Input interface.
=, Note: The Alarm Input will appear only when the device have
alarm input/output interface.

Alarm Output

The number of Alarm Output interface.
= Note: The Alarm Output will appear only when the device

have alarm input/ output interface.

Uptime

The elapsed time since the last restarted of the device.

Save the configuration.

6.7.1.2 Date&Time

Milesight @ English «
2 Media > System Info Date&T
@ Network )
| Current System Time
B Storage
Date 26/01/2026
Event )
Time 08:33:40
k] VMS Edge
| Setthe System Time
@ System ~
Time Zone (UTC+08:00) China(Befjing, Ho
Security Daytight Saving Time Automatic
Logs
Synchronize Mode © NTP server Manual Synchronize with computer time
Maintenance
Server Address pool.ntp.org
NTP Sync =
Interval 1440 min. (1~43200)

Table 20. Description of the buttons

Parameters

Function Introduction

Current System Time

Current date&time of the system.
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Time Zone: Choose a time zone for your location.

Set the System Time
Daylight Saving time: Enable the daylight saving time.

Synchronize Mode: NTP server, Manual and Synchronize with
computer time are optional.

NTP server: Input the address of NTP server.

Set the System Time | NTP Sync: Regularly update your time according to the interval time.
Manual: Set the system time manually.

Synchronize with computer time: Synchronize the time with your
computer.

m Save the configuration.

6.7.2 Security

Here you can configure User, Online User, Access List, Security Service, and About.

6.7.2.1 User

Nﬂlesigh!’ @ English ~ < admin ~
2 Media ) Online User Access Llist Security Service About
@ Network b}
| Security Question
E3 Storage
Security Question
Event )
5= VMS Edge » | Account Management ()
@ System ~ ‘User Name Privilege 0 7_7,_: jon.
System Setting 1 admin Administrator
system System 7
Logs
Maintenance
Table 21. Description of the buttons
Parameters Function Introduction

Click “Edit” button to set three security questions for your device. In case
that you

Security Question forget the password, you can click “Forget Password” button on login
page to reset the password by answering three security questions
correctly.
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Admin Password#*

Security Question1 What's your father's name?
Answer1#*

Security Question2 What's your father's name?
Answer2#

Security Question3 What's your father's name?

Answerd

There are twelve default questions below, you can also
customize the security questions.

What's your father's name?

What's your father's name?

What's your favorite sport? What's your favorite food?
What's your mother's name? What's your lucky number?
What's your mobile number? What's your favorite color?

What's your first pet's name? What's your best friend's name?

What's your favorite book? Where did you go on your first trip?

What's your favorite game? Customized Question

arameters Function Introduction

Click “Add” button, it will display Account Management page. You can
add an account to the camera by entering Admin Password, User Level,
User Name, New Password,

Confirm, and edit user privilege by clicking . The added account will be
displayed in the account list.

Account Management

Admin Password: You can add an account only after you enter the
correct admin password.

User Level: Set the privilege for the account.

User Name: Input user name for creating an account.
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New Password: Input password for the account.

Confirm: Confirm the password.

You can edit and delete the account in the account list under the admin
account.

For the default admin account, you can only change the password,

and it cannot be deleted.

By clicking Z , you can edit the detailed information of a custom user,
including user level, name, password, privileges, and more.

[Z) Note:

*» Support up to 20 users, including a default user and 19 custom added
users.
» The operator privilege is all checked by default.

6.7.2.2 Online User

Here real-time status of user logging in the device will be shown.

Ml'eilghl‘ @ English v - admin v
|‘_’3 Media > User Online User Access List Security Service About

@ Network >

| Online User
B Storage
[[+] User Name User Level IP Address Login Time

Event » 1 admin Administrator 192.168.70.211  2026-05-22 04:12:33

(8 VMS Edge > Refresh

& System ~

System Setting

Logs

Maintenance

L 4

Table 22. Description of the buttons

Parameters Function Introduction

Refresh Click to get latest status of user accessing to the device.
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Record serial number of user logging in the device.
[5) Note:
ID + There are at most 30 records shown at the list.

» There is only one record if the same user logging on camera
by the same IP address.

User Name Name of user logging in the device.

User Level Level of user logging in the device.

IP Address Device IP address where user logging in the device web located.
Login Time System time of user logging in the device.

6.7.2.3 Access List

Milesight @ English ~ & admin v
(—_“); Media > User Online User Security Service About
@ Network ]

| General Settings
B3 Storage
Max. Number of Conneclion 10
[E Event ]
| Access List
& VMS Edge »
Enable Access List Filtering
& System ~

Filter Type
System Setting

Logs

Maintenance

Table 23. Description of the buttons

Parameters Function Introduction

Max. Number of Connection: Select the maximum number of concurrent
General Settings | streaming. Options include No Limit, 1~10.

Enable Access List Filtering: Able to access or restrict access for some |IP
address.

Access List Filter type: Allow or deny access.

Parameters Function Introduction

OpenVision Server User Manual



IN/[IEETS]]88  MAKE SENSING MATTER

Add X

Rule Network Address

Address IP Address

Mask Network Address

IP Range

. Mac Address

Rule: IP Address, Network Address, IP Range and Mac
Address

are available.

IP address: Input the IP address to get the access to the
device.

Network Address: Input the network address to gain access
Add to the device. You also need to set the mask value to
complete the addition.

IPv4: Valid mask range is 0~32

IPv6: Valid mask range is 0~128

IP Range: Input the IP address to get the access to the

Access List E/I:a::c::Z(:idress: Input the Mac address to get the access to the
Delete All Delete all the access list.
2 Edit the selected IP on access list.
O Delete the selected IP on access list.
Save Save the configuration.

6.7.2.4 Security Service

OpenVision Server User Manual 55




IN([IEE1718  MAKE SENSING MATTER

Nﬂ:’esight @ English « & admin ~
= Media b User Online User Access List Security Service About
@ Network )
| SSH Settings
B Storage
Enable
Event b
SSH Port 6022
& System ~

System Setting

Logs

Maintenance

Table 24. Description of the buttons

Parameters Function Introduction

Secure Shell (SSH) has many functions: it can replace
Telnet and also provides a secure channel for FTP, POP,
SSH Settings even for PPP.

E Note: Enabling this feature may pose security risks. It is
recommended to keep it disabled.

6.7.2.5 About
l"ﬂlesight @ English ~ & admin ~
&= Media > User Online User Access List Security Service AL
@ Network b
| Open Source Software Licenses
ES Storage
Event >
&= VMS Edge b
[® System ~

Syslem Setting

Logs

Maintenance
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User can view some open source software licenses about the device by clicking the
View Licenses button.

6.7.3 Logs

The section describes the information about Security Audit Logs, and Remote
Logs.

6.7.3.1 Security Audit Logs

Milesight @ English~ & admin v

& Media » ty Audit Log: Remote Logs
@ Network )

MainType Al Types SubType Al Type Start Time 126-0126 000 End Time 2026.01-26 23.58.50 m
B Storage — . . - -
[E Event >
& VMS Edge

& System -

System Setting

Securlty

Maintenance

Table 25. Description of the buttons

Parameters Function Introduction

There are five main log types: All Type, Event, Operation,
Main Type Information and Exception.

On the premise that main type has been selected, select

Sub Type the sub type to narrow the range of logs.
Start Time The time log starts.
End Time The time log ends.

Search the logs.

Export the logs.

Input the number of logs’ page.

Go to

6.7.3.2 Remote Logs
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This section is about how to forward logs to a third-party server for
centralized management.

IPCAM Network Camera

Step 1: Enable Log Forwarding Turn on the Enable option to activate log forwarding.
Step 2: Enter Destination IP Address In the IP Address field, enter the destination IP
address of the server that can receive the logs.

Step 3: Specify Port Number In the Port field, specify the port number used by the
receiving server to accept log data.

6.7.4 Maintenance
Here you can configure System Maintenance and Auto Reboot.

6.7.4.1 System Maintenance

Nﬂlesight @ English « & admin ~
=y Media ) ystem Maintenance Auto Reboot
@ Network b
| System Upgrade (D
B Storage
Software Version OV_81.8.0.4-r3-NX
[E Event )
System Version OvsSystem_81.8.0.4-r3
B8 VMS Edge b
Local Upgrade
® System e Reset after Upgrading
System Setting Online Upgrade
Security
Upgrade Using the Link
Logs

| Maintenance

Reset

Keep the IP Configuration B Keep the User information
Export Diagnose Info
Export Config File

Import Config File

Table 26. Description of the buttons
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Parameters

Function Introduction

System Upgrade

Software Version: The software version of the device.
System Version: The system version of the device.

Local Upgrade: Click the B button and select the upgrading file, then
click the “Upgrade” button to upgrade. After the system reboots successfully,
the update is done.

You can check “Reset after Upgrading” to reset the device after upgrading it.
Online Upgrade: Click the “Check” button to check the current latest
software version and system version on our website, and then click "OK" to
upgrade to the latest version.

« It will pop up the following prompt if your device is already the latest
version.

]

The Software version is the latest version.The

System version is the latest version

Upgrade Using the Link: When you have uploaded the upgrading file to the
cloud, like Google Driver, etc., you can input the link address and then click
the “Upgrade” button to upgrade.

Note: Do not disconnect the power of the device during the update. The device will be
restarted to complete the upgrading.

Maintenance

Reset: Click “Reset” button to reset the device to factory default settings.
Keep the IP Configuration: Check this option to keep the IP configuration
when resetting the device.

Keep the User information: Check this option to keep the user information
when resetting the device.

Export Diagnose Info: Click this button to export logs and system
information of the device operation status.

Note: The file format is “.txt”.

Export Config File: Click this button and a window will pop up as shown
below:

Input the encryption password

Confirm

You need to enter and confirm password again, then click save button to
export configuration file.

Import Config File: Click this button, then a window will pop up and you can
click "OK" to update the configuration.

It will pop up a window to prompt "Input the password of config file" , then
enter password and click save button to import configuration file.
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File Encryption Configuration x
Iﬂpu’. the encryption DBSS‘.'.CFC

Note: Export and import the same configuration file. Password must be the same.
Language File: Here, you can edit, export, and reset the language file.
Import Language File: Import the language file then click the "Import"
button, then a window will pop up and you can click "OK" to update the
configuration. It allows you to modify or import predefined language
translation packs, enabling you to customize the interface language based
on your preferences, achieving better adaptation to various linguistic
environments.

Reboot Click “Reboot” button to restart the device immediately.

6.7.4.2 Auto Reboot

Milesight @ English ~ & admin «

& Media » System Maintenance

| Auta Reboot Settings

Enable

Set the date and time to enable Auto Reboot function, the device will reboot
automatically according to the customized time in case that device overload after
running a long time.

Chapter 7. Integration with Nx Witness
Server

Users can directly open the Nx Witness Client on your PC or access via the web
interface to perform subsequent compatibility-related configurations. For detailed
instructions, refer to the previous chapter 6.6 VMS Edge.

7.1 Add Device
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Milesight OpenVision Server can be integrated into Nx Witness via ONVIF, enabling
both alarm input and alarm output functions.

Step 1: Right-click the server, then select Add --> Device from the pop-up window.

Updates Settings

Step 2: Enter the device's |IP address, username, and password, then click "Search".
Once the device is found, check the box next to it and click "Add all Device" to add it.

© Add Devices - Nx Witness Client

& Server Embedded-OpenVision-Server (192.168.

192.168. admin
[ Default eseeseee

Search

Brand = Model Address

Milesight SE0208- K/NX http://192.168 /onvif/devic

7.2 Alarm I/0

With seamless integration into the Nx Witness Client, users can receive and manage
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external alarm input signals in real time, and also configure event-based actions to
control external devices via alarm outputs directly from the client.

Step 1: Right-click the device and choose "Camera Rules". Then click "Add Rule" in
the pop-up window.

Comment

Step 2: Select "Input Signal on Camera" in the pop-up window and complete the
parameter configuration. There are two sections, "Event" and "Action" section.

» Event Section:

+ Add Rule

Event

Input Signal on Camera
@ SE0208-K/NX

Auto

input 1

Input 2

nput 3

nput4

Cancel

Table 27. Description of Fields

Parameters Function Introduction

Click in this field to select devices to

Occurs At . ;
monitor, all devices can be selected.
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Used to select the specific alarm input channel.
Auto: The system automatically detects and
handles all available alarm input ports.

Input 1/ Input 2 / Input 3/ Input 4: These
represent the 1st, 2nd, 3rd, and 4th alarm

input ports on the

device. Users can select the corresponding
input port to trigger the event.

With ID

« Action Section:

© Nx Witness Client

WHEN EVEN

Input Signal on Camera Device Output
T SE0208-K/NX ©) SE0208-K/NX
Auto v Auto

Auto

Output AlarmOut_1

5 > sec v

Table 28. Description of Fields

Parameters Function Introduction

Click in this field to select devices to action, all

At devices can be selected.
Used to select which alarm output port will be
activated when the event is triggered.
Output ID Auto: The system automatically selects the output

port.
Output AlarmOut_0 / Output AlarmQOut_1: The alarm
output ports on the device.
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Milesight

Of fixed duration

The action will be performed for a specified period
of time. When this option is selected, the following
fields will appear:
o Begin When: Defines when the action
should start.
m Event Starts: The action begins when
the event is detected.
m Event Stops: The action begins when
the event ends.
o Duration: Sets the length of time (in seconds)
the action remains active.

For the duration of even

The action will remain active for as long as the
event is ongoing. When the event ends, the
action will stop automatically.

A
Step 3: Then click to save or click - to finish the configuration.

7.3 Audio Input

Step 1: Right-click the device and choose "Camera Rules". Then click "Add Rule" in

the pop-up window.

Step 2: Select "Analytic Event" and in the pop-up window and complete the
parameter configuration. There are two sections, "Event" and "Action" section.

® Nx Witness Client

WHEN EVEN

Analytics Event
T SED208-K/NX

Audio Analytics: Audio - Detected Sound

Contains keywords

Contains keywords

Table 29. Description of Event Fields

Device Output
& SE0208-K/NX
Output AlarmOut_0

Sec v

Cancel

Parameters

Function Introduction
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Occurs At

Click in this field to select devices to monitor, all
devices can be selected.

Of Type

Used to select the specific event type supported by
the selected device.

AND CAPTION

Used to further filter events based on the caption
(title or label) associated with the event. Multiple
matching methods are provided:

» Contain keywords: The event will be triggered if
the caption contains the specified keywords.

» not Contain keywords: The event will be triggered
if the caption does not contain the specified
keywords.

« is listed: The event will be triggered only if the
caption matches any item in the Allow List or
Block List.

« is not listed: The event will be triggered if the
caption does not match any item in the Allow list or
Block List.

AND DESCRIPTION

Used to filter events based on the event description.
The matching methods are the same as for
CAPTION. Here will not repeat again.

AND attribute

A text field where users can input specific attributes.
The event will be triggered only if the event matches
the specified attribute(s).

A
Step 3: Then click to save or click - to finish the configuration.

7.4 Play Sound

Step 1: Right-click the device and choose "Camera Rules". Then click "Add Rule" in

the pop-up window.

Step 2: Select "Analytic Event" and in the pop-up window and complete the parameter
configuration. There are two sections, "Event" and "Action" section.
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WHEN EVEN

Analytics Event Play Sound
) SE0208-K/NX Alarm Clock 2
Audio Analytics: Audio - Detected Sound A © SE0208-K/NX

2 Administrators

Contains keywords

Contains keywords

For details on the Event section fields, please refer to Table 29. Here will not repeat again.

Table 30. Description of Action Fields

Parameters Function Introduction

Select a sound to play when the event is triggered. Options include:

No Sound, Alarm Clock 2, Alarm Clock 3, Bicycle Bell, Door Bell, Notification
1-3, Siren 1, Syren 1, etc.

'You can click Manage to play, add, rename, or delete sounds.

Sound
At Select the device on which the sound will be played.
Select the users who will receive this action
To Users
/Adjust the volume for the selected sound.
Volume
. Set the minimum interval between repeated actions
Interval of Action
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7.5 Reboot

Users can reboot the device using the Nx Witness Client.

Maintenance

Step 1: Right-click on the device and select "Camera Settings".
Step 2: Go to the "Advanced" tab.

Step 3: Click on "Maintenance".

Step 4: Choose "System Reboot" to initiate the reboot process.
Step 5 : Click "OK".

7.6 Web Page

Users can also access the device's web interface through the Nx Witness Client.
This feature allows users to directly open the device's built-in web page for advanced
configuration, or accessing features not available in the Nx Witness Client. By accessing

the web interface, users can manage firmware updates, network settings, user accounts,
or other functions.

Steps: Right-click the device and select "Camera Settings" —>"Web Page".
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n Camera Settings - SE0208-K/NX - Nx Witness Client X

-

M’esighf‘ @ English v & admin v

& Media ) Date&Time

@ Network >
Dev E isk

& Storag
Product Mode! SE0208-K/NX

@ E )
Hardware Versior v1.0.1

= VMS Edge )
Software Version  OV_81.8.0.4-r3-NX

& Sys - OVSystem_81.8.0.4-13

V2.0.26010501
ecurit
Logs BIOS Versior MTWLO0403.V01
Mai '
40:62:31:3B:7B:65

S 421508034D099020
Device Information KN1POEO3YONOOO0000001P
Ala 4
A 2

Cancel

7.7 Firmware Upgrade

Milesight OpenVision Server is equipped with an integrated Nx Plugin, enabling users
to upgrade device firmware online through the Client interface.

ﬂ Camera Settings - SE0208-K/NX - Nx Witness Client X

e Milesight plugin

Check Camera Upgrade

Check

7.8 Device Info
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Users can click Camera Setting --> General to view relevant device information,
including Vendor, Model, Firmware, |IP Address, and more.

SE0208-K/NX /

Audio

[v Enable audio

[v Enable 2-way audio

In the audio settings section, there are two options: Enable Audio and Enable 2-
way Audio. These settings define how the server manages audio streams for
connected devices.

1. Enable audio

This option allows you to enable audio recording for the device. You can choose
one of the following:

* Use audio stream from this camera: The system will record audio directly from the
microphone built into this device.

* Use audio stream from another camera: The system will record audio from other
camera’s microphone. This is useful if you want to synchronize video from one
camera with audio from another.

2. Enable 2-way Audio

This option allows for two-way communication through the device. You can select:

+ Use this camera for audio output: The device will play audio received from the client
(for example, you can speak through the client and your voice will be played through
the speaker).
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* Transmit audio stream to another camera: The audio received from the client will be
sent to another camera for output. This is useful if you want to control which camera
broadcasts your voice.

Chapter 8. FAQ

This chapter addresses frequently asked questions and common problems that users
may face during the operation of the device. For each issue, possible causes and
recommended solutions are provided. If your problem persists after following these steps,
please contact our customer support for further assistance.

1. Pre-Deployment

Q: What SSD / HDD types, brands, and capacities are recommended?

A: Pre-installation is not mandatory. For customer purchasing recommendations: SSD
should preferably use TLC-grade flash (longer lifespan) in M.2 M-Key form factor. HDD
uses 2x SATA interface, with single drive capacity up to 24TB. SSD brand references
include Kingston, Samsung, and Lexar.

2. Basic Configuration

Q: How are the Ubuntu login username and password configured?

A: This device does not have an Ubuntu desktop environment; only CLI (command-line
interface) is provided. This differs from the 8ch Mini which includes a desktop with NX
Client. The system user account can log in directly to Ubuntu. A system user with a pre-
configured password is provided. It is recommended to change the system user
password via the Web interface as early as possible. The root user password is not
provided externally; contact pre-sales or technical support if required.

Q: How do | activate the NX Server?

A: NX Server activation can be performed via the Web management interface using a
browser, or through batch activation using Smart Tool. NX Server activation follows the
same process as all NX services and can also be activated through a third-party client
using the device's Web IP address.

Q: How do | distinguish between the two upgrade packages?

A: The Application Upgrade Package (e.g., OV_81.8.0.4-r3-NX) upgrades Milesight and
NX Server/Client applications. The System Upgrade Package (e.g., OVSystem_81.8.0.4-
r3) upgrades underlying components such as graphics card drivers, BIOS, and MCU
firmware. During system detection, upgrades are applied sequentially. It is generally
recommended to upgrade both to the latest version.

Q: What is the biggest difference between this product and the old SE0201?

A: Three main points: (1) More power-efficient (9W vs 35W); (2) More rugged (-10 to 55C
vs 0 to 35C); (3) Easier maintenance (full Web-based management vs minimal Web
capabilities on the old model). Additionally, CPU, memory, network ports, storage, and
capacity are all upgraded, and the 32ch model adds RAID1 data protection.

Q: How do | choose between 16ch and 32ch?
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A: 16¢ch: For small-to-medium projects focused on recording and management, no RAID
requirement, budget-sensitive. 32ch: For medium-to-large projects requiring 32-channel
access and RAID1 data protection.

Q: Does it support local display / local Client?

A: No. The 16ch/32ch models are pure Server form factors with no Ubuntu desktop and
no local NX Client. The dual HDMI ports are for testing and debugging only.

Q: Does it support dual network ports? What can customers use them for?

A: Yes, dual 2.5G network ports are supported. They can be used for
business/maintenance network isolation, dual-link backup, or link aggregation for
bandwidth expansion.

Q: Can it be marketed as an "Al Server"?

A: Not recommended. A more accurate description is "an edge server that ingests Al
camera metadata and manages events and search capabilities on the NX platform."

Q: What is Smart Tool Lite? How is it different from Smart Tool?

A: Smart Tool Lite is a Web-based built-in tool for batch camera operations including
camera search, batch IP modification, and batch initialization. Smart Tool is a desktop
application for device discovery, activation, and IP configuration.

Q: Is there a PoE version?

A: Not currently. A PoE-equipped model was planned early on but is not available for
sale at this time.

3. Specifications

Q: What is the actual power consumption?

A: Typical power consumption is 9W (without drives) and maximum is 39W (with 2x
HDD). This is a key selling point compared to the older model (35W/60W) and
competitors.

Q: Where is the NX analytics database stored?

A: By default, the analytics database resides on the HDD. After installing an M.2 SSD, it
can be migrated to the SSD for faster retrieval and playback. The default database path
on HDD1 is: /mnt/sata_1/data/[MAC]/data. When using SSD1, the path is:
/mnt/ssd_1/data/[MAC]/data.

4. Troubleshooting

Q: Network is abnormal and | cannot log in to the Web interface?

A: First confirm that the network cable, IP address, and power supply are normal.
Connect a monitor to access the CLI and verify the network configuration. Use Smart
Tool to search for the device and verify network information. Check whether link
aggregation is enabled, which may cause the IP address to change.

Q: A brand-new SSD/HDD is not recognized or cannot be formatted?

A: Power off the device, reseat the drive securely and tighten the screws, then upgrade
to the latest firmware version. Check the Storage page to confirm whether the drive can
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be formatted. If the issue persists, investigate from the backend. Important: Do NOT
format storage using command-line or low-level tools. Always use the Web interface for
storage management.

Q: The IP found by Smart Tool does not match expectations?

A: Since this device has dual network ports, in Independent Mode, Smart Tool may
discover two IP records (one for each port). If the discovered IP differs from both port IPs,
this was a known bug that has been fixed. Upgrade the firmware to the latest version first.

Q: The Server is inaccessible or the Web interface crashes?

A: Upgrade to the latest firmware first, as this resolves most issues. If the problem
persists, you can reformat the SSD through the Web interface. Important: Do NOT format
the SSD using command-line tools. Always use the Web interface.

Q: How do | perform a hardware reset? What happens to passwords and activation?

A: Two reset methods are available: (1) Factory Reset: Hold the Reset button before
powering on, continue holding until the status LED flashes 10 times and turns solid. This
restores factory defaults and clears all data. (2) Configuration Reset: Press and hold
Reset for 10 seconds while the device is running. This restores configuration settings
while retaining the IP address and user information.

5. Storage & Network

Q: How do | add additional storage to the device?

A: Local storage includes 2x HDD (single drive up to 24TB) + 2x M.2 SSD. Additional
capacity can be expanded via Web-mounted NFS/SMB NAS.

Q: Network was misconfigured and the device is unreachable. How do | recover?

A: Use the Reset button to perform either "Configuration Reset" (retains IP and user
information) or "Factory Reset" (clears all data). Understand the difference between
these two actions before proceeding.

6. RAID1 (32ch Model Only)

Q: What RAID support is available? Does the 16ch model support RAID?

A: Only the 32ch model (SE0232R) supports RAID1 (2x HDD). The 16ch model does not
support RAID. RAID1 covers the complete lifecycle including pool creation, online
operation, scrubbing, degraded mode, candidate disk repair, and resilvering - all
managed through the Web interface. RAID5 is not available in this release; do not
promise RAID5 to customers.

Q: If one drive fails, will data be lost?

A: No. RAID1 uses mirroring; both drives back up each other. If one drive fails, data
remains on the other drive. The system enters DEGRADED status and prompts for drive
replacement. After inserting a compatible drive, execute Repair to rebuild redundancy
and restore ONLINE status.

Q: Can RAID drives removed from another device be used in this unit?

A: Yes, but the process depends on the situation and must follow Recover first, then
Repair: (1) A single foreign RAID1 member (from the same Milesight model): The system
detects the foreign signature and will not automatically merge it. Use Recover RAID
Group to import it as a DEGRADED pool, then insert a compatible drive to Repair and
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restore redundancy. (2) Both members of the same foreign RAID1 group present: Can be
recovered to an ONLINE pool after confirmation, with both members immediately locked
under local protection. (3) Multiple different foreign RAID1 groups: The system will
prompt a conflict and require selecting one group to retain data; it will NOT merge
different foreign groups. (4) Third-party ZFS or non-local signature drives: Only controlled
formatting is available; data recovery is not supported.

Q: What if recovering a foreign drive fails or pre-check does not pass?

A: Before recovery, the system performs a pre-check. If it fails, the reason is displayed
and the operation returns to the foreign group selection or conflict list. The system will
NOT silently format or automatically create a new pool. After single-member recovery,
the pool is only DEGRADED; it will not automatically rebuild. Redundancy must be
restored through subsequent Repair.

Q: Can RAID1 drives be read on another Linux computer?

A: Yes. RAID1 uses ZFS mirroring. The drive can be mounted on a Linux computer with
ZFS installed (version 2.2.2 or higher) and remains readable. This is convenient for
offline forensic analysis or data recovery on a different machine.

Chapter 9. Services

Milesight provides customers with timely and comprehensive technical support services.
End-users can contact your local dealer to obtain technical support. Distributors and

resellers can contact directly with Milesight for technical support.

Technical Support Mailbox: support@milesight.com

Web: https://www.milesight.com/security/

Online Problem Submission System: http://www.milesight.com/service/feedback.asp

MILESIGHT CHINA
TEL: +86-592-5922772
Add: Building C09, Software Park Phase Ill, Xiamen 361024, Fujian, China
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